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ARTICLE INFO ABSTRACT
Article history: With the widespread adoption of applications and IoT devices, modern society has come to rely
Received: 13 /9/2023 on them in various aspects of daily life. These applications and devices cover a range of needs,

Rrevised form: 23 /11/2023 including home appliances and even rpedical devic_es f(.)r body monitoring. Because a significant
Accepted : 2 /12/2023 amo.unt of data generated by IOT dev1.ces and appllcatlons must be transml.tted over perorks,

particularly the Internet, there is an increased risk of cyber-attacks on this transmitted data.
Available online: 30 /12/2023 This data can be text, images, sound, or other forms, and it is critical to ensure its protection,
especially if it contains valuable information. Extensive research has been conducted on
various encryption algorithms to ensure the security of transmitted data, whether through
block ciphers or stream ciphers. In addition, efforts have been made to increase encryption
efficiency by securing the transmission channels. The question of this research is “what is the
state of the art in the lightweight encryption in terms of strength and speed up the process?”.
This paper provides a comprehensive survey of research related to two main categories of
lightweight encryption, and work focused on secure authentication between entities. The paper
includes an analysis of the techniques used in each surveyed paper and highlights their main
results.
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1. Introduction

Today’s lifestyle depends on numerous devices and applications that generate different types of data, such as text,
videos, images, sound.... etc[1-5]. These data represent a new concept of data science called “Big Data,” which refers
to data generated in streams with high velocity and large variety, figure (1) represents the framework for the concept
of big data [6, 7]. It is worth mentioning that most of these data need to be transferred via a network, which is the
Internetin its most form, bringing all threats available on the network to such data as stated in [8]. Internet represents
the dominant media of the network because it facilitates connect between two to multiple nodes worldwide [9, 10],
data transmitted over the Internet become prone to a different type of attack especially modification attack. As such,
there is a need to prevent such attacks or at least thwart the modification attack by making the data transmitted
unreadable by humans, Some practical solutions for internet threats are demonstrated in figure (2), for more
information, see [11-13]. Therefore, lightweight encryption as a new concept of encryption is emerged to suit
encrypts data produced by devices with some constraints features such as RAM, CPU and permanent storage capacity
[14-16]. Even lightweight encryption works with some limitations, but it is still achieving good balance between the
security level and the available resources in terms of calculation time and how it resists attacks[17].
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Figure 1. Framework for data mining using Big Data [6]

The two approaches of encryption algorithms are block cipher and stream cipher, block cipher algorithm divide the
plain text into fixed size block before feed it to the encryption process[18]. On the other hand, stream cipher
manipulate each bit of the original plaint text in real time regardless of plain text size[19], both approaches aim to
encrypt data and decrypt it at the receiver end to thwart an attacker attempts to steal sensitive information. For more
information, see [20].
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Figure 2. OSI representation for distribution of cyber security solutions [11]

Many kinds of research have been made to secure data generated by [oT or applications and transmitted, some of this
research assumes that data must be manipulated as block ciphers, other papers proposed stream cipher to secure
such transmitted data when applications designed to be fast in transmitting generated data[21-24]. The rest of this
paper will briefly describe the recent papers up to 10 years; the description contains the major techniques adopted
in such paper, significant results and in some cases the limitations if it is available in the original papers. The
investigated researches are classified into two main categories: Block Cipher and Stream Cipher. Only two papers are
listed under general authentication process.

2. Stream Cipher approaches

Lightweight encryption has been extensively researched by researchers to make significant improvements to balance
computational cost reduction against security. Objectives are focused on either lowering the calculation time with
keeping the security level or increase the security level with same level of calculation cost. Stream cipher takes
significant impact in increasing speed of encryption calculation compare to block cipher. It is preferable to be utilized
were enormous data transferred using resource constraint devices[25].

Frederik and Vasily in [26] divided internal states into a number of classes equal to 2k where k represents key number
of bits. The key stream generator is adapted to be updated depending on internal state.
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According to [27], the major aim was to fill up the gap between block cipher and stream cipher algorithm by suggest
a new stream cipher form with constant and small noise size. This approach achieved by applies a Boolean (filter)
function to perform public bit permutation on a fixed key register.

In[28], a new technique presented involves an internal and external state consisting of a 43-bit LFSR, a 37-bit NFSR
(total 80 bits), and a 7-bit counter respectively. The proposed approach alleged to be resistance to a classical time-
memory-data tradeoff (TMDTO) attack. The proposed algorithm's strength is the reusable key by different
applications in fixed size memory. While limitation mentioned by authors, if the key is lower than 17 bits, it is not
resistance enough to brute force attack.

Concerning [29], only one round iteration is to produce a round function with no diffusion operation to minimize the
computational calculations, leading to lower the latency and resource requirements. Also, the present scheme can
implement the encryption process in parallel, while the decryption process can be done partially- parallelized.

A chaotic system in addition to Two Nonlinear Feedback Shift Registers (NFSRs) in order to generate a new stream
cipher approach have been used in [30, 31], the new scheme aims to efficiently encrypt/decrypt data. The suggested
method combines two systems, first is chaotic system and the second is “Nonlinear Feedback Shift Register (NFSR)”
which produce a chaos based lightweight stream cipher system. Field Programmable Gate Array (FPGA) technology
is utilized to quantify and integrate the chaotic system with the two NFSRs. Nist tools are used to the cipher algorithm
which shows an excellent cryptographic characteristic. The results have been tested utilizing NIST SP 800-22 test
tools; results showed that all fifteen tests are passed.

[32] Considered a selectively encrypt some bit streams in the middle of the coding system with a lightweight
encryption manner such that the output data files are protected. The experiment results showed that the ratio (R) as
8% maxim (if more, the security level starts to be not obvious anymore) and recovery or guessing based on the cipher
text is then “impossible” applied. Notice that ratio R represents the percentage of selected bits to be encrypted. Table
(1) and Table (2) represent the difference between plain text and cipher text for different plaintext and keys.

Table 1. Difference ratio between Plaintext and Cipher Text with 1-b Different Plaintext [32]
Plain text sensitivity test for four kinds of data formats

Min Max Mean Std
Image 49.61% 50.10% 49.73% 0.0014
Mp4 video 49.55% 50.23% 49.69% 0.0030
ASCII text 49.67% 50.41% 49.83% 0.0025
GPS log 49.22% 50.36% 49.76% 0.0041

Table 2. Difference ratio between Plaintext and Cipher Text with 1-b Different Keys [32]
Key sensitivity test for four kinds of data formats

Min Max Mean Std
Image 49.11% 50.46% 49.73% 0.0024
Mp4 video 49.41% 50.53% 49.89% 0.0039
ASCII text 49.27% 50.90% 49.81% 0.0093
GPS log 49.24% 50.23% 49.39% 0.0031

Hassan eat al stated in [33] state a lightweight stream cipher scheme (LSC) to increase security level. The research
adopts a dynamic key to achieve encryption. The proposed system involves a few numbers of simple operations to
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reduce computation costs. As it was dynamic, its primitives will change in a lightweight manner with every input data
block. Results showed that the proposed system is capable of attaining effectiveness and keeping its robustness well.
The system uses 128-, 192-, and 256-bit keys. Algorithm in this research combined three major parts, “CR4, Pseudo-
random number generator (PRNG), and Linear feedback shift register (LFSR) with 12 to 14 rounds”. Figure (3) shows
the diagram of the proposed dynamic key.
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Figure 3. Proposed dynamic key derivation function and construction cipher primitives [33]

The research [34] takes in its consideration the importance of lowering computational cost but with increasing
resistance to new rising cryptographic attacks. The proposed technique is “one Linear Feedback Shift Register and
One Feedback with Carry Shift Register”. A4 firmly ensures security to a great extent and is also easy to implement in
various applications where secure communication between two parties is a priority. Each seed value is used in the
“LFSR” is represented in 128 bits long; they are produced by a pseudo-random box of 256 values. To increase security,
more LSFR implement required but this will increase complicity of implementation.

As asserted by [2], it is claimed to be succeeded to reducing the volume of data transmission between a server and an
IoT device, focusing on the bandwidth, transmission security, and system resources of the IoT device. The reduction
is achieved by data compression and replacing the SSL/TLS cryptographic protocol (but kept for device management
when need only) with lightweight cryptography based on the Vernam cipher principle. This cipher uses the one-time
pad method; the original message is encrypted with XOR and a key. For encryption to be secure, the key must meet
some necessary conditions. Using a nonstandard compression result in reduce size to 20% of their original size.
Eliminating the SSL/TSL protocol from the data transfer process led to reducing the total amount of data transferred
to less than 10% of the original value. The main part of the savings is data related to building an encrypted. The
presented solution focuses on the transmission of short messages, which in the original JSON form, have a size of 100
bytes (up to 500 characters). The presented solution is limited to the transmission of short messages, which, in the
original JSON form, have a size of 100 bytes (up to 500 characters).

[35] Suggested two function, first is the round and the second is to update encryption primitive, the results are
promising enhancement, it reaches three times compared to Advanced Encryption Standard (AES) when applied on
Raspberry Pi (RP14).

3. Block Cipher approaches

Symmetric key based authentication with integrated key management proposed by [36, 37]. AES 128 CBC (Cipher
Block Chaining) mode uses with exchanged symmetric key. This method is payload embedded, thus minimizing the
handshaking overhead negotiation and challenge-response processes proposed (3 handshake way). Latency
overhead achieved up to exceed 5% when packet loss is (0-20) % is produced as results; also, it is found that the
message size increment in secure CoAP is less than 2%. Figure (4) shows the security threat and the proposed
engineering to process such a threat.
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Figure 4. Security threat model and security engineering [36]

According to[38], an explanation for the idea of lightweight ABE scheme based on elliptic curve cryptography was
made. This paper showed a given an elliptic curve cryptography (ECC) scheme defined by a set of secure parameters
called (q, a, b, G, p). For the attributes set w, the secret key is constructed by secret sharing based on Lagrange
interpolation. As a result, for this method, When the size of the encryption attributes set (k) < =10, the proposed
scheme has a prominent advantage in lightweight over the existing CP-ABE schemes. Another result was when k >
10, only the cipher-text size in the scheme is longer than that of the scheme with constant size cipher-text. It is
assumed that the rest metrics are much lower compared others. It worth to mention that proposed system is suffering
from flexibility poorness in revoking attributes, Scalability and Generality. The researchers addressed some
limitations corresponding to the proposed system; the weaknesses can be addressed as weak Flexibility Repealing
Attribute, poor in generality and scalability.

Partitions the responsibility of secure communication represent the core of [39]. Secure session performed at the
application layer and transfer full of application layer over a secure channel. An advantage for suggested project is
consistent performance even in lousy condition and performs full session establish in just two steps compared to six
steps in standard DTLS. Implementing Less as CoAP handshake is demonstrated clearly in figure (5).

Client Server
POST, CON,
Msglid = n, token = m,
uri = Juri__for_session__initiation, auth,
auth_msg__type — O(auth__init),

| Pavicad = {<Devid>, <hello-rand>7}

T1

ACK, Msgld = n, token = m,

Payload = AES {(ext_hello rand S K_c || server_rand)}y,
resp = 2.01 CREATED /Juri_for_session__initiation/
<session_ID> ( if DeviID not found then only 4.01

Unauthorized is sent and the handshake finishes T2
T3

POST, CON, Msglid = n+1, token = m,

uri = /some__uri_for_session__initiation/ <session_ID>
auth = true, auth_msg_type = 1
(response__against__challenge),

Payload = AES {(server_rand||client_rand)} i

-
(4}

ACK, Msglid = n+1,

token = m, Payload =AES {(ext_server_rand &
K_s|| client_rand)} y, resp = 2.04 CHANGED (client
authenticated) [4.01 Unauthorized is sent if client T6
not authenticated]

Server

Client authenticates

authenticates

Figure 5. Implementing LESS as CoAP handshakes using the confirmable (CON) message type [39].
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A “Hybrid Lightweight Algorithm” (HLA) demonstrated in details in [40], a combination of lightweight
symmetry/asymmetry based on levels of hierarchy is presented. It is considered an improved version of conventional
algorithms as they reduce the code length, number of rounds, key size, and block size. This research focused on low-
constrained devices to implement suggested algorithm.

Secure and lightweight for cloud healthcare environments based on the internet of things argued in [41]. The
proposed system applied mutual authentication mechanism, maintaining integrity while transmitting data and
protecting against replay attack. The authentication must be established between node sensor and cloud service
before beginning transmitting-receiving. The elliptic group is utilized to prove the integrity of transmitted data
between the body sensor and the body sensor network administrator.

As observed in [42], the research aimed to design cipher approach that differ from AES in its structure to optimize
delay time when working with constraint devices, the research uses dynamic key rather than static key such as AES
uses. The relation between the dynamic keys is made independent to strength the algorithm and resist being
invertible. The suggested system can deal with any type of data messages, for instance text data, video, audio or image.
Figure (6) demonstrates the throughput ratio between the suggested cipher variants and AES-CTR.
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Figure 6: Pain of adopted approach with comparison to AES, N=246 (a) Raspberry Pi0 & (b) raspberry Pi3 [42]

An efficient fix to the key policy attribute-based encryption {KP-ABE) vulnerability proposed in [43]. Also the
suggested algorithm claimed to extend KP-ABE into a hierarchical KP-ABE (H-KP-ABE) scheme. In this research, an
extra pseudorandom number generator is added by replacing the function index with a new function index that
generates sequence numbers based on a random salt of k bits. The proposed scheme solved the generality problem
that original scheme limited to.

The right choosing of plain-ciphered block and the numbers of rounds that configure the system was the main focus
by [44], these two parameters are principal keys that manage the flexibility of trading off between performance Vs
security level. Technically the research focus on three steps, firstly each end (sender & receiver generate a number
which will be used later as key. Number of permutation round must be made secondly. Finally, the algorithm rotates
randomly the information obtained from previous round. Figure (7) demonstrate the classification of lightweight
encryption as suggested by [44].

Results showing significant increase as plain data block gets bigger reaching up to 10 MS for 25000kB of plain data
block.
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Flexible design for lightweight cryptographic approach introduced by [4]. The algorithm depends on selecting
encryption parameters automatically in order to control the complexity of the encryption process. Additionally, a new
key management and authentication approach makes communication more secure when exchanging keys and data
over various nodes. Cooja simulator with Contiki OS utilized to evaluate the proposed scheme. The results showed a
significant improvement regarding delay time, encryption times, and power consumption compared to other different
cryptosystems of fixed encryption parameters. The results showed a linear relation between calculation time
(encryption time) regarding to the increase in data block size and a number of rounds, as stated in figure (8). It is
worth to mention that the results obtained by Cooja simulator without approved by real devices.
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Figure 8. Relation between the encryption time, data block size, and number of rounds [4].

Mohammed et al [45], introduced algorithm is a symmetric key block cipher inspired by a combination of feistily and
SP architectural methods to improve the complexity of the encryption. It is a 16 bytes (128-bit) block cipher/ key size
for encrypt the data. Encryption algorithms are usually configured to take 10 to 20 rounds on average to keep the
encryption process strong[26]. The solution achieved High security strength highly flexible. Lowers computational
complexity and decreases the power of processing AES, HIGHT, DES, on the other hand, consists (“12, 32, 32, and 20”)
rounds of encryption respectively. While mathematical operations number per round and S boxes used in NLCA is
higher, the whole complexity is smaller. The NLCA algorithm offers data size consistency compared to most other
schemes such "AES" and "RC6" where block length is fixed. The data processing time also faster than other algorithms
with secure key generation. It introduces mixed operations in multiple algebraic classes, including XOR and Addition
operations, to generate difficulty for attackers.

The solution is limited to only five rounds to maximize energy efficiency results, as each round requires crypto
mathematical operations involving 4 bits of data to work, which is considered a limitation to such a solution. Table
(3) & table (4) demonstrates example of the encryption/decryption process using four rounds. For more information,
see [45].
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Table 3. NLCA adopting four rounds of encryption [45]

Value
Sale Fl B B M B M F M M F0 PFII M M P4 PS5 P&
Original A OB o O OF O 02 03 4 05 08 07 08 M 1A 28
key O 02 ™ 05 06 AA BB CC 44 DD EE 53 00 M 05 06
Keycpher 4F 20 40 71 D3 AB 20 D0 AB 7O AC B0 A2 T3 AC 7B
Kound 1 BA DD BF 83 AF 5B R SA 28 M X I P8 DF AD  AS
Round 2 Q oOF 2 B 41 5 XX ID OB A OB W0 M 00 KR OM
Round 3 07 8 JF 27 1@ AD IC 1D AD EB 00 D4 15 BB A2 2
Round 4 B2 AF W Bl 12 9 53 AR 0D A2 M M & 5 %0
Encrypted &0 25 AF % 81 32 94 53 A6 OD A2 M FD &7 53 N0

Table 4. NLCA adopting four rounds of encryption [45]

Yalue
Seate FI P2 P ™M PS5 P& FT PR M OFID FIIL OFIZ P13 P4 P15 Pl
Keycipher 4F 290 4C 71 D3 AR 23 DD AB 79 A 69 A2 7} AC 7B
Emcrypted 64 25 AF 99 Bl 32 94 53 A6 0D A2 B4 b & 53 50
Round 4 6 25 AF 93 Bl 32 9A 51 A 0D A2 R4 D &7 51 50
Round 3 D7 B IF ¥ W A IC ID AD ER D0 D4 15 EBE A2 92
Round 2 3 OF X B1 41 S XX O ID FR A B Fm o b FA Od
Round 1 BA DD BF 81 AF SE FA 9 B M I IF DF A9 A5
original (A OF o ob OF o1 02 01 o4 05 06 07 08 09 iIA 2B

Mohammad et al worked on a light encryption algorithm to secure medical images using two permutations as stated
by [5]. The encryption technique uses three stages to encrypt the image considering 256 bits key value for logical
operation. The selected image size was 256 bits, transformed to 4-sub-binary image each of 16 sub-blocks (16 bits for
each sub). Then 256 chosen key is applied to encrypt the image.

According to [46] a pliable lightweight cryptosystem system using simple /strong transposition/substitution process
to low processing capabilities associated with IoT especially devices memory to encrypt and decrypt data. The
flexibility in present system derived from utilizing a variable block size when implemented on various IoT devices.
Additionally, the DeoxyriboNucleic Acid (DNA) sequence is adopted to produce random keys that used to encrypt
data. The observed results of suggested system showed promising results for devices with low memory, reaching over
50% compared to other lightweight encryption systems. Figure (9) clarify the graphical chart view for the
relationship between the data size and proposed encryption versus AES calculation as time listed in table (5).

Table 5: the encryption time of the proposed and AES cryptographic systems [46]

Data Data Size (byte) Encryption time (msec)

Proposed AES
Data 1 49152 139 750
Data 2 709200 531 1910
Data 3 889200 911 1323

Data 4 950878 1030 1890
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Figure 9. The graphical chart of encryption time value in table (5) [46].

A new method of adopting a block cipher algorithm to encrypt and employ defined trust ends to light generate
authenticating-verification factor claimed by [1]. This research aimed to address distributing lightweight encryption,
speed of authentication and authorization, and dynamic sleep period based on battery energy level. This paper utilized
“Cipher Block Chaining-Message Authentication Code (CCM)” and saving power relying on achieved sleep mode which
is proportional to the remaining power in the power supply.

4. Lightweight encryption-based authentication

Authentication is one of the vital step in the identification process,[47], it is the procces that prove “who is the user”? and
“is the user really who he/she represents himself/herself?”. Authentication concept is widely adopted by many commercial applications such as
social media account rather than registration with online services. Wang et al in [48] stated that the main three
authentication system is 1- password base, 2- biometric base and 3- distributed system base. All of these types are
prone to attacks. For more information, see [48]

Yao et al [49] suggested a multicast authentication scheme based on the improved and the original Nyberg’s fast one-
way accumulator the improved one is used to embed both the secret information (i.e., the shared keys) and multicast
data into the accumulated value, and the accumulated value MACs can be served as the signature of the multicast. The
major results can be briefed as the receiver authenticates the multicast data immediately, and the authentication
scheme doesn’t depend on time factor (data can be sent at any time). Also lowers computation overhead and verify
Robustness resists node compromising ability to tolerate packet loss. Table (6) shows the proportional relationship
between the length of signature r and the increment of the accumulated, indicating a weakens as the proposed method
is not fit for the multicast to large number of receivers compared to suitability to be used for small scale applications.

Table 6: The relations among N, minimum ¢, r and pf [49]

|~ | Vi | vy d

2 k) 40 26 3. 29467E-06
3 8 80 40 1.00566E-05
4 16 160 72 2.1099E-05
3 32 320 132 3.04606E-05

Researchers in [50] succeeded in building upon the Hypertext key-value store by modifying the existing components
to provide transactional guarantees. Warp consists of three components: the coordinator, clients, and storage servers.
The coordinator maintains the meta-state for the system, specifically, the partitioning of the key space across storage
servers. It showed reducing the number of transactions to the minimum necessary to enforce serializability; Acyclic
transactions achieve scalability by arranging servers into data dependent and dynamically determined chains and
allowing multiple overlap transactions to proceed in multiple overlapping transactions. Additionally, experiments
showed that Warp achieves 4 x higher throughputs than Senoia’s mini-transactions on the standard TPC-C benchmark
with no aborts. Also, the system reaches 75% of the throughput of the non-transactional key-value store it builds
upon. Figure (10) presents the overall transactional throughput for Warp; MiniDex, and HyperDex.
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Figure 10. HyperDex, MiniDex, and Warp overall transactional throughput [50]

Tables (7, 8 and 9), give high abstract for each investigated research in the current paper to help other researchers
benefit from the technique adopted by each reference

Table 7. Stream cipher-based techniques for investigated research

Stream Cipher Reference Technique
Category Number
Stream Cipher [26] Internal states are partitioned into 2kequalized classes where

k refers to the number of bits assigned to that key.

Stream Cipher [27] Suggest applies a Boolean (filter) function to perform public
bit permutation on a fixed key register.

Stream Cipher [28] Presented an internal and external state consisting of a 43-bit
LFSR and a 37-bit NFSR (total 80 bits) and a 7-bit counter
respectively.

Stream cipher [29] proposed only one round iteration to produce round function

with no diffusion operation

Stream Cipher [30] Utilized a chaotic system in addition to two Nonlinear
Feedback Shift Registers (NFSRs).

Nist tools are used to shows a good cryptographic
characteristic.

Stream Cipher [32] Suggested a lightweight encryption method to encrypt some
selected bit stream which lay in the middle of the coding
system to produce protected output data.

Stream Cipher [33] The proposed system involves a few numbers of simple
dynamic operations.

The system uses 128-, 192-, and 256-bit keys.

Stream Cipher [34] The proposed technique is “one Linear Feedback Shift
Register and One Feedback with Carry Shift Register”. Each



Haider Hameed Razzaq al-Mahmood, Journal of Al-Qadisiyah for Computer Science and Mathematics VoL.15(4) 2023, pp Comp. 28-40

37

seed value long is 128 bits; they produced by pseudo-random
box of 256 values.

Stream Cipher [2] Compressing data and substitute cryptographic algorithm
used by SSL/TLS by another lightweight cryptography
algorithm depending on the Vernam cipher.

Stream Cipher [35] Utilizing two functions, one for round and the other function

for updating the cryptosystem primitives

Table 8. Block cipher-based techniques for investigated researches

Block Cipher Category Reference Number  Technique

Block Cipher [36] symmetric key is used with AES 128 CBC (Cipher Block Chaining) mode
Authentication [38] Proposed Elliptic curve cryptography (ECC).
Block cipher The security level based on the Elliptic Curve Decisional Diffie-Hellman
(ECDDH) assumption rather than bilinear Diffie-Hellman.
Block Cipher [39] The secure communication responsibility is partitioned and performed at the
application layer and the transport-layer.
Asymmetric [41] Suggested a system consist of four parities, body sensor; personal reader;
authentication medical reader and medical cloud server.
The elliptic group utilized to proof the integrity of transmitted data between
Block cipher body sensor and body sensor network administrator.
Block cipher [42] The research uses dynamic key rather than static key such as AES uses. The
relation between the dynamic keys is made to be independent and resist being
Dynamic Key invertible.
Block Cipher based [43] An extra pseudorandom number generator is added by replacing the function
index with a new function index that generates sequence numbers based on a
authentication random salt of k bits.
Block Cipher [44] The research focus on three steps:
Generates a number which will be used later as key.
Symmetric based Number of permutation round must be made secondly.
Rotates randomly the information obtained from previous round
Authentication
Block Cipher [4] Selecting encryption parameters automatically.
A new Kkey management and authentication approach created make
communication more securely when exchange keys and data over various
nodes.
Cooja simulator with Contiki OS utilized to evaluate the proposed scheme.
Block Cipher [45] Uses symmetric key block cipher inspired by a combination of Feistily and SP
architectural methods
Itis a 16 bytes (128-bit) block cipher/ key size for encrypt the data.
Block Cipher [5] The encryption technique uses Three stages used to encrypt the medical

image.

A key of 256 bits implemented for logical operation.

Image block size was 256 bits quantized into 4-sub-binary image, each sub of
16 bits
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Finally, a new key 256 bit long is applied to encrypt the image data.

Block Cipher [46] The Deoxyribonucleic Acid (DNA) sequence is adopted to produce random
keys that are used to encrypt data.

Block Cipher based [1] Utilized “Cipher Block Chaining-Message Authentication Code (CCM)” and
saving power relying on achieved sleep mode which proportional to remaining
authentication power in the power supply.

Table 9. Authentication-based techniques for investigated research

Authentication Reference Number Technique
Category
Dynamic, [49] Adopted absorbency property utilized by original Nyberg’s fast one-way
authentication accumulator
Multi key [50] Guarantee transactions by modifying HyperDex key-value store existing
components.

5. Conclusion

Extensive research has been done in the field of lightweight ciphers, focusing on two main categories: Block ciphers
and stream ciphers. The goal of both categories is to minimize computation time while improving the robustness of
key generation algorithms. While many works acknowledged the limitations of the lightweight cipher techniques
used, others did not look for the limitations of lightweight cipher techniques, and others did not address this aspect.
Tables (7, 8 and 9) provide a brief summary of the abstract of each research paper highlighting the technique used.
Most of the work focused on specific applications. However, none of the papers reviewed explicitly stated whether or
not they addressed raw data at the bit level, as the encryption process considered time consuming, it would be
beneficial to address how to reduce time consumption for preprocessing time depending on the way the suggested
algorithm read and manipulate plain text before implementing encryption process. The main finding from the papers
reviewed is that none of them provided a clear explanation of the method used to read the original data before
performing computations. This means that there is no definitive and efficient approach to loading and processing the
data. This observation can serve as a starting point to address the critical problem of reducing overall processing time,
especially in the context of lightweight encryption.
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