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Abstract 

The great development obtained with digital communication system depends on the 

improvement of the amount and security of transmitting information, the secrecy of data 

transmitted becomes a main subject for the researcher. Cryptography and Steganography play 

a major role for secured data transfer. In this research, the cryptography and steganography 

method was proposed for information security. In cryptography, the encrypted message was 

obtained by XOR the secret message with QR code. While, in Steganography the encrypted  

message was embedded inside cover image using LSB technique. The new approach in this 

research is use of the QR technique as well as the encrypted message was hidden in places 

selected using the bat algorithm. Secret message with different sizes was tested with many 

cover imagesto verify the efficiency of the proposed method. In the end, to measure the 

quality of cover image after the process of embedding, a group of standard parameters has 

adopted. The results of parameters showed the proposed method hasthe highest security and 

integrity. 
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1. Introduction 

The great development obtained with digital 

communication system depends on the 

improvement of the amount and security of 

transmitting information, and with the growing of 

networks, the secrecy of data transmitted over this 

network becomes a main subject for the researcher 

and network engineers. Multi techniques of  

 

encryption are applied on transmitted data 

specifically for multimedia application to provide 

protection and security. The most wide multimedia 

application used in digital communication system is 

the digital image which requires protection to 

verify the privacy of this application  
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and prevent the illegally gained. Encryption is the 

key of transmitting data securely over open 

networks by achieving the protection for 

transmitting digital image which converted from 

the original form to another form [1].Data security 

keeps the privacy for the transmitted data, secure 

transmission of data prevents any unauthorized 

person from obtaining the data such as personal e-

mail, contact lists and other important data. 

According to the demand of data security, several 

techniques and algorithm have been proposed for 

data encryption, these algorithms stand to protect 

the content of transmitted digital image and provide 

privacy for transmitted data.  The levels of security 

provided by the algorithm depends on the features 

of transmitted image and the capability of the 

applied algorithm. There are different techniques 

and algorithm for encryption, each one is 

comfortable for certain transmitted data, such as 

image, text, and audio etc [2].  

2. Steganography 

With the growing of demand of data transmission 

especially for internet application, the factor of 

security has been a rise for the transmitted 

information, which consider the important factor 

for internet application. The techniques of 

cryptography are created for the information 

security, several techniques and methods are 

developed to encrypt and decrypt the transmitted 

information to maintain the security of messages. 

Unfortunately it is sometimes not enough to keep 

the contents of a message secret. The process of 

Hiding the information inside the image and text 

called steganography [3]. 

 

 

 

 

 

Steganography provides a good security when 

combined with the cryptography, and delivers 

better confidentiality and security. Steganography 

is the art of communicating in a way which conceal  

the existence of the communication [4]. The main 

four categories of file formats used for 

steganography like image, text, audio and video 

protocol.  Historically, the most important method 

is hiding information in the text, the simple method 

is to hide securely message within every    Letter 

of word of a text message [5]. Using digital files 

with text steganography is not common, since the 

text file has a little data redundancy. Digital images 

amount has been increased with the application of 

the internet and large amount of redundancy bit is 

presented with digital image, images are the most 

popular cover objects for steganography. Figure (1) 

shows the steganography encoding and 

decoding[4]. 

Figure (1): Steganography Encoding and 

Decoding[4].  
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3. Encryption and Decryption 

The process of encoding transmitted information 

from its original format to another format is called 

encryption, this process is carried out to prevent 

any unauthorized person from reading the message. 

Many encryption algorithms are used in the 

encryption scheme to encryptthe message or 

transmitted information, turning it into ciphered 

text (ibid). this is usually carried out using an 

encryption key, which explain how the data is to be 

encoded.The ciphered text is undetermined for the 

enemy or any unauthorized person, on the other 

hand the authorized person has ability to read and 

decipher the text with the help of an algorithm 

designed for decoding, which is usually need the 

secret decryption key, that the invaders do not have 

access to. For technical purposes, an encryption 

scheme usually requires a key-generation algorithm 

to randomly produce keys[6]. 

4. QR Code 

The most common type of scanned code used at 

checkouts around the area of the country holdsa 

limited amount of information, on the contrary; 

barcode can hold a huge amount of information and 

one type of the barcode is QR code which has great 

response. As a reference to the speed at which the 

large amounts of information they contain can be 

decoded by scanners, the QR stands for quick 

response. QR code was invented in 1994, initially 

used in Japan for tracking shipping. QR is a two 

dimension barcode which representsthe brand of 

type for matrix barcode. Several standards of QR 

encoding modes are used, such as (numeric, 

byte/binary, alphanumeric and kanji), used to store 

data efficiently. A QR code is involving of the 

black square modules organized in a square grid on 

a white background. Camera and scanner are 

devices used to read the QR code and then process  

 

the code by applying an RS code (Reed-Solomon 

codes) for error detection and correction to 

interpret the code appropriately.The QR Code’s is 

designed uniquely which gives it many unique 

advantages, such as; Small size, Fast, High-

capacity data storage, omnidirectional scanning, 

Error correction[7]. 

5. Bat Algorithm 

In 2010; Xin-She Yang develop the Bats algorithm, 

which has been applied for image processing 

application. Bats algorithm depends on the 

echolocation behavior of micro Bats which is 

represent main aspect of the algorithm. Bats 

Algorithm is the first algorithm of its kind in the 

context of computational and optimization 

intelligence due to its use frequency adjusting. 

Each Bats are encrypted with a location x
t
i and  a 

velocity v
t
i , at iteration t, in a d-dimensional 

solution space or search. The location can be 

represented as a solution vector to an interesting 

problem. In between the n Bats in the population, 

the best of current solution x∗found so far can be 

archived through the iterative search process [8]. 

The mathematical equations for updating the 

velocities v
t
i and locations x

t
i depended on the main 

paper by Yang [9] can be written as: 

fi = fmin + (fmax − fmin)β,  (1)  

v
t
i = vi

t−1
 + (xi

t−1
 − x∗)fi, (2) 

x
t
i = xi

t−1
 + v

t
i ,   (3) 

Where β∈ [0, 1] is a random vector derived from a 

uniform distribution. 

In addition to, the pulse emission rates and 

loudness can be diverse during the iterations. 

Simplicity, the next equations can be used for 

varying the pulse emission rates and loudness [10]: 

Ai
t+1

 = αA
t
i,   (4)  

ri
t+1

 = r
0

i [1 − exp(−γt)],     (5(  

Where 0 <α< 1 and γ > 0 are constants. 
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6. Related Work 

Through many centuries, many studies present 

large efforts in data encryption and decryption 

using different techniques. Most of these studies 

used digital images to transmit the secure image via 

network. Many studies have been conducted in area 

of hiding information inside image using variant 

methods and techniques. As well as Steganography, 

Cryptography techniques, QR can also be used in 

the process of communication protection.Rani & 

Euphrasia proposed a unique technique for data 

security using QR codes and steganography. A 

message encrypted in a QR code can be read easily 

by any QR code scanner. But since the proposed 

technique incorporates steganography, it enhances 

the confidentiality and security [11]. Dey and  

colleagues introduced a new data-hiding algorithm, 

where a secret message is encrypted with combined 

cryptographic method and then hide the encrypted 

data in a QR Code [12]. Hajduk and et al proposed 

image steganography tool by using LDWT and QR 

coding. Upgrading of security was  achieved via 

AES ciphering of QR code. The advantage of the 

method is compression of the module size in the 

QR code before embedding process [13]. Sharma 

and Sejwarpresented another implanting calculation 

for QR Code Image Steganography and Text 

Hiding, which is based on 3-discrete wavelet 

transform (DWT) and enhanced RSA algorithm. 

Firstly, enter the text message and choose four 

random numbers for RSA encryption. Next, take 

four pictures: one is cover image and another is 

secret image. In the process of embedding, we split 

RGB image into three planes: Red, Green and Blue. 

In this work, embed multiple color secret images 

into a single cover image for providing security. 

Finally, encrypted text message is hidden in an 

embedded picture using the least significant bit 

(LSB) [14]. All the above methods are reviewed  

 

and a new method is proposed in this research for 

secret data communication by integrating the 

encryption text file with steganography technique. 

Encrypted text file will be produced by XOR the 

original text file with QR code then embedding 

using LSB technique. 

7. Proposed Method 

Sometimes hiding a file inside an image can be 

exposed to many threats that pose arisk to the files 

to be hidden. In order to preserve the 

confidentiality of this information and prevent it 

from being exposed to any threat that may lead to 

its disclosure, a new method has been proposed in 

this search is the XOR secret message with QR 

code to configure an encrypted message and then 

embedded it in a cover image to get a stego image. 

Embedded the encrypted message in the cover 

image by LSB technology while hiding places is 

chosen by the bat algorithm through which the best 

places to hide are selected. The proposed method 

encompasses an encoding process at the sender and 

a decoding process at the receiver. Figure (2) 

shows the process of the proposed method. 
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 Figure2: Architecture of Proposed Method 

 

7.1 Encryption and Embedding 

algorithm 
The algorithm for encryption and the 

embeddingprocess is as follows: 

Input:  

Secret message : Different size (400-

1000)byte 

 QR:  with size(200*200) 

 Cover Image: BMP  image with different 

size to be cover image 

Output: Stego Image 

Step1: Generate QR code. 

Step2: Load secretmessage. 

Step3: Convert QR code and secret message into a 

matrix. 

Step4: XOR of  resultant matrix from step3 to 

obtain the encrypted message. 

Step5: Select cover image. 

Step6: Extract the best point of applying bat 

algorithm. 

Step7: Embedding encrypted message by LSB to 

get the stego image. 

7.2 Extraction Process algorithm 

The algorithm for decrypted and the extraction 

process is as follows: 
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Input: Stego Image. 

Output: Decryptedsecret message ,QR and 

Cover Image. 

Step1: Load Stego Image. 

Step2: Extract best point in the stego image by 

applying bat algorithm. 

Step3: Extract the encrypted message using LSB. 

Step4: Result from step3 will be encrypted message 

and cover image. 

Step5: XOR again to get the decrypted message. 

8. Experimental Results 

In the proposed system the advantages of 

Steganography and the power of QR code are  

 

combined to improve data security. In this system,  

the encrypted message in this system is obtained 

through the XOR original message with QR code. 

After that, the encrypted message embedded in the 

BMP cover image using LSB. The algorithm has 

been tested through different samples of image 

with different sizes, while the text message sizes 

ranged from (400-1000 byte).  QR code was 

generated by [15] with size 200 * 200. The style 

and the  intricacy of the QR code vary based on the 

size of the secret message. The intricacy of the QR 

style will increase when a large amount of data is 

encrypted.Figure 3 shows the results of encoding 

process. 

Cover image 
Text Message  

Size(Byte) 

QR Code 

(200*200) 
Bat image Stego Image 

 

1000 

 
  

512*512 

 

800 

   

256*256 

 

600 

 

   

128*128 

 

400 

   

64*64 

Figure 3: Results of Encoding Process 
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9. Performance Evaluation  

In order to determine the quality of the method 

used for information hiding, this research adopted a 

number of Standard parameters for the purpose of 

measuring the quality of images resulting from the 

system which are:  

Mean-Squared Error(MSE): is to estimate 

or measures the mean of the squares of the error 

betweenstego image and the original image [1]. 

MSE=
∑ ∑ [  (   )   (   )]  

   
 
   

   
 

Peak Signal-to-Noise Ratio (PSNR): This 

ratio is often used as a qualitymeasurement the 

difference between the original and the stego 

image[1].  

PSNR=       
  

   
  

Normalization Correlation (NC):is 

Standard parameters used to test the quality of the 

extracted cover image by measure the  similarity 

between the cover image and the extracted 

one.Table 2 illustrates the results of MSE, PSNR 

and NC with different size of the cover image and 

text file [1]. 

NC=  

 

 

 

 

 

 

 

 

 

Table 2: Results MSE, PSNR and NC 

 

10. Conclusion 

Cryptography and Steganography are the two main 

parts in information security. In this paper, a new 

method is proposed for data security using two 

phases cryptography and steganography. In 

cryptography, the encrypted message was produced 

by XOR the secret message with QR code. While, 

insteganography the embedded process was 

achieved by using LSB technique and the 

embedded location is chosen by applying bats 

algorithm on the cover image. Many standards are 

applied to prove the quality of the proposed 

method. As the result,experimental results showed 

that this proposed method delivers good 

performance in regards to invisibility and 

robustness. 
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 رهسالاستجابت والتشفيرهع اهويت الاقل البت تقنيت بواسطت الاخفاء باستخذام واهينت قويت صورة

‏السريعت
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 الوستخلص :

انخطٕس‏انكبٍش‏فً‏اَظًت‏الاحصالاث‏انشقًٍت‏ٌخٕقف‏بشكم‏كبٍش‏عهى‏حذغٍٍ‏َقم‏ٔحايٍٍ‏انًعهٕياث.‏ٔعهٍّ‏فاٌ‏ايٍ‏انبٍاَاث‏

‏فً‏انذفاظ‏عهى‏عشٌت‏انبٍاَا ‏سئٍغٍا ‏انخشفٍش‏ٔإلاخفاء‏حهعب‏دٔسا ‏انكثٍش‏يٍ‏انبادثٍٍ. ث‏بٍٍ‏انًشعم‏اصبخ‏يذم‏اْخًاو

‏حى‏ ‏انخشفٍش, ‏فً‏عًهٍت ‏ٔاخفاء. ‏حشفٍش ‏عًهٍت ‏انًعهٕياث‏حخضًٍ ‏لايٍ ‏جذٌذة ‏اقخشاح‏طشٌقت ‏انبذث‏حى ‏فً‏ْزا ٔانًغخهى.

(‏نهشعانت‏انًشاد‏حشفٍشْا‏يع‏‏XORانذصٕل‏عهى‏انشعانت‏انًشفشة‏يٍ‏خلال‏بٕابت‏الاخخٍاس‏انذصشي‏أٔ‏بٕابت‏اكظ‏أس)

.‏بًٍُا,‏فً‏عًهٍت‏انخضًٍٍ‏فاٌ‏انشعانت‏انًشفشة‏حى‏اخفائٓا‏فً‏صٕسة‏باعخخذاو‏حقٍُت‏(QR Codeسيض‏الاعخجابت‏انغشٌع‏)

عخًاد‏عهى‏خٕاسصيٍت‏انخفافٍش.‏انعذٌذ‏يٍ‏(.‏بالاضافت‏انى‏رنك‏فاٌ‏يٕاقع‏الاخفاء‏حى‏اخخٍاسْا‏بالاLSBانبج‏الاقم‏اًٍْت‏)

‏انط ‏نهخذقق‏يٍ‏كفاءِ ‏نقٍاط‏جٕدِ‏صٕسِ‏انصٕس‏ٔانُصٕص‏فً‏يخخهف‏الادجاو‏حى‏اخخباسْا شٌقت‏انًقخشدت.فً‏انُٓاٌت,

انغلاف‏بعذ‏عًهٍّ‏الاخفاء‏حى‏الاعخًادعهى‏يجًٕعّ‏يٍ‏انًعاٌٍش‏انقٍاعٍت‏ٔانخً‏ٔأظٓشث‏اٌ‏انطشٌقت‏انًقخشدت‏نذٌٓا‏اعهً‏

 دسجاث‏الأياٌ‏ٔانغلايت.
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