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convergence of three fundamental techniques: end-to-end encryption for data confidentiality,
decentralized authentication for independent user verification, and zero-knowledge proof for
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1. Introduction

In this review, includes a detailed description of the most important research that has dealt with instant
messaging applications during the past six years, as it indicates the features of instant messaging and the methods
used to make instant messaging applications more secure and easy to use. The problem with the research lies in the
fact that most instant messaging applications are low in security and vulnerable to hacking, in addition, the companies

that own the applications can view all user information [1].

The importance of this research lies in that it proposes the use of modern methods to secure instant messages,
which include the use of decentralized authentication in sending and receiving messages, the use of the zero-
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knowledge proof principle, which will be explained during the research, and the use of the Transport Layer Security
(TLS) protocol, the instant messaging application to be Secure must achieve the three principles mentioned [2].

There is some research that has touched on how to make the transmission of instant messages secure, also most
instant messaging applications have relied on the use of End-to-End Encryption, when the message is sent, the
algorithm encrypts it directly so that it is transferred to the second party as an encrypted message. Some articles focus
on analyzing the encryption protocol used by each of them, while applying the security features they provide, and
through research it will give us the ability to choose a secure instant messaging service [3].

In the realm of instant messaging platforms, users encounter a plethora of options; however, not all platforms align
seamlessly with users' preferences. Consequently, this investigation sought to delineate the pivotal user preferences,
particularly from a security perspective, that users aspire to experience within an ideal instant messaging platform,
emphasizing the amalgamation of comfort and security attributes [4].

The user wants applications that are easy to use. If there are two applications, one of which is safe but requires
effort when used and the other is unsafe but does not require effort, the user will choose the site that does not require
effort, Within the scope of our research endeavors, it was discerned that a prominent approach entails the
development of an instant messaging platform leveraging blockchain technology integrated with machine learning
algorithms. This fusion aims to reinforce confidentiality measures and ensure non-disclosure of user identities,
thereby establishing a robust framework for enhanced security and privacy assurance [5].

Some researchers also used machine learning algorithms to monitor malicious activities resulting from
unauthorized persons . The results of the researches that the instant messaging system applies the following steps,
which are the use of decentralized authentication with Zero-Knowledge Proof technology for the purpose of not
revealing identity and thus will achieving the best level of security and privacy in the proposed mobile phone
application [6].

2. Instant messages:

Instant message is the exchange of near-real time between two or more users by using standalone or embedded
application. Where right now more than 41 million messages are sending every minute with more than 80% of
smartphone users are engagement [7].

2.1 Basic feature of Instant Messages:

provides most of these services [8]:

e Live chat or real-time chat: messages are sent and received directly between the two parties.

e Text-based communication: Text is the real mode of interaction because it allows fast writing and ease of reading.

e Presence awareness: Identifying people who are online or offline for the purpose of making contact at the
appropriate time.

o Contact lists: Users organize contacts in the form of lists, which makes it easy to manage them or add them to
groups.

e Private chats and group chats: The user can have private chats with one person or participate in group chats and
talk to several people at the same time.

o File sharing: Files, pictures, and all types of documents can be easily exchanged.

¢ Sending multimedia: Instant messaging enables users to share photos, video clips, and voice messages for the
purpose of enhancing communication and expressing feelings.

3. Secure Instant message

Achieve the data security by achieve CIA, which is confidentiality, integrity and availability through use End-to-End
encryption, Attackers consider instant messaging programs to be rich in information because most users send their
private information, including credit card numbers or any other personal information, via instant messaging
programs. Therefore, it is necessary to use strong and modern security methods in order to protect this important
information [8]. The security includes several aspects, including the use of data encryption when sending and
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receiving it. The encryption algorithm must also be strong and fast, so will use Base 64 algorithm, which uses upper-
and lower-case letters and numbers. And some types of symbols when encoding texts, finally to create secure instant
message must apply the CIA that include the End-to-End encryption with Decentralized Authentication and Zero-
knowledge proof [9].

3.1 Decentralized Authentication

One of the most important security aspects is authentication, which is considered the first line of defense, but
traditional (centralized) authentication mechanisms cannot provide a secure connection because they have weak
points, the privacy problem, and a single point of failure. Also, distribution mechanisms fail when keys are
distributed in the central structure, and therefore we cannot provide a connection. The safest solution for this
solution is to use centralized authentication, which contains a set of features, including transparency and stability.
When applying centralized authentication, it was found to be effective in the communication process and that it is
approximately 70% superior and ten times faster than the central authentication process [10].

3.2 Zero-Knowledge proof:

Zero-Knowledge Proof (ZKP) is a protocol that allows a user to prove that they know some private and sensitive
information without having to reveal that information. For example, a person can prove their identity without
having to reveal it.[11].

The entire work with it will be encrypted, as if you want to add a new record to the database, it must be added
encrypted, and if you want to search, it will be done within the encrypted data, and even if you have a desire to share
part of the data, it must be shared while it is encrypted, meaning that zero-knowledge proof algorithms do not allow
the transfer of any data. Keys or sensitive materials are not encrypted. At all times, files and keys are encrypted, and
that no one can read our confidential communications, and that clients have means of communicating with each
other and with the server as well. This indicates that the protection is working properly, and thus comprehensive
trust is achieved without Leaking information [12].

4. Related work:

4.1. Instant messages

Christoph P., Florian B,, Titilayo D. 0., <Oluwafemi D., Urs G. and Ademola J. A,, (2018) Instant messaging
via mobile phone represents a huge communications phenomenon, as instant messages are sent very widely at a rate
of more than 41 million messages per minute. It is used in many fields, including education, work, and others. The
study examined young people’s use of instant mobile messaging to a large extent when they move around while
working in the country. Other areas of life, which led to the acquisition of knowledge through people communicating
with others directly or through groups in order to be aware of matters that concern them, such as work, study, etc[13].

Chih-Hung Yuan . Yenchun Jim Wu. (2020) In this study, the researchers found that instant mobile messages
have a major role in students’ cooperation with others and solving the problems and difficulties they face in their
studies. They proved this through a questionnaire the researchers conducted for 328 students in 6 different
classrooms in a Chinese city. Most studies prefer using learning. Collaborative work conducted through temporary
teams is conducting a study on a field. Researchers recommend that more attention be paid to learning resulting from
groups based on the use of instant mobile messages.[14].

K. Paerata (2023) This research deals with the use of instant messages during the emergence of the Corona
pandemic (COVID-19), due to the restrictions imposed for the purpose of achieving social distancing, as employees
began working at home and communicating via instant messages instead of working in their departments and
communicating face to face. The study also made a comparison between the use of instant messages for two years
before COVID-19 and for two years After COVID-19, I concluded that in the two years after the COVID-19 people’s use
of instant messages increased greatly and they began to use them in all their work and orientations [15].

N. S. Ahmad, S. Bahri, A. Fauzi (2023) Instant messaging applications are widely used in Malaysia, such as
Telegram and WhatsApp for the purpose of communication and participation in decision-making. Most previous
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research on mobile instant messaging (MIM) focused on use and did not take into account the rest of the features.
Also, this study was conducted on the use of MIM in managing. Working in a primary school, interviews were
conducted with parents and teachers. The study found that the use of MIM expands the user’s personal power and
ability to make decisions in this institution. The analysis concluded that instant messaging has many advantages,
including building relationships, personal control, and expanding the scope of knowledge [16].

4.2. Secure instant message:

Thomas P., and Hans-Joachim H., (2016) the researcher find that the users most often prefer instant
messenger to be convenient in using and they prefers security but they don’t want the security to be need effort from
user for example if the user have to choose between two type of messengers the first secure but need effort and the
second not secure but it's convenient the user will choose the convenient messenger although it’s not secure [17].

Haibo Yi. (2019) In this research the proposed technologies are using block chain algorithms and machine
learning. It is also known that the best thing is to use encryption when instant messaging, in addition to the blockchain
algorithms, will include encryption. The proposed method uses machine learning algorithms to monitor instant
messaging activity on the blockchain for the purpose of detecting anomalies. This system was designed on Linux
platforms and the result showed that the instant messaging system is secure and can be applied to many instant
messaging applications [18].

Anatoly K. and Sergey Z. (2020) The research indicates that there are major challenges in information
security and suggests the use of blockchain technology in instant messages and transactions, as well as the application
of modern security methods, including the use of mixed network technology and ring signature technology in order
to achieve privacy. This article also discusses methods of proving zero knowledge for blockchain networks, and the
idea is to use algorithms. Blockchain (decentralization) is for messages to be authenticated without the need for a
third party. The use of blockchain algorithms represents the use of decentralized authentication technology[19].

R.M. Ali and S. N. Alsaad (2020): In this research, it is explained how to create a secure application for instant
messaging, which uses modern encryption methods for the purpose of providing security and privacy to the users of
this application, where encryption is fully implemented between the two communicating parties, taking into account
the specifications of the mobile devices used by both parties. The application proposed in this research also provides
many tasks, including creating a user profile, as well as allowing users to access and search for the purpose of finding
friends [20].

Corina-Elena B., Razvan M. and Emil S. (2023) This research paper evaluates an analytical comparison
between three of the most popular instant messaging applications, namely Signal, WhatsApp and Telegram. The
comparison will also be made based on several aspects, including the encryption protocols used, and this research
paper discusses the security features used for each application, and the work focused on how data is passed and
packets sent from one party to another are analyzed, and the result of the research will enable the user to choose a
secure instant messaging application, After comparing the three applications, it was found that Signal has the
strongest security features, as it uses the Signal protocol, which is considered one of the strongest and most secure
protocols, and one of its features is verifying the identity of users. As for the WhatsApp application, it uses encryption,
but the protocol used is less proof of encryption, and WhatsApp contains many users, so it is more vulnerable to attack
[21].

Table 1 - summary of related work:

# Author Name Year Domain Methods & Results
research
1 Christoph P, 2018 IM The study examined young people's use of mobile instant messages
Florian B,, Titilayo for work and other areas of life.[13].
D. O, Oluwafemi
D, Urs G. and The study found that using mobile instant messages acquires

Ademola J. A. [13] knowledge through people communicating directly with others in
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2 Chih-Hung Yuan
,Yenchun Jim Wu
[14]

3 K. Paerata [15]

4 N. S. Ahmad, S.
Bahri, A. Fauzi
[16]

5 T.Paul, Hans-
Joachim Hof [17]

6 Haibo Yi. [18]

7 Anatoly K., Sergey
Z[19]

8 R M Alil, S N
Alsaad [20]

9 Corina-Elena B,
Razvan M. and
Emil S. [21]

2020

2023

2023

2016

2019

2020

2020

2023

Secure
IM

Secure

Secure
IM

Secure
IM

Secure
IM

order to be aware of matters that interest them, such as work and
study.[13].

The researchers conducted a questionnaire on 328 students in 6
different classrooms in one of the Chinese cities. [14].

The study found that mobile instant messages play a major role in
the students’ cooperation with others and solving the problems and
difficulties they face.[14].

Compare between use instant messages before and after Corona
pandemic (COVID-19). [15].

The study found that the use of mobile instant messages during the
time of the Corona virus solved many problems, and it also increased
significantly after the Corona virus [15].

The study found that the use of MIM expands the user’s personal
power and ability to make decisions in this institution [16].

The study found that which is security properties the user wants at
instant messengers[17].

The method uses machine learning algorithms to monitor instant
messaging activity on the blockchain for the purpose of detecting
anomalies. [18].

The result showed that the instant messaging system is secure and
can be applied to many instant messaging applications

Use algorithms Blockchain (decentralization) for messages to be
authenticated without the need for a third party [19].

It results in a secure instant messaging system [19].

Use modern encryption methods in an instant messaging application
[20].

As aresult of the research, we obtain the security of messages when
they are selected, as they are fully encrypted [20].

This research paper evaluates an analytical comparison between
three of the most popular instant messaging applications, namely
Signal, WhatsApp and Telegram [21].

The result of the research found that Signal has the strongest
security features, as it uses the Signal protocol, which is considered
one of the strongest [21].

5. Security Protocols:

There is a lot of sensitive information that is exchanged on the Internet every day, and it is possible for this
information to be hacked by unauthorized people. To address this problem, protocols have been developed called
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security protocols, which are a set of rules that guarantee the confidentiality of data and help prevent the
unauthorized person from accessing the data. Access to information [22].

The most important security protocols used to secure instant message and secure digital communications are:
Secure Socket Layer (SSL), Transport Layer Security (TLS), Internet Protocol Security (IPSEC), Hypertext Transfer
Protocol Secure. And Secure Simple Mail Transfer Protocol (SMTPs) [22].

Transport Layer Security (TLS): It is one of the best types of protocols used to secure communications over the
Internet. It is suitable for use with decentralized authentication in instant messaging applications because it is used
to create a secure link between two systems and encode data during transmission [22].

We conclude that these security protocols have a vital role in securing digital communications by transmitting
instant messages in an encrypted manner. Therefore, we must use with them the central authentication method that
was explained during the research, in addition to proving zero knowledge. The research concludes that combining
these factors will achieve a secure communication that guarantees confidentiality. and the integrity and validity of the
transmitted data, providing a secure environment for exchanging information [22].

6. Discussion and Recommendations:

The research on instant messaging and secure instant messaging presented in this literature review highlights the

growing importance of these communication tools in various aspects of modern life. The studies discussed the

widespread use of instant messaging for personal communication, collaboration, and even work-related tasks.

However, the inherent security concerns associated with instant messaging have prompted researchers to explore

alternative approaches for secure and private communication. We find that the following point very important in

the process of designing and implementation of any Instant Messaging applications:

¢ [nstant messaging applications have become ubiquitous, providing a convenient and accessible platform for

communication.

The emergence of the COVID-19 pandemic has further accelerated the adoption of instant messaging for remote
work and social interactions.

While instant messaging offers numerous benefits, concerns regarding security and privacy have led to the
development of secure instant messaging applications.

Blockchain technology and machine learning algorithms hold promise for enhancing the security and privacy
of instant messaging,.

The balance between convenience and security remains a key challenge in the development of secure instant
messaging solutions.

Integrating explainable Al techniques into secure instant messaging applications can enhance user trust and
understanding of the underlying security mechanisms.
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