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A B S T R A C T 

This work presents a new encryption technique that ensures safe communication through 
two distinct phases: utilizing monoalphabetic substitution ciphers that rely on agreed-upon 
character-swapping arrangements between authorized individuals and applying an 
alphabetical encryption table. In addition, the research utilizes the Kurskal technique to 
calculate the minimum spanning tree, which improves security by creating intricate 
encrypted text using a shared key based on ideas drawn from graph theory. 
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1. Introduction 

Encryption plays a crucial role in protecting sensitive data when it is being sent or stored. It achieves this by using 

complex mathematical techniques to transform original communications into formats that cannot be understood. 

The origin of cryptography can be traced back more than two millennia, yet it was not until 1949 that Claude 

Shannon established the fundamental principles of modern cryptography [1]. As digital communications have 

progressed, encryption methods have developed to encompass solutions for ensuring confidentiality, privacy, and 

authentication. These solutions include passwords, digital signatures, digital identities, as well as electronic 
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currencies. Encryption has become a crucial component of our everyday existence. Encryption is the process of 

transforming the original text into encrypted text, while decryption refers to the reverse process [2], [3], [4], [5], [6] 

. Within every encryption system, a designated key is employed to transform plaintext into encrypted text, which 

may subsequently be reversed into legible text using the decryption key. The key is an essential component for the 

process of encrypting and decrypting data, enabling authorized recipients to effortlessly decipher the encrypted 

communication. Graph structures were employed to bolster the encryption system, so enhancing the security of 

data transfer. Comprehending graph theory is essential for deciphering any encrypted text [7], [8], [9], [10]. A 

random graph is used to encode images by making the vertices public while keeping the edges secret. Afterward, the 

image contrast is adjusted [11]. A symmetric encryption algorithm transforms the original text into a series of 

graphs using a secret key, resulting in an increase in the size of the encrypted text compared to the original text [12], 

[13]. This study introduces a novel encryption method that operates securely across two phases: employing 

monoalphabetic substitution ciphers based on mutual character-swapping agreements between authorized parties 

and utilizing an alphabetical encryption table. Furthermore, the research employs the Kurskal algorithm to 

determine the minimal spanning tree, Additionally, the proposed approach incorporates a new technique for 

encoding repeated characters in the cipher text utilizing graph properties. The remaining parts of this paper are 

organized as follows: Section 2 provides key concepts of graphs along with theoretical steps for encoding and 

decoding signal text. Our proposed method is evaluated, and the results are presented in Section 3. Detailed 

discussions on the advantages and challenges of the proposed method are also included in this section. Finally, 

concluding remarks are made in Section 4. 

2. Basic concepts 

In this section, we discuss some important concepts of graph theory. We also discuss the definition of encryption 

and decryption. These concepts form the basis of the proposed encryption method. 

Definition 2.1: A graph         is an ordered pair of disjoint sets      , where     and   are a subset of 

unordered pairs of  . The elements        , and          respectively vertices and edges of a graph      

Definition 2.2:  cycle graph: A closed path starts and ends at the same node, and passes through each node only 

once without repetition, where the degree of each vertex equals 2. 

Definition 2.3: A complete graph is a graph in which every vertex is adjacent to all vertices and denoted by    [14]. 

Definition 2.4: Suppose   is a graph and                     is the set of vertices of G. In this case, the adjacency 

matrix of the graph G, which we display with the symbol      [14]. Is a       square matrix defined as            

is defined as : 

    {
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Definition 2.5: Weighted Graph In the graph, each edge is characterized by a specific number, so the weighted 

graph is a numerical name of the graph and is symbolized by the symbol     [14]. 

Encryption and decryption 

 To prevent unauthorized access or to protect the confidentiality of digital information, mathematical operations are 

employed to convert the original message into cipher text. This transformation renders the message unreadable to 

anyone except authorized individuals who possess the original data with the cipher text. Conversely, decryption 

involves reverting the cipher text to its original plain text form, which requires a password or private key accessible 

only to those authorized to decrypt the information. 

Proposed encryption method   

Our study introduces a method that utilizes a two-step encryption procedure, resulting in improved security and 

efficiency compared to previous research. At first, the letters in the original text are substituted with different 

random letters according to a mutually agreed upon substitution table. The encrypted letters are subsequently 

depicted as neighboring vertices in a network. This is achieved through the process of assigning consecutive weights 

to the vertices and incorporating edges until a graph without cycles is created. In this graph, all the letters of the 

alphabet are included in an encrypted table, with each letter being allocated a distinct integer. Afterwards, every 

vertex is linked to every other vertex, creating a graph that is complete. The recently inserted edges are allocated 

consecutive weights, beginning with the final index in the encrypted table. Subsequently, the adjacency matrix of the 

whole graph is computed, and the shortest path is ascertained utilizing the Kruskal algorithm. The multiplication of 

the two matrices is executed, and the resultant matrix is subsequently multiplied with the shared key matrix. The 

result is the ultimate matrix, which represents the encrypted data that is transmitted to the receiver. 

This process ensures robust encryption by leveraging a comprehensive graph-based approach and matrix 

operations, significantly enhancing the method proposed security and efficiency Method A and B show our proposed 

method 

Approach  : Encryption step  

Replace the original text with encrypted text using a randomized character substitution table agreed upon by both 

parties. 

 Represent the text as a graph where each letter corresponds to a vertex. 

 Create edges between every two consecutive letters in the original text to form a cyclic graph. 

 Assign weights to these edges using a predetermined alphabetical encoding table. 

 Transform the graph into a complete graph by connecting each vertex to all others. The weights of these 

new edges are determined as 1 plus the maximum weight from the encryption table. 

 Introduce a designated starting vertex ( ) crucial for determining the letter sequence during decoding. 

Construct the adjacency matrix (   ) of this complete graph. 
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 Utilize the Kurskal algorithm to find the shortest path with the minimum weight, subsequently obtaining 

the complete graph adjacency matrix (   ). 

 Multiply the resultant matrices     and     to produce    . 

 Multiply 3M by the shared key   to generate the ciphertext. 

 Format the cipher text as a linear combination of the   Matrix and     Matrix. 

The following methods provide a systematic and secure way for encrypting text utilizing graph-based techniques 

and matrix operations, while also ensuring the feasibility of decoding. 

 

Approach  : Decryption step 

 The recipient computes     matrix using the inverse of the shared key  . 

 By employing the inverse of     ,      matrices can be determined. 

 The cipher text characters are obtained using the alphabetical encryption table. 

 The original text is retrieved using a mutually agreed random character substitution table. 

 

Fig. 1- An illustrative diagram of the text encryption and decryption process 
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3. Analyzing the Results 

This section presents the encryption and decryption methods and the results obtained from the proposed algorithm. 

We explain the process of converting text into a graph, applying weights, and transforming it into a complete graph. 

We then discuss the methodology for finding the shortest path using the Kurskal algorithm. Finally, we illustrate 

how the matrices are manipulated and combined with the shared key to produce the cipher text, analyzing the 

approach's effectiveness and security using two encryption tables. 

Assuming we have an encrypted message, "BOOST" sent to the recipient, it is important to note that in this study, a 

repeated character was selected in the cipher text. This text will be represented and processed using graph 

properties. The steps involved in this process are as follows: 

The first step Replace the original text with encrypted text using a randomized character substitution  

table agreed upon by both parties. As shown in (Fig.2). 

Table 1- random coding table 

 

 

Fig. 2- Converting letters into vertices  

The letters were converted into vertices and were randomly replaced according to the encoding table in (Fig. 2). 

Notably, each recurring letter in the original text was connected in the graph to form a loop. This approach offers a 

novel solution for handling repeated characters in the text to be encrypted. 

Every two sequential letters are connected to form a cyclic graph, with each edge assigned a weight according to the 

following encryption table: 
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Table 2- Alphabetical Encoding  

A B C D … H I … M N … R S T … X Y Z 

1 2 3 4  8 9  13 14  18 19 20  24 25 26 

 

Therefore, the Distance between two vertices =         –         where     

Distance between C and R = code (H) – code (D) = 8-4 = 4. 

Similarly, the weights of the other vertices are calculated, resulting in the following weighted graph. 

 

Fig. 3- A weighted histogram of cipher text characters 

 

We continue adding edges to form a complete graph, with each new edge assigned a weight starting from the 

maximum weight in the encryption table. (27+1=28). As shown in the( fig.4). 

 

Fig. 4- Complete weighted graph of cipher text 

Introduce a new character as a start indicator, placed before the first character in the cipher text. For instance, let us 

assume that the character     serves as the start indicator. As shown in the (fig. 5). 
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Fig. 5- Complete graph with the addition of one vertex of the original encrypted text 

We determine the adjacency matrix (      ) of the complete graph shown in Fig. (5). 

    =

[
 
 
 
 
     
        
      
       
         ]

 
 
 
 

  

We find the minimum of the generative tree using the Kurskal algorithm  

 

Fig. 6- Minimum generative tree 

We determine the adjacency matrix (      ) in Fig. (6) 

 

    =

[
 
 
 
 
     
       
     
     
       ]
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We assume that vertex 1 corresponds to the letter A, which is added to the first vertex in the diagonal of the matrix. 

After this modification, the matrix is updated as follows: 

    =

[
 
 
 
 
     
       
     
     
       ]

 
 
 
 

 

 

Next, we perform the multiplication between matrices     and     . This step is crucial for ensuring the proper 

alignment and integration of the data within the cryptographic framework. 

 

            = 

[
 
 
 
 

        
          
             
               

              ]
 
 
 
 

 

To encrypt the     array, we utilize the shared key  . This encryption step is essential for securing the data and 

ensuring that only authorized parties with the correct key can access the information 

  =

[
 
 
 
 
     
     
     
     
     ]

 
 
 
 

 

To get the Cipher Matrix   by multiplying Key Matrix   with Matrix    . 

    

[
 
 
 
 

        
          
             
               

              ]
 
 
 
 

 

[
 
 
 
 
     
     
     
     
     ]

 
 
 
 

 

    

[
 
 
 
 
                 
               
                 
                    
                 ]

 
 
 
 

 

At this point, the message is encrypted. We transmit the Cipher Matrix, Key Matrix  , and     Matrix to the 

recipient. 

On the recipient's side, Matrix     is obtained by multiplying the received cipher text with the inverse of the shared 

key   . 
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= 

[
 
 
 
 

        
          
             
               

              ]
 
 
 
 

 

 

Subsequently,     is derived by multiplying     with the inverse of     , denoted as    
   

        
        

[
 
 
 
 
     
       
     
     
       ]

 
 
 
 

            

Consequently,(Fig.7) represents the final graph, which is utilized to reconstruct the Encrypted message 

 

Fig. 7- Encrypted graph 

We initially assumed that the number (1) corresponds to the letter (A) based on an alphabetical coding table. Thus, 

the second vertex represents vertex (1), and adding the weight of the second vertex gives us 1 + 3 = 4. According to 

the table, the letter (D) corresponds to this sum. Further, the second vertex, represented by the letter (D) and 

equivalent to the number 4, when added to another 4, results in 8, which corresponds to the letter (H) in the 

alphabetical coding table. According to the graph's properties, the vertex (H) connects to itself, indicating that this 

letter is repeated twice. We continue this process iteratively until we obtain the complete encrypted text (DHHNX). 

The final stage is to convert the encrypted text back to the original text by representing each character of the 
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encrypted text within the random encryption table. Refer to Table (1). By doing so, we will have obtained the 

original text. (DHHNX) to (BOOST).  

4. Conclusion and feature work 

This paper introduces a novel encryption approach that employs two encryption tables. The original text is 

converted into cipher text using a predetermined random encryption table shared between the sender and the 

recipient. Subsequently, the cipher text is transformed into a graph using an alphabetical encryption table. 

Additionally, the proposed approach incorporates a new technique for encoding repeated characters in the cipher 

text utilizing graph properties. 

Many future improvements can be made to reduce the size of the cipher text, such as dividing the array into smaller 

arrays that can be combined during decryption. Additionally, the proposed working method can be translated into 

algorithms in various programming languages, such as Python and C++, to reduce encryption time and enhance the 

overall performance of the algorithm. 
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