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A B S T R A C T 

This research explores the seamless integration of the Internet of Things (IoT) within the 
realm of Unmanned Aerial Vehicles (UAVs), resulting in the paradigm of the Internet of 
Drones (IoD) to create a unified framework that connects both aerial and ground-based 
systems, enabling an interconnected system. The primary objective is to enhance the 
operational efficiency, scalability, and innovation potential of drone systems while addressing 
critical challenges related to connectivity, data management, and security in this emerging 
paradigm. Securing IoD is essential to protect against a wide range of cyber threats. Moreover, 
secure communication channels will strengthen the resilience of IoD systems, enabling them 
to operate safely in dynamic and potentially hostile environments. As IoD systems will rely on 
continuous communication between drones and IoT devices, securing these exchanges 
without compromising performance is a primary concern. The research aims to set a 
foundation for the practical implementation of IoD systems, ensuring secure and efficient 
operations in diverse applications. The feasibility of implementing a virtual drone framework 
should be evaluated using open-source simulators or network simulators before deploying 
the IoD in real-world applications. The Mission Planner simulator, as an open-source tool, 
offers a wide range of capabilities, including motion capture, collision detection, ease of 
programming, and support for multiple sensor types, making it ideal for initial tests. In 
addition, designing a secure IoD communication framework is essential to ensure safe data 
transfer between IoD endpoints with minimal impact on system performance. To achieve this, 
the study reviews several secure IoD communication frameworks that incorporate advanced 
cryptographic techniques. These frameworks are crucial for safeguarding the integrity, 
confidentiality, and authenticity of data exchanged within the IoD network. 

 

https://doi.org/10.29304/jqcsm.2024.16.41788 

1. Introduction  

The Internet of Things refers to the interconnection of electronic devices embedded into physical things, enabling 
them to communicate and interact with one other and the external world [1]. In the near future, IoT technology 
provide enhanced levels of services and fundamentally transform people's everyday routines [2]. The Internet of 
Things (IoT) has made significant progress in several fields such as medical, power, gene treatments, agriculture, 
smart cities, and smart homes [3].  

Integration of internet and electronic devices allows for remotely operation and management from any location. 
This also increases data reachable across multiple devices, rather than being limited to a single device [4].                                
The essential components necessary for operation IoT system include Cloud, Gateway, User Interface, Analytics, 
Database, Standards & Protocols, Device Connectivity, and Automation. IoT focuses on being able to detect things 
and responding regarding environmental requirements. Growth of internet and smart sensor systems has 
revolutionized this field [1]. 



2 Onss Dhurgham Hashim Hani, Journal of Al-Qadisiyah  for Computer Science and Mathematics Vol.16.(4) 2024,pp.Comp 277–293

 

Integration of drones into (IoT) represents a technology shift, offering a myriad of opportunities and challenges 
[4]. Drones, also called unmanned aerial vehicles (UAVs), equipped with various sensors and communication 
devices, become integral nodes in the IoT network. This convergence holds potential for enhancing efficiency, data 
collection, and real-time decision-making across many sectors [5]. 

The Internet of Drones has lately gained traction as a result of its high adaptability to a wide range of difficult 
scenarios, due to technological and practical advantages such as high mobility, the ability to extend wireless 
coverage areas, or the ability to reach places inaccessible to humans [6]. Unmanned Aerial Vehicles (drones) 
successfully used in a variety of applications such as search and rescue missions, agriculture, mission-critical 
services and surveillance systems [3]. Furthermore, usage of drones enhances the performance aspects of various 
network topologies, such as dependability, connection, throughput, and delay [6]. Usage of drones is a beneficial tool 
for dealing with concerns in standard procedures [4]. Connecting drones to develop (IoD) is a desired trend to 
enhance flight safety and quality due to the rising numbers of UAVs in low-altitude airspace.  

IoT integration and drones accomplished via a device known Autopilots. Which is a tiny electronics system 
designed for control UAVs (drones). Initially designed for full automation of drones, autopilot systems today include 
sensors and processors necessary for drone to cloud in-built connectivity [1]. 

However, there are still concerns about IoD security, privacy, and communication [2]. The IoD deployment 
involves a number of difficulties, especially with regard to operational safety. Attackers have targeted the IoD to do 
damage because it is used in a variety of application industries. The drones might be the object of an assault, or a 
tool used to carry out crimes and attacks. As a result, researchers have focused more on IoD security, including how 
to handle it safely and deal with physical and cyberattacks that target it. 

2. Related Works 

Several studies extensively discuss various aspects of Internet of Drones (IoD), particularly focusing on the 
security challenges and solutions in aerial networks. These studies explore key topics related to securing 
communication, integrity of data, and authentication within IoD system. 

• In 2018 (Dey, Pudi et al.): Authors proposed many tactics and projects to enhance the security of drone 
communication. Responding to sensitivity of drones GPS spoofing, anti-spoofing and anti-jamming 
transmitters created. Research has proposed numerous effective methods for detecting and circumventing 
GPS anti-spoofing and anti-jamming techniques, which are (cryptography and non-cryptography) technique. 
These strategies were either difficult to implement or required acquiring of cost technology [7].  

• In 2018 (Bunse and Plotz): Authors investigated a standard UAV contact and control protocol. They 
discussed conventional attack strategies, assumptions, and protocol security. Utilizing on message a brute 
force attack, radio chip employed. They recommended utilizing a secret of maximum length, specifically at 
least 6 bytes. This complicates brute force attacks further and enhances the authentication of the legitimate 
owner. They approved the implementation of cryptographic technology. Due to the limited availability of 
commercial communication components, these discoveries can be applied to different protocols [8]. 

• In 2019 (Allouch, Cheikhrouhou et al.): Authors identified MAVLink vulnerabilities and presented MAVSec, 
an enhanced MAVLink that utilizes encryption methods to protect transmission of MAVLink signals between 
Ground Control Stations and Unmanned Aerial Vehicles. Ardupilot was employed to evaluate MAVSec and 
analyzed efficacy of chosen algorithms (including ChaCha20, RC4, AES-CBC, and AES-CTR) regarding 
memory usage and consumption of CPU. The results indicate ChaCha20 exceeds existing encryption 
algorithms in performance and efficiency. This research mostly concentrates on establishing control over 
drones via authentication between drones and ground stations. Research lacks a comprehensive comparison 
of unsecured MAVLink and secured MAVSec implementations either performance or latency. Authors did not 
assess other lightweight encryption methods that could be good for resource-constrained environments [9].   

• In 2020 (Chaari, Chahbani et al.): Authors present a secure communication framework, MAV-DTLS, to 
improve security of UAV-GCS communication. It is based on the Datagram Transport Layer Security (DTLS) 
protocol, adapted for use with MAVLink. MAV-DTLS addresses key security challenges and is evaluated for 
computational overhead and latency, showing it enhances security with minimal impact on communication 
efficiency. The framework is suitable for UAV operations, ensuring secure data exchange between UAVs and 
GCS. However, the study has limitations, including a lack of exploration into its adaptability to evolving cyber 
threats and how it integrates with existing UAV communication protocols [10].  

• In 2020 (Nayyar, Nguyen et al.) and (Abdelmaboud 2021): Authors present an IoD architecture that seeks to 
address the issue of airspace allocation and management. The suggested architecture offers versatile 
services that may be utilized by various applications in which drones are capable of performing tasks. The 
studies discuss many obstacles that hinder the efficiency of the Internet of Drones in order to suggest 
potential areas for future study in this field [11,12].  
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• In 2021 (Boccadoro, Striccoli et al.): Authors provides a detailed description of the Internet of Drones and 
presents an architectural framework along with its applications, with a particular focus on those related to 
industrial IoT [13]. 

• In 2021 (Ismael): Authors examined the enhancement of drone communication security with the application 
of HIGHT lightweight algorithm for authentication and encryption. Author examines current weaknesses in 
communication networks and suggests HIGHT as a solution that provides effective encryption. The paper 
includes evaluations, showing that HIGHT can significantly improve security of drone communications 
without considerably reducing their efficiency [14].  

• In 2022 (Kassim and Hashem): Authors present a novel method for encrypting data and communications on 
MAVLink utilizing a GIFTlightweight algorithm and dynamicDNA coding, resulting DMAV, an upgraded 
MAVLink protocol that integrates dynamic DNA coding to boost communication for UAVs. The authors 
recognize deficiencies in current standards concerning data security and transmission efficacy. Through the 
application of dynamic DNA coding, DMAV seeks to improve data integrity and mitigate the danger of 
unwanted access. DMAV exhibits enhanced efficiency and security relative to conventional MAVLink, 
positioning it as a promising alternative for resilient UAV communication across diverse applications [15]. 

 

3. Challenges and Considerations 

IoD represents a complex and evolving field with numerous challenges and considerations. Addressing these 
challenges and considerations is essential for the successful development and deployment of the Internet of Drones. 
Some of these challenges are: 

1. Privacy and security: arise due to the presence of multiple interconnected sensor devices in IoD.  These devices 
are susceptible to a range of risks, such as hijacking, human mistake, and loss [14]. The drone applications design 
should prioritize these challenges. Communications networks are susceptible to jammer assaults that have the 
potential to immobilize or disrupt by altering their controls. In order to achieve this objective, it is imperative to 
utilize high integrity protected data lines between aircraft and controllers on ground. Technologies for data 
protection and augmented communications may prevent potential security risks [15,16].  

2.Management of global resources: Efficient resource distribution crucial for enhancing IoD. It can be categorized 
into: global resource allocation and local resource allocation. Furthermore, IoD can achieve optimal worldwide 
productivity by utilizing a range of equipment, including edge computers, cloud servers, and UAVs. UAV applications 
must balance efficiency and cost. “Resource allocation” is the most popular economic activity since it involves 
conflicting interests of individuals, corporations, and services for resources. Another resource utilization challenge 
is setting priorities and pathways to minimize activity energy expenditure [17]. 

3. Sensor Communication: IoD sensor are meant to be lightweight and highly sensitive, which increases the 
likelihood of data loss or receiving incorrect data from other nodes. In addition, sensors encounter routing 
challenges when establishing communication with several drones through a network hub. In order to tackle these 
problems, future network technologies such as 5G, 6G, intelligent routing, narrowband Internet of Things, and LTE-
M must be capable of accommodating many connection options [18,19]. 

4. Coordinating and scheduling tasks: Managing a large fleet of drones, particularly in urban environments, 
presents challenges in terms of coordination and collision avoidance. Integrating drones into existing air traffic 
management systems, particularly in congested airspaces, is a complex challenge. It requires collaboration between 
regulatory bodies, aviation authorities, and drone operators. Also developing systems for collision detection and 
avoidance is critical to ensure the safe operation of drones in shared airspace [20,21] 

    5. Distribution and Deployment of Drones: In addition to data confidentiality, the deployment of IoD also presents 
issues in terms of data exchange and access management. An ongoing difficulty in the application of using a group of 
drones to collect road traffic data from various places is how to securely and efficiently communicate this data. The 
goal is to ensure that only authorized entities may access the obtained data [22,23].   

Hackers and individuals with malicious intent have consistently stayed ahead of security experts, creating a 
constant challenge for cybersecurity [24]. As a result, many techniques have been developed to protect against 
unauthorized access and harmful activities targeting drone systems. 
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4. Communication protocols 

UranusLink, UAVCAN and MAVlink are communication protocols helping drones to operate with GCS, and are 
used to messages exchange between them. Messages contain information and control commands are sent from GCS 
to UAV and vice versa. 
1. UranusLink protocol: is created to provide unreliable and reliable services as a packet-oriented protocol. The 
protocol determines packet structure and data representation transmitted. It is designed to use in radio ways [25]. 
2. UAVCAN protocol: lightweight, open-source protocol, ensure safe connection using reliable vehicle networks 
such as CANbuses in aerospace and robot applications. There is no master node, and all nodes possess equal 
privileges, this functionality supports numerous nodes and interfaces, which is typically necessary for applications 
with safety concerns. This protocol can be readily executed and verified. It’s designed for resource-constrained and 
real-time systems [26]. 
3. MAVlink protocol: lightweight, open-source protocol, used for bidirectional communication in drones and GCSs. 
It’s most important protocol [27]. 
Table (1) below shows pros and cons among communication protocols mentioned above. 
Table (1): 

comparison of UAV protocols [27] 
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5. MAVLink and Attacks on IoD 

It is largely employed for bidirectional communication between drones and GCSs, and specifies a comprehensive 
message exchanged between them. This protocol is widely used in major autopilot systems. Its key features include 
managing, monitoring, and controlling UAS, as well as enabling UAS integration with the internet [25]. MAVLink 
protocol enables management by facilitating exchange data between different components. It is commonly used for 
managing drones and serves as a communication bridge between various components on drone (autopilot, 
sensors) and GCS [27]. It’s designed as a “Marshaling library” (serializes messages) into particular binary format 
(bytes stream) of system’s states and commands that must execute [28]. Nature of binary serialization (minimal 
overhead) of MAVprotocol makes it lightweight as compared to other serialization strategies. MAVmessages are 
typically small sizes and can reliably, consistently sent across various wireless media [27]. MAVprotocol most 
popular among its peers because all these features for communication between drones and GCS, it supports a wide 
range of transport layers and communication mediums, enabling data transmission through various channels such 
[29]: 

• Serial telemetry low bandwidth channels operating at sub-GHz frequencies. SubGHz frequencies provides for 
long communication ranges and remote control of UAS. 

• Network interface (WiFi or Ethernet) MAVmessages are routed using IP networks. 

 

 

Securing IoD is a challenging endeavor owing to the diverse range of communication protocols and the wide 
array of applications involved. Drones may be attacked in a variety of ways [28,29,30]. Figure 1 illustrate typical 
attacks classification of Internet of Drones. 

1. Confidentiality and privacy attacks: when intercepting commands, or messages that are being sent through 
network between parties, examples of this type: 

• Eavesdropping  
• Identity spoofing 
• Traffic analysis 
• Unauthorized accessibility 
2. Integrity attacks: when modifying data being sent. Violation of MAVLink   integrity. Examples of this type:  
• MITM 
• Hijacking  
• Replay attack 
• Message modification 
• False location update 
3. Availability attacks: Attacks that impact availability of MAVLink can be executed by disrupting the data 
exchange link between drone and ground station. There are multiple ways in which these attacks can be 
performed such: 
• Jamming  
• DoS 
• Flooding 
4. Authenticity attacks: When an attempt is made to mislead GCS or UAV into believing that fake data is authentic, 
authenticity of MAVmessages can be compromised, and this can occur through: 
• Data fabrication 
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• GCS spoofing 
                                                           Fig (1): MAVLink security attacks [30] 
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data are susceptible to hackers and dangerous malware. Therefore, it is necessary to maintain security and 
effectiveness of data processing, storage, and transfer through communication protocols, which involves ensuring 
data confidentiality, integrity, authenticity, and real-time performance [30]. The IoD comprises a network of drones 
communicating with each other and ground stations over potentially insecure channels, necessitating robust 
security mechanisms [27]. Lightweight cryptography is one of techniques that can offer safe data transfer in an IoD 
network.  

Secure keys must first be established in both entities, the two entities should be authenticated before any data is 
transmitted between them. Figure 2 illustrates that while a secure channel cannot be intercepted, a public channel 
may. 
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Fig (2): Secure communication in Internet of Drones [27] 

Lightweight cryptography is a modern branch of cryptography that has appear in response to instant growth of 
ubiquitous and emerging technologies [14]. It is specifically designed for devices with low computing power, limited 
battery life, small memory, compact size, and constrained power supply [15]. As a result, traditional cryptographic 
methods may not be suitable for resource-limited smart devices. Lightweight encryption combines efficiency and 
security, achieving high levels of protection while operating with minimal computing power and resources. In 
context of securing MAVLink using lightweight algorithms becomes crucial. 

 
Several strategies and solutions have already been presented to mitigate IoD vulnerabilities [31]. Current 

solutions are shown in table 2 they are typically hardware and software methodologies [27]. Hardware-based 
solution developed to safeguard connection protocols, a solution is provided to encrypt communication between 
GCS and drone. Another way is integrated FPGA module with drone incorporates symmetric key cryptography 
functionality.  

Hardware solution impacts system performance and power consumption due to additional hardware weight.             
Also, an auxiliary secured channel of communication to enhance UAV data safety via RaspberryPi is introduced.     
Software-based solution such classical security strategies, Intrusion Detection System, and Blockchain technology 
[27,32]. Table (2) illustrate existing solution for securing IoD connection protocols. 
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Table (2): 

Existing security solutions [27] 
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7. Security Requirements 

The communication between drone and GCS is established through a wireless channel using a communication 
protocol. However, when using MAVLink protocol, this communication is susceptible to vulnerabilities due to lack of 
built-in standard security measures [30]. To mitigate potential threats and attacks, it is crucial to thoroughly 
understand security requirements and take proactive measures to address these vulnerabilities. Security 
requirements for MAVLink include confidentiality, integrity, availability, authentication, non-repudiation, 
authorization, and privacy [31]. 
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Enhancing security of MAVLink can be achieved by integrating an encryption mechanism into its existing 
framework. However, this approach highlights the importance of incorporating security considerations during 
initial design of system. Adjust security features can lead to compatibility issues and complicate implementation. 
Overall, security is a fundamental aspect of any communication protocol, ensuring safe and reliable message 

transmission across network. [33,34]. Figure 3 shows security requirements for IoD.  

Fig (3): Internet of Drones security requirements [29] 

MAVlink protocol enables management by facilitating exchange data between different components. It is 
commonly used for managing drones and serves as a communication bridge between various components on drone 
and GCS. MAV protocol supports different types of transport layers and mediums [35]. To address cybersecurity 
issues in drones, a three-step scheme should be applied for ensuring security. Figure 4 illustrating process.  

1. First level of security addresses the wireless attack,  
2. Second level addresses hardware 
attack on autopilot and calls for 
development, 
3. A simulator which allows detailed 

analysis of threats and its mitigation. 

 

 

 

 

 

 

 

 

 

 

 

                                                   Fig (4): Security scheme to secure MAVlink [30] 

8. Suggested Securing Method 

Proposed method aims to establish verification of identity between drones and GCS, by using chacha20-poly1305 
lightweight algorithm with key generation. Encrypt aircraft session key of the registry in a compiled dataset at GCS 
in order to improve the security of proposed approaches, ultimately enhancing the protection of payload data for 
MAVLink protocol. The main goal is to manage a single GCS and one drone throughout several flying missions. 
Figure 5, illustrate general phases (Initialization, authentication and encryption/decryption). Adding security 
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features requires additional steps. first Define Security Requirements such (Encryption: Protect the confidentiality 
of messages to prevent unauthorized access), and (Integrity: Ensure that messages are not tampered with during 
transmission. Authentication: Verify the identity of the sender to prevent spoofing). ChaCha20-Poly1305 together, 
provide authenticated encryption. ChaCha20 is a stream cipher for encryption, and Poly1305 is a message 
authentication code (MAC) used for integrity and authenticity. 
Integration ChaCha20-Poly1305 into MAVLink provides a robust cryptographic solution for securing UAV 

communications, addressing critical security concerns and maintaining efficiency in resource-constrained environments. 

Figure 6 illustrate overall structure. Critical requirements to take in considerations:  

a. Key Management: First Use a secure key management system to generate and distribute keys. Each pair of 
communicating entities should have shared secret key. Second Use a secure key exchange method to establish 
shared keys by using a secure initial setup phase. 
b. Message Encryption & Authentication: Prepare Message: Construct MAVLink message, Encrypt Message using 
ChaCha20 to encrypt payload. encryption key should be derived from shared secret key. Generate a nonce for each 
message to ensure that encryption is unique per message. Generate Authentication Tag:use Poly1305 to create an 
authentication tag over encrypted message and any additional data (like nonce). Tag will help verify integrity and 
authenticity of message. Now msg.format (Payload: Encrypted message, Tag: Poly1305 authentication tag, Nonce: 
Unique nonce for each message) 
c. Message Decryption: 

• Extract Encrypted Payload and Authentication Tag: From received MAVmessage. 
• Verify Tag: Use Poly1305 received message. 
• Decrypt Payload: Use ChaCha20 to decrypt payload if tag is valid. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

Fig (5): Suggested Method Phases 
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Fig (6): Integration Procedure 

By combining ChaCha20 for encryption and Poly1305 for authentication, this approach secures the MAVLink 
communication between UAVs and GCS, making it resistant to various cyber threats such as interception, tampering, 
and unauthorized access. 

9. Simulation Technique   

To mitigate drone threats, it is important to establish clear guidelines for drone usage, along with developing and 
implementing elective security measures. Simulation technologies replicate virtual environments to simulate drone 
flights in settings that closely resemble real-life scenarios. It offers the advantage of assessing efficiency of drone’s 
networks in simulated environments at much reduced expenses and difficulties prior to conducting tests in actual 
situations. Selection of suitable simulator is contingent upon both testing purpose and array of features provided by 
each simulator [27,31]. Table 3 shows classification of simulation tools common to use with IoD. Moreover, 
simulators support real-time data analysis, allowing for immediate feedback and adjustments to system during 
simulations. This enables refined testing and optimization, improving accuracy of results before transitioning to 
field tests. As a result, simulation technologies are an essential part of the development IoD systems, facilitating 
safer, more cost-effective, and efficient operations for drone networks [27]. 
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10. Future Outlook 

Researchers worked hard to improve security of IoD networks. However, since Ground Control Stations are a key 
part of these networks, it’s important to secure data stored in GCS and protect commands sent to drones. 
Additionally, researchers should develop better systems to detect and prevent attacks, including identifying drones 
as potential attackers. Significant progress has also been made in improving IoD communication speed and storage 
efficiency [33]. 

Future Directions: 
• Simulators and Security: Enhancing simulators like (Mission Planner) with secure IoD frameworks will 

make it easier to test drones communication and cryptography in realistic scenarios. 
• 5G and IoT Integration: Future drones with 5G and IoT will play an important role in smart cities, but 

regulations need to be followed. 
• AI and Security: Artificial intelligence, advanced communication technologies, and improved security will 

be critical for safer and smarter drone communication.  
In the future, UAVs will expand beyond traditional uses like farming and construction to public safety and 

transportation. 

a- List of GCS software  

Table (3): Simulation tools [27] 

b- List of simulators  



14 Onss Dhurgham Hashim Hani, Journal of Al-Qadisiyah  for Computer Science and Mathematics Vol.16.(4) 2024,pp.Comp 277–293

 

11. Conclusion 
Drones (UAVs) were mostly employed for military purposes. However, it is anticipated that the utilization of 

drones in civilian applications would soon surpass their military use. Due to the nascent stage of technological 
development and the continuous exploration of new application areas, hackers and attackers are increasingly 
targeting these systems to exploit their vulnerabilities for different malicious goals. Security threats against UAVs 
are directed the communication protocols inside the network. MAVLink is the predominant protocol for 
communication among UAVs. Despite its improved communication capabilities, MAVLink lacks a security method 
for encrypting messages, which can lead to significant repercussions. Hence, there is a requirement for a robust 
communication protocol that can effectively address the aforementioned problem. In conclusions the study 
highlights the significant risks associated with unencrypted and unauthenticated communication protocol in drones 
specially MAVLink which prioritizes safety and availability, where security should be essential in designing all 
systems and protocols. Considering security as core component of any software and hardware design, rather as a 
supplementary feature, will decrease capacity of malicious individuals to gain illegal access to remote systems, thus 
potentially defending surrounding communities. 
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