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1. Introduction

Blockchain technology has emerged as a groundbreaking innovation, fundamentally transforming the way
transactions are conducted and recorded across various sectors. At its core, blockchain is a decentralized ledger that
organizes transactions into "blocks," which are then linked in a sequential chain [1], [2]. This structure not only
enhances security through cryptographic hash functions but also ensures that each block is inherently tied to the
previous one, creating a robust and tamper-resistant record. The decentralization characteristic of blockchain
eliminates the need for central authorities, such as banks or governments, allowing for peer-to-peer transactions
that reduce costs and enhance trust among participants [3]. Centralisation, untrustworthiness, and illegal access to
data [2],[3], and [4].

The blockchain is the biggest distributor and open digital record that enables simultaneous ownership transfers
between parties without the need for a middleman while achieving a high level of security for the transfer process
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against attempts at fraud and manipulation. Anyone can participate in this record, regardless of location. With this
technology [5], Since the blockchain system was first used in 2008 as the primary platform for the bitcoin currency,
which gained its strength from this technology, many people mistakenly believe that bitcoin and the blockchain are
one and the same, but this is untrue; the blockchain is what sets bitcoin apart from other virtual currencies [6]. It is
important to remember that every action that occurs on the blockchain is recorded in an unchangeable record. The
nine fundamental parts of the blockchain are as follows [7]:

1- The nodes that It is represented the users,

2- The transaction, which is the smallest part of the blockchain, such as records, information, etc.,

3- The block is the unit of data building used to store a set of transactions that are distributed to nodes,

4- The chain, which represents a chain of blocks,

5- The miners, which are nodes that operate on to verify the blocks before adding and distributing them to the
nodes,

6- The protocol that represents the rules and data for the implementation of the blockchain,

7- The entry process, which is the sub-process that takes place within a single block,

8- The hash represents the distinctive DNA of the block and the digital signature of the block may be
forgotten,

9- And finally, the time imprint, which is the time when the operation was performed within the chain.

Despite its potential, blockchain technology faces several challenges, including scalability, interoperability, and
regulatory concerns. Understanding these challenges is crucial for leveraging blockchain's full potential while
ensuring its responsible application across different domains. This review paper aims to provide a comprehensive
analysis of blockchain technology, exploring its foundational principles, current challenges, and diverse applications.
By examining existing literature and case studies, we seek to identify key trends and insights that can inform future
developments in blockchain technology. Ultimately, our objective is to contribute to a deeper understanding of how
blockchain can be effectively utilized to overcome existing obstacles and maximize its benefits across various
industries. The next section is divided into the following parts: section 2 discusses all concepts behind the term
blockchain. Blockchain architecture is shown in section 3, while section 4 illustrated the algorithm used. A
comprehensive analysis of these algorithm is in section 5 with a case study distributed in section 6.

2. The Fundamental Idea of Blockchain

Peer-to-peer networks and distributed consensus algorithms are combined in blockchain technology, an integrated
multi-field infrastructure development, to address classic distributed database synchronized issues. It involves
economic models, math, encryption, and algorithms [8].

2.1 Blockchain's Benefits:
2.1.1 Decentralization

The primary advantage of the blockchain is that, because of this feature, data is not recorded, held, or updated by a
central authority. The necessity for a central authority or mediator to verify or authenticate transactions is
eliminated by the automatic sharing and distribution of information across network nodes. A single node's failure
has no effect on the blockchain network's availability or security, which is a very useful feature in preventing
malicious attacks or technological faults and eliminating a single point of failure [9][10].

2.1.2 Networks that are peer-to-peer (P2P)

A peer-to-peer (P2P) network's decentralization enables those who use it to conduct transactions without the need
for a central server. Peers, or nodes—usually computers—contain freely and without the assistance of a third party
on the network. As opposed to the conventional client-server model, where a request is made by a client and then
achieved by a server, the P2P network paradigm allows nodes to act as both clients and servers, offering them equal
power and enabling them to perform the same tasks in a network. Blockchain is a peer-to-peer network that
functions as the distributed ledger for digital assets [11].P2P networks are not managed by a central server; instead,
the network's nodes, or users, are in charge of keeping them up to date. Each node in the network functions as a
server, capable of file uploading, downloading, and sharing files with other nodes. The nodes use their hard discs
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instead of a central server to store this data. The P2P network is faster, more secure, and more effective since each
node has the ability to send, receive, and store files. It is significant to note that the P2P design works best when
there are a large number of active nodes in the blockchain network, which enables peer nodes to be quickly located
by new peers who join the network. Make sure there are enough nodes remaining in the network to cover any gap in
case a large number of them leave [12].

2.1.3 Open and Transparency:

The blockchain makes all transaction data from the scattered network nodes available and transparent. Since
blockchain technology is decentralized, all nodes are guaranteed to exchange records and data. Every node within
the network is endowed with equal access rights and responsibilities to authorized information that is shared with
other nodes within the same network. It enhances the blockchain's consistency and accuracy throughout the whole
network [13].

2.1.4 Anonymity:

Data transmission and transactions can now be anonymous thanks to blockchain technologies, which remove the
need to reveal the true identity of the node connected to the user. Rather, the only thing needed is for the node to be
aware of the user's blockchain address. Users can communicate with the blockchain network by using an address
that is generated at random [14]. Due to the decentralized nature of the blockchain network topology, there is no
central body that oversees or maintains track of users' private information. The blockchain's trustless ecosystem
allows for some degree of anonymity. This function ensures the confidentiality and privacy of the participants [15].

2.1.5 Traceable and Immutable:

The blockchain updates the distributed ledger with transactions in a sequential time-order. Every transaction is
time- and date-stamped in order to preserve the transaction sequence and enable data traceability [16]. The
timestamp supports the accuracy of the data in addition to ensuring real-time transaction tracking, the timestamp
supports the data's accuracy. However, it encourages permanent alterations to data or records. Once the transaction
has been confirmed and added to the block via a consensus procedure, it cannot be altered. It is challenging to
circumvent the system and alter the record, even for an attacker with extremely powerful computing skills. This can
only happen if the attacker controls a minimum of 50% of the nodes. This function ensures the blockchain system's
dependability and durability while preventing double spending [17].

2.1.6 Trust and Secure:

New transactions cannot be added to the distributed ledger until the majority of network nodes concur through
consensus procedures to confirm the veracity of the data transmitted via encryption. Once the data has been
validated, put into the distributed ledger, and verified, it is made available to all participating network peers.
Consequently, the blockchain acquires confidence and transparency [18]. Symmetric encryption techniques
guarantee the security of blockchain technology. The reliable cryptocurrency hashing chain is an additional element
that enhances blockchain security. Since the hash value of the previous block must be included when a new block is
generated along with other elements through consensus methods, it is extremely difficult to alter any information in
the hash value [19].

3. Architecture of Blockchain

Fig. 2 - Proof of Work (POW)Blockchain is a decentralized, immutable database that simplifies tracking of assets and
recording of transactions within a corporate network [20], [21]. Assets that are tangible include things like real
estate, vehicles, cash, and homes. Trademarks, intellectual property, patents, and copyrights are some instances of
intangible assets [22]. A hash function joins the blocks to create an unbreakable chain [23], [24].
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Fig. 1 - Blockchain Architecture

A block is composed of multiple transactions that are logically arranged and grouped together [12]. An event that
occurs specifically, such as moving money from one account to another, is documented by a transaction [13], [15].
The size of the transactions that make up a block varies depending on the blockchain's kind and design [16]. The
genesis block is the first block in the blockchain; nevertheless, Figure 1 depicts the general structure of a block in the
blockchain, which includes the following properties:

e A nonce: is a figure that was chosen at random. A nonce is used to provide replay security, encryption, and
authentication in a number of cryptographic procedures. It is utilized in blockchain transaction replay
defence and proof-of-work (Pow) consensus algorithms [17], [18].

e A Merkle root: is a hash of every node in the Merkle tree. Massive data structures can be efficiently and
reliably verified with Merkle trees [19]. In the context of blockchain technology, Merkle trees are frequently
employed to facilitate effective transaction verification [20]. The block creation time is represented by the
timestamp. The time when the mining nodes started mining is recorded because it is Unix time [21]. The
value exceeds the timestamp of the preceding blocks [22].

e The timestamp: is the block's creation time. The time when the mining nodes started mining is recorded
because it is Unix time [21]. The value exceeds the timestamp of the preceding blocks [22].

e A hash function: A function known as a hash function is able to reduce a message of any length to a message
description of a predetermined length. The hash process can be used on blockchains because of two
features [10]. Hashing, first of all, yields the irreversible result B, but it is unable to identify the pre-hash
structure A [23].
Block body: It has transactional data on it [24].

4. THE CONSENSUS ALGORITHM

Over 1500 cryptocurrency tokens are in circulation right now. Here are a few well-known consensus algorithms:

4.1 Proof of Work (Pow)

The most popular algorithm is the proof-of-work algorithm. Cryptocurrencies like bitcoin and Ethereum, each with
unique characteristics, employ this algorithm [25]. Fig 2 The blockchain's proof of work (PoW) mechanism is used
to validate transactions and create new blocks. Miners compete with one another using proof of work to finish the
network transaction and receive payment. This algorithm's main objective is to resolve the mathematical puzzle.
Right now, what is a mathematical puzzle? The problem is one that will need a lot of processing power to resolve.
After figuring out the puzzle, miners validate the transaction and create a new block. Only a block is permanently
added to the chain when additional nodes have verified the transaction's validity. If the problem is too complicated
to solve, a lot of time will be needed to generate the blocks. However, if the issue is too simple in another case, spam
and DOS attacks are more likely to occur. Other nodes must be able to quickly verify the solution; otherwise, not all
nodes will be able to determine whether the computation is accurate. As a result, it will need to trust other nodes,
which goes against one of the key characteristics of blockchain technology: transparency. The puzzle's complexity is
contingent upon the quantity of users, network load, and power availability. Each block's hash value includes the
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hash value of the previous block, enhancing security. Since the genesis block has no parent block, it is an exception
and has a hash value of zero [26]. This type of consensus is based on Bitcoin. This puzzle is known as hash cash. The
Proof of Work algorithm permits adjusting a puzzle's complexity in accordance with the network's overall power.
Any block may be formed in roughly ten minutes on average. The primary drawbacks of this algorithm are its
enormous cost, computations that are pointless, and 51 percent attack [27].
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Fig. 2 - Proof of Work (POW)

4.2 Proof of stake

Even though proof of stake was included in the original Bitcoin project, its use was not carried out for a variety of
reasons, including its resilience [26]. This is a different algorithm than the Proof of Work algorithm, which verifies
the transaction using a cryptographic technique. For peer coin, proof of stake is typically used instead of proof of
work. Traditionally, the account balance was used to pick miners in this process; the higher the account balance, the
higher the chance of becoming a miner. Because of his large account balance and subsequent inequity towards
others, the richest individual is therefore more likely to become a permanent miner. Because of the centralization
that results from this process, other alternative selection procedures have been developed. Proof of Stake in peer
coin cryptocurrency blends the notion of "coin age" with randomization. According to [26], the equation is as
follows: proof hash * coin age * target. Coins that have not been spent for at least 30 days are eligible to compete for
the next block. The likelihood of a larger, older collection of coins signing the following block is increased. The stake
in currency must start with zero "coin age" after being selected to sign a block and must wait at least 30 days before
signing another block. As a result, this technique secures the network and produces new coins without using a lot of
computing power. Compared to Proof of Work, which mostly depends on energy consumption, Proof of Stake is
more effective [28].

4.3 Delegated Proof of Stake

When Satoshi Nakamoto first launched the project, he envisioned a scenario where anyone could mine using their
CPU. Each node had the potential to participate in the blockchain, and their hashing powers could align. However, as
time progressed, specialized mining equipment was developed. In delegated proof of stake (dPOS) systems,
stakeholders can designate a variable number of witnesses to produce blocks. Witnesses can be added or removed
from the list during each maintenance interval. At a set rate of one block every n seconds, each witness takes turns
producing a block. They receive rewards for each block they create. If an elected witness fails to present a block
after being chosen, they risk being voted out in the next election. Once new blocks are generated based on the
designated number of witnesses, a predefined online time must be maintained. BitShares serves as an example of a
dPOS system. Blockchains that utilize dPOS are generally more efficient in terms of productivity and energy
consumption compared to proof of stake (PoS) and proof of work (PoW) systems.
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4.4 Proof of Importance

POI clusters data and gives the most significant nodes a priority utilizing hash calculations by utilizing transaction
graph analysis and indications like transaction amounts and node balances [30], [28]. Certain nodes are more
significant than others. NEM introduces the importance of the notion of proof. Pol uses a mechanism that NEM calls
"harvesting," which selects the network users (nodes) permitted to add a block to the blockchain. Nodes retain the
transaction fees in exchange for harvesting blocks. An account with a higher importance rating has a better chance
of being selected to harvest a fresh block.. XEM is the main cryptocurrency that Proof of Importance uses. Every
account on the NEM network has access to the XEM balance. Pol takes advantage of a process that NEM refers to as
"harvesting," which chooses which nodes—network users—are allowed to contribute a new block to the blockchain.
Nodes that harvest a block are granted the right to retain the transaction fees. An account with a higher importance
rating has a better chance of being selected to harvest a fresh block. XEM is the main cryptocurrency that Proof of
Importance uses. Every account on the NEM network has access to the XEM balance.

4.5 Practical Byzantine Fault Tolerance

In distributed systems, byzantine fault tolerance may be a useful technique for resolving transmission faults [31].
However, the Byzantine system from before required exponential operations. The 1999 introduction of the PBFT
system resulted in a reduction of algorithm complexity to a polynomial level and an increase in efficiency [28].

4.6 Ripple Transaction Protocol

The core of ripple technology is the XRP ledger, a shared public ledger that facilitates distributed payments,
exchanges, and remittances. It was generated by a consensus process. Ryan Fugger created the ripple payment
system for the first time in 2004. Open Coin developed the ripple transaction protocol (RTP) based on an idea by
Ryan Fugger. The direct transfer of funds between two parties is made possible by the Ripple Transaction Protocol.
Ripple is quick and provides security. It was a distributed public ledger framework that allowed for payments,
exchanges, and remittances by using consensus mechanisms [28].

5. A Comparative Analysis of Algorithms

Blockchain consensus methods vary in their benefits and downsides. Table 1 presents a comparison of different
algorithms for certain important properties of the blockchain.

1. Energy Saving: Mining nodes in Proof of Work must constantly solve a mathematical challenge, which
requires a lot of processing power. It follows that there is a tremendous amount of energy [32]. On the other
hand, with PoS and DPoS, miners' workload diminishes since the search space becomes more constrained.
In terms of consensus strategy, mining does not exist for PBFT or Ripple. It conserves energy as a result

2. Data Model: A data model is an asset-focused transaction. Networks can be created by many businesses to
trade assets with one another, but specific configurations are needed for every system [33]. These
organizations are known as ledger owners. Ripple makes its ledger public and issues its own token assets as
a means of exchange.

3. Application: Certain ledgers enable the execution of extensive computations that are specified by the user.
Users can use Ethereum and its derivatives, including Hyper chain, Quorum, Monax, Parity, and Definitely,
to programmed any kind of business logic to be executed on top of the ledger [28].

Examples: The Proof of Work algorithm is used by Ethereum and Bitcoin. While Ripple employs the Ripple
Transaction Protocol and features an account-based data format, Peercoin solely concentrates on proof of stake

Table 1 - Blockchain algorithms are compared for a set of blockchain features.

Characteristics/ | Prof of | Proof of | Proof  of | Practical Practical Ripple
Processes work Stake Importance | Byzantine Byzantine Transaction
Fault Fault
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6. ATM (Automated Teller Machine)
Bank users can access their accounts without needing to do so by wusing an ATM.
Visit the bank. The only way to do this is to create the application utilizing online ideas.

When the product is put into operation, the user will be able to view all of the data and services that the ATM offers
after entering the required options and arguments. In addition, the software offers advanced user-required services
like depositing money and obtaining checks. The information is kept in the database and is accessible whenever
needed. The implementation must operate on ATM hardware or a comparable emulation. It is also possible to use
requirements for effectively utilizing the generated product.

The following steps were taken in order to construct this ATM system:

1. The verification procedure.

2. Select the account, service, and language.

3. Services provided by banks.
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4,

5.

Deals.

Unique services.

The card number and PIN can be obtained by the user thanks to the program's architecture. After verification, a
menu is given to it, and the / option is there. For instance, the user can adjust the size of the Payment History option
in the main menu when wishing to display a list of past payments. The payment history appears on the screen when
the The General Assembly option is chosen .user ought to peruse other pages as well, such as the prior and following
ones. When retrieving or presenting a large amount of data, the user can encounter delays if they are not logged into
the same bank branch system.

6.1 How an ATM Operates:

The data terminal functioned as an ATM. ATMs require a host computer to connect to or communicate with as
described in fig. 3

1.
2.
3.

ONo U

0.

The host computer might be thought of as an ISP, or Internet service provider.

The host computer serves as the user's portal to access all of the different ATM networks.

Customers use an "ATM CARD," a plastic card with a magnetic stripe, to authenticate themselves when
using an ATM system.

The magnetic stripe stores the customer's account number and PIN (personal identification number), a
numeric password.

The consumer is prompted to insert their card at the ATM.

The customer's personal identification number (PIN) is prompted when the card is entered.

The consumer enters their PIN.

In the event that the card is legitimate and the computer can handle it, control moves on to the next step
and asks the user to deposit, withdraw, or transfer money.

Most ATMs will keep the card if the number is input incorrectly multiple times in succession as a security
measure to stop unauthorised users.

10. A smart card is used by ATMs to read and save consumer data.
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Fig. 3 - ATM Structure.

6.2 ATM Security and Safety

The security services that users require to safeguard their ATM cards from fraudulent use are included in the
security standard. The primary goals of ATMs are access control, correct functionality, availability, data integrity,
confidentiality, and accountability. It is possible to identify the primary functional security requirements to address
common threats. They are as follows [28]:
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1: Identity verification.

2: Authorization and Access Control.

3: Confidentiality Protection.

4: Data Integrity Protection.

5: Strong Accountability.

6 Activity Logging.

7: Alarm Reporting.

8: Audit.

9: Security Recovery.

10: Security Management.

6.3 Threats to an ATM Network

There will be numerous risks to the ATM network. A small percentage of network threats are:

1.

Eavesdropping: By connecting to the transmission medium, an attacker may be able to eavesdrop on data
and gain unauthorized access. This is one of the network's most common attacks.

A masquerade: When someone impersonates someone else in an effort to get information, it might be
dangerous.

Service Denial: Provision of Services When one entity neglects to complete its task and keeps other
entities from completing theirs, this is known as denial.

Traffic Analysis: The term "traffic analysis" describes the possibility that a hacker could obtain
information by gathering and examining data such as a virtual channel's (VC) volume, timing, and
communication parties. Even though the data is encrypted, volume and timing can still provide a hacker
with a wealth of information because encryption has no effect on these factors.

Information corruption: occurs when someone with the right authorization manipulates, delays, erases,
or changes data that has been communicated.

Forgery: The term used to describe the sending and reporting of fraudulent information is forgery. In
order to actually accomplish this, some data that belongs to the verified person must be changed.

7. Conclusion

In recent years, there has been a notable surge in the field of blockchain analysis. Blockchain analysis has
applications and limitations, much like any other developing technology. We shall examine the conclusion derived
from the examination of various applications and problems in this review. In conclusion, blockchain analysis offers a
wide range of applications, even though it has issues with data integrity, pseudonymity, scalability, and privacy.
Blockchain research has shown its worth in a number of fields, including finance, supply chain management, and
forensic investigations. It has also helped prevent money laundering. For blockchain analysis to be widely adopted
and effective as the technology develops, it will be essential to solve its problems and fully utilize its potential.
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