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A B S T R A C T 

Distributed Denial of Service (DDoS) attacks pose a serious threat to network infrastructure, 
necessitating real-time detection mechanisms that can operate within distributed 
environments without compromising data privacy. This paper presents a novel neuromorphic 
federated learning system that combines bio-inspired spiking neural networks (SNNs) with a 
federated learning architecture for self-ambient DDoS detection within distributed networks. 
Our approach employs stateful Leaky Integrate-and-Fire (LIF) neurons with sufficient 
membrane potential dynamics, Poisson rate encoding for handling temporal information, and 
network-centric communication protocols. The architecture was evaluated on the CIC-
DDoS2019 dataset on five federated nodes with uniform data distribution. Experimental 
findings reveal 96.64% accuracy, 99.83% precision, 93.44% recall, and 99.65% ROC-AUC 
score. The system demonstrates real-time performance with an average latency of 0.797ms, a 
P95 latency of 0.859ms, and a throughput of 1,254.67 samples/second, meeting the critical 
100ms requirement for real-time intrusion detection. The federated architecture 
accommodates collaborative learning without centralising sensitive network data, with an 
overall communication overhead of 108.13 MB over 20 rounds of training. Our neuromorphic 
solution offers a promising solution to energy-efficient, privacy-preserved DDoS detection in 
modern distributed network environments. 

 

MSC.. 

https://doi.org/10.29304/jqcsm.2026.18.12372 

1. Introduction 

Distributed Denial of Service (DDoS) attacks have escalated exponentially, with attack traffic volumes exceeding 
terabits per second and causing significant disruptions to critical network infrastructure [1]. Centralised machine 
learning approaches to DDoS detection face inherent drawbacks, including privacy, scalability limitations, and 
latency limitations, violating real-time detection requirements [2]. While Federated Learning (FL) offers privacy 
through distributed training without data centralisation, conventional FL setups based on deep neural networks are 
computationally inadequate and lack temporal processing characteristics essential in network traffic analysis [3]. 
Neuromorphic computing using Spiking Neural Networks (SNNs) offers energy-efficient, event-driven computation 
with inherent temporal dynamics suitable for time-series data, but is comparatively uncharted in federated 
cybersecurity domains [4]. 
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There is a lack of literature providing a complete framework that deals with privacy preservation using federated 
learning, energy efficiency using neuromorphic computing [5], and real-time performance demands of DDoS 
detection in distributed networks using stateful SNNs with appropriate temporal dynamics and proven sub-
millisecond latency adherence. This paper contributes (1) a solid neuromorphic federated architecture integrating 
stateful Leaky Integrate-and-Fire neurons with federated learning for DDoS detection, (2) evidence of real-time 
compliance with sub-millisecond inference latency (P95: 0.859ms) and high throughput (1254.67 samples/second), 
(3) privacy-preserving distributed learning on five nodes with 97.26% validation accuracy and 5.4MB 
communication overhead per round, (4) comprehensive evaluation on CIC-DDoS2019 dataset with 96.64% 
accuracy, 99.83% precision, and 99.65% ROC-AUC, and (5) network-aware communication protocols with realistic 
latency and bandwidth modeling for real-world deployment insights. 

2. Related Work 

Recent works explored the intersection of neuromorphic computing, federated learning, and cybersecurity. Nguyen 
et al. [6] demonstrated that Spiking Neural Networks are natively resilient to noisy communication in federated 
learning with 94% bandwidth reduction via Top-K sparsification without accuracy loss. However, they focused on 
general classification tasks rather than security applications. Anjum et al. [7] proposed GraphFedAI for IoT-based 
DDoS detection using graph neural networks and federated learning, with robust detection using adaptive session-
based modelling, but relied on conventional ANNs without energy efficiency. Chen et al. [8] combined blockchain 
with federated learning for DDoS detection in smart cities, and they showed that the attacks can be effectively 
prevented while having lower communication expenditures, but the blockchain computational overhead and lack of 
neuromorphic architectures restrict scalability. Ma and Su [9] suggested an autoencoder-based federated learning 
system for SDN-based AIoT networks with secure multiparty computation, addressing labelled data deficiency 
through semi-supervised learning, but conventional deep learning models caused excessive energy consumption. 
None of these studies offer an integrated framework that combines neuromorphic energy efficiency, stateful spiking 
dynamics for temporal processing, and established real-time compliance for intrusion detection—deficiencies our 
solution addresses. 

3. Proposed Methodology 

This subsection explains our neuromorphic federated learning architecture and implementation for real-time DDoS 
attack detection. We begin with the dataset preparation and preprocessing, followed by the neuromorphic spiking 
neural network architecture employing stateful LIF neurons. Then, we outline the federated learning protocol 
employing network-aware communication simulation, followed by a streaming inference mechanism in compliance 
with real-time detection.  

3.1 Dataset and Preprocessing 

We employ the CIC-DDoS2019 dataset, an extensive benchmark with different types of DDoS attacks and regular 
network traffic collected from simulation-based network settings. The dataset contains diverse files with flow-based 
network features extracted from packet captures, including packet statistics, flow duration, protocol information, 
and behavioural features. For computational efficiency reasons, we randomly sample up to 15,000 instances per file, 
maintaining the class distribution. Binary classification is achieved by labelling all non-benign traffic as an attack 
and benign traffic as normal. From the original feature set, we chose 30 highly discriminative numerical features 
with few missing values.  

Table 1. Dataset Characteristics. 

Parameter Value 

Dataset CIC-DDoS2019 

Total Samples ~75,000 

Training Set 80% 

Testing Set 20% 
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Number of Features 30 

Feature Scaling Min-Max [0,1] 

Class Labels Binary (Normal/Attack) 

Samples per File 15,000 (max) 

 

Preprocessing involves replacing infinite values with a certain finite value, using zeros to fill missing values, and 
applying Min-Max normalisation to scale all the features within the range [0,1] such that all the features are 
compatible with rate-based spike encoding. The data is divided into 80% training and 20% test sets via stratified 
sampling to preserve class distribution. To provide representative federated settings, we employ a balanced 
distribution mechanism where each one of the five federated nodes receives an equal proportion of attack and 
normal samples, with 50/50 class balance per node, to maximise local model performance while preserving privacy 
through data splitting. 

3.2 Neuromorphic Spiking Neural Network Architecture 

Our detection system's core is a stateful Spiking Neural Network based on biologically-motivated Leaky Integrate-
and-Fire neuron dynamics. The LIF neurons of each LIF neuron possess membrane potential and synaptic current 
states that vary over time following exponential decay functions with membrane time constant 20.0ms and synaptic 
time constant 10.0 ms. Input features are encoded as spike trains using deterministic Poisson rate encoding in 10-
time steps with normalised feature values regulating probabilities of spike generation.  

Table 2. Proposed Neuromorphic SNN Architecture. 

Component Specification 

Neuron Model Leaky Integrate-and-Fire (LIF) 

Membrane Time Constant (𝜏𝑚𝑒𝑚) 20.0 ms 

Synaptic Time Constant (𝜏𝑠𝑦𝑛) 10.0 ms 

Encoding Method Poisson Rate Encoding 

Time Steps 10 

Temporal Blocks 3 

Neurons per Block 128 

Classification Head 256→64→2 

Dropout Rates 0.2, 0.15, 0.1 

Spike Threshold 1.0 

 

The network architecture includes an input projection layer with batch normalisation and three temporal 
processing blocks, followed by this. There are two cascaded LIF layers for each block with residual connections, and 
they use accurate spike generation utilising surrogate gradient methods to facilitate gradient-based learning but 
maintain differentiability.  
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Table 3. Training Hyperparameters. 

Parameter Value 

Loss Function Focal Loss (γ=2.0) 

Optimizer AdamW 

Initial Learning Rate 0.002 

Weight Decay 0.01 

LR Scheduler Cosine Annealing 

T₀ (Restart Period) 5 

𝑇𝑚𝑢𝑙𝑡  (Period Multiplier) 2 

Minimum Learning Rate 1e-6 

Gradient Clipping 2.0 

Class Weighting Balanced 

 

The blocks leverage increasingly smaller time constants to capture multi-scale temporal dynamics relevant to 
network traffic patterns. Spike trains are decoded using temporal-weighted averaging that gives increasing 
importance to later time steps, and the resulting representations are fed into a classification head made up of three 
fully-connected layers with decreasing sizes (256→64→2 neurons), which have activation functions, batch 
normalisation, and dropout for regularisation. It is optimised with Focal Loss and gamma parameter 2.0 and 
computed class weights to address intrinsic class imbalance, and adaptive learning rate scheduling via cosine 
annealing with warm restarts. 

3.3 Federated Learning Protocol 

Our federated learning system employs a privacy-preserving collaborative training protocol on five distributed 
nodes without centralising raw data. Every node is an independent unit with its own neuromorphic SNN model, 
local optimiser, and scaler. Training occurs in 20 federated rounds, with every round consisting of three steps: local 
training, weight aggregation, and global distribution.  

Table 4. Federated Learning Configuration. 

Parameter Value 

Number of Nodes 5 

Federated Rounds 20 

Local Epochs per Round 20 

Batch Size 128 

Validation Split 25% 

Aggregation Algorithm FedAvg 

Data Distribution Balanced (50/50) 

Early Stopping Patience 7 epochs 



Rawaa Amer Mansoor Al-karkh, Journal of Al-Qadisiyah for Computer Science and Mathematics   Vol.18.(1) 2026,pp.Comp 334–351                          5 

 

At local training, each node trains its model on local data for 20 epochs with a batch size of mini-batch gradient 
descent 128, with early stopping on validation accuracy after a patience of 7 epochs. Then, nodes upload their model 
parameters to the central server in a simulated network scenario that emulates real-world communication 
constraints like 50ms latency, 100Mbps bandwidth, and 1% packet loss probability. The server employs the 
Federated Averaging aggregation algorithm, which computes weighted averages of client parameters proportionally 
to local dataset sizes. The aggregated global model is sent back to all participating nodes via the same network 
simulation. This process repeats, where nodes update local models with global parameters prior to initiating the 
next round of training.  

Table 5. Network Simulation Parameters. 

Parameter Value 

Network Latency 50 ms 

Bandwidth 100 Mbps 

Packet Loss Rate 1% 

Model Size ~5.4 MB 

Communication Protocol Simulated TCP 

Transfer Mode Bidirectional 

Throughout training, large-scale measures are tracked, including per-node training and validation accuracy, 
communication overhead in megabytes transferred, round time, and convergence characteristics, enabling 
exhaustive inspection of the federated learning dynamics under actual network circumstances. 

3.4 Real-Time Streaming Inference 

We use an event-driven streaming processor to test real-time compliance by using production deployment 
conditions in simulation. The processor keeps buffered queues for incoming traffic samples and outgoing 
predictions and runs asynchronously to allow uninterrupted inference without blocking data ingestion. Network 
traffic samples come in continuously and are dynamically batched with a batch size of 32 to allow efficient 
processing. Every batch goes through feature scaling via the pre-trained scaler before proceeding with inference via 
the trained neuromorphic model, with gradient computation turned off for efficiency.  

Table 6. Real-Time Inference Configuration. 

Parameter Value 

Inference Batch Size 32 

Buffer Size 1000 samples 

Processing Mode Asynchronous 

Real-Time Threshold 100 ms (P95) 

Throughput Target >1000 samples/sec 

Gradient Computation Disabled 

 

The system computes softmax probabilities and fetches predictions, approximating per-sample latency by 
apportioning total batch processing time across samples. Outputs include timestamps, probability distributions, and 
latency for analysis. The processor tracks detailed performance metrics like mean, median, 95th percentile, and 
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99th percentile latency values, along with throughput in samples per second. Real-time compliance is being 
calculated against the industry standard 100ms requirement for intrusion detection systems, where 95th percentile 
latency is being used as the primary measurement. This streaming architecture mimics realistic edge deployment, 
where the neuromorphic model must process real-time network flows with low latency while maintaining high 
detection accuracy, demonstrating the practical applicability of the proposed methodology to production 
cybersecurity use cases. 

3.5 Dataset and Preprocessing 

Besides the IID balanced distribution, we also performed experiments with Non-IID data to assess the system’s 
performance in a more realistic and heterogeneous network environment, where local attack signatures and traffic 
patterns could differ across federated nodes. In particular, we tested three Non-IID data distribution schemes: (1) 
Label skew: Each node is given samples with different class imbalance ratios (Node 1: 70% attack/30% normal, 
Node 2: 30% attack/70% normal, Node 3: 50/50, etc. ), representing networks with different exposure to threats or 
anomalies; (2) Feature skew: Each node is given traffic data with different feature distributions by partitioning 
based on the type of attack (Node 1: mostly PortMap attacks, Node 2: NetBIOS attacks, etc. ), representing 
specialized or focused network segments; (3) Hybrid skew: A combination of label and feature imbalance, reflecting 
more realistic enterprise scenarios where both traffic volume and attack characteristics differ across network 
segments or geographic locations. This experimental setup enables us to thoroughly evaluate the federated 
aggregation algorithm’s robustness in handling data heterogeneity, which is crucial for practical deployment 
scenarios where the assumption of uniform data distribution is often violated. 

4. Results and Discussions 

This section contrasts the illustrated neuromorphic federated learning architecture based on classification 
performance, real-time latency, federated convergence, and communication efficiency. The experiments indicate 
that our method supports high detection accuracy with real-time compliance and privacy preservation in 
distributed systems. 

4.1 Classification Performance and Confusion Matrix Analysis 

The confusion matrix in Figure. 1 shows the outstanding classification accuracy of our neuromorphic federated 
learning framework over the test set of 5,000 samples with balanced class distribution (2,500 normal and 2,500 
attack examples). The model achieved an overall accuracy of 96.64%, 2,496 true negatives, and 2,336 true positives 
based on the confusion matrix, which indicates strong detection of normal traffic and attack behaviour. The system 
correctly marked 99.84% of normal traffic (4 false alarms), with very high specificity and a low false alarm rate of 
0.16%. The model also mislabeled 164 attack samples as normal traffic (false negatives) with a false negative rate of 
6.56% and a recall of 93.44%.  

Fig 1. Confusion Matrix for DDoS Attack Detection. 
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This trade-off between recall (99.83%) and precision reflects the model adopting a conservative boundary decision, 
sacrificing avoidance of false alarms for optimality of detection of attacks. While avoiding low operational overhead 
from probing false positives due to the high accuracy, the 6.56% false negative rate is an acute problem in 
cybersecurity deployments, where missing genuine attacks can be highly expensive. The confusion pattern matrix 
indicates that the neuromorphic SNN efficiently learns discriminative features in normal traffic, but struggles with 
certain versions of attacks that exhibit minor variations from typical attack signatures. This performance trade-off 
encompasses the inherent tension in intrusion detection systems between preventing interference with legitimate 
users and optimising threat discovery, and has potential for threshold optimisation or ensemble methods to 
improve recall with high precision in future studies. 

4.2 Federated Learning Convergence Analysis 

 Figure 2 illustrates the pattern of convergence of the federated learning process across 20 rounds, tracking both 
training and validation accuracy averaged over all five distributed nodes. Learning curves demonstrate steady 
convergence from initial accuracies of about 96.4% in round 1 to a final performance of 97.26% validation accuracy 
and 97.25% training accuracy in round 20. The proximity of the training and validation curves for the entire training 
process signals minimal overfitting, which suggests that the neuromorphic SNN architecture with built-in 
regularisation techniques (dropout, batch normalisation, and early stopping) generalises effectively across 
distributed data partitions. 

 

Fig 2. Federated Learning Convergence over 20 Rounds. 

Particularly noteworthy is that convergence exists in a two-stage progression: the accelerating initial improvement 
from rounds 1-7 with accuracy increasing from 96.4% to just below 96.9%, followed by the plateau phase from 
rounds 8-16 with negligible fluctuations between 96.8-96.9%, and then the second period of acceleration from 
rounds 17-20 achieving its peak performance level of 97.26%. The slight fluctuations that are observed in validation 
accuracy in the middle rounds (precisely the drop at round 5 to 96.5%) validate the stochasticity of federated 
aggregation and heterogeneity in local training dynamics across nodes, but the overall trend is in line. The slight 
difference between training and validation accuracy (0.01%) at convergence validates the phenomenal model 
generalisation despite the distributed training process. This convergence pattern enhances the effectiveness of the 
FedAvg model aggregation algorithm and cosine annealing learning rate schedule, enabling the global model to 
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learn efficiently from different nodes with consistent performance for local data distributions in a balanced data 
configuration. 

4.3 Comprehensive Classification Metrics 

Figure 3 is a full analysis of the classification performance on five key metrics, which illustrates the intricate 
behaviour of the neuromorphic federated learning framework. The model has reached 96.64% total accuracy, 
capturing good general classification capability against normal and attack traffic. Accuracy reached as much as 
99.83%, which means that if the system detects traffic as an attack, it is correct 99.83% of the time, detecting only 4 
false positives among 2,500 clean samples. Such a very low false positive rate of 0.16% is particularly critical for 
production use, since it minimises security alerts and does not overwhelm security analysts responsible for the 
investigation of possible threats. But the 93.44% recall figure indicates that there is a considerable limitation: it only 
detects 93.44% of actual attacks correctly and misses 164 cases of attacks out of 2,500. Such a precision-recall 
trade-off is reflected in the F1-score of 96.53%, which is the harmonic mean between precision and recall. The ROC-
AUC of 99.65% shows good class discriminability at all classification thresholds, indicating that the model learns 
robust decision boundaries despite the recall restriction. The huge gap between precision (99.83%) and recall 
(93.44%) indicates that the model's decision threshold is unbalanced, favouring cautious predictions with high 
specificity rather than sensitivity. This can be credited to the joint effect of Focal Loss optimisation, class weighting 
strategy, and the inherent properties of the balanced training data distribution. While this conservative approach 
lessens operational interruption by false alarms, the 6.56% rate of missed attacks presents security vulnerabilities 
in the deployment of mission-critical infrastructure applications where overall threat detection is of primary 
concern, suggesting that threshold tuning or cost-sensitive learning strategies can better optimise these mutually 
conflicting objectives. 

 

Fig 3. Classification Performance Metrics Overview. 

4.4 Real-Time Latency Performance and Compliance 

Figure 4 demonstrates the real-time inference performance of the neuromorphic federated learning system 
compared to the industry standard 100ms latency threshold for intrusion detection systems. The streaming 
processor achieved extremely low latency on all statistical measures, with a mean latency of 0.797ms and median 
latency of 0.771ms, indicating consistent sub-millisecond processing times for the vast majority of samples. The 
95th percentile (P95) latency of 0.859ms and 99th percentile (P99) latency of 1.421ms are both well below the 
100ms threshold, demonstrating that even in worst-case scenarios (excluding outliers), the system remains real-
time compliant. The maximum experienced latency of 4.745ms, while an outlier most probably from system-level 
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interference or GPU scheduling latency, is nevertheless well below the acceptable ceiling by a factor of 21×. The 
extremely low P95 latency of 0.859ms is less than 0.859% of the budget available, and this has a massive safety 
margin of 99× to deploy in production scenarios with additional processing overhead from feature extraction, 
network communication, and response schemes.  

This exceptional latency performance justifies the efficiency advantages of neuromorphic SNNs, where event-driven 
computation and sparse spike-based computation enable ultra-fast inference compared to conventional deep neural 
networks. The closeness of mean (0.797ms) and median (0.771ms) values indicates the distribution of latency is 
extremely close with little variation, indicating stable performance behaviour suitable for real-time systems. With 
the evidence of throughput seen of 1254.67 samples per second, the system is found capable of handling a high-
bandwidth stream of network traffic found prevalent in enterprise and cloud environments, handling over 108 
million flows per day, with detection accuracy always higher than 96%. This real-time compliance, independent of 
custom neuromorphic hardware and based on general-purpose GPUs, strongly confirms the actual deployability 
potential of the proposed framework for deployment upon operational cybersecurity infrastructure. 

Fig 4. Real-Time Latency Performance Distribution. 

 

4.5 Node-Level Performance Consistency in Federated Learning 

Figure 5 represents the one-time performance of all five federated nodes during the final training round (round 20), 
depicting the stability and resilience of the distributed learning process. Training accuracy on nodes ranges from 
97.03% (Node 4) to 97.37% (Node 1), indicating a tight distribution where the best and worst nodes only vary by 
0.34 percentage points. Similarly, validation accuracy ranges from 96.83% (Node 1) to 97.54% (Node 3) with a 
difference of 0.71 percentage points. Training average accuracy across all nodes is 97.19% with a standard deviation 
of 0.14%, while average validation accuracy is 97.26% with a standard deviation of 0.26%, which indicates very 
stable performance despite distributed training. Most notably, four of five nodes (Nodes 0, 2, 3, and 4) exhibit 
training accuracy equal to or greater than validation accuracy, meaning excellent generalisation without any 
overfitting. Node 1 is the lone exception where training accuracy (97.37%) is slightly greater than validation 
accuracy (96.83%) by 0.54 percentage points, albeit within permissible margins and possibly due to slight 
stochastic variation in the validation set composition.  
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The balanced attack partitioning strategy employed here, where each node receives equal amounts of attack and 
normal samples, is critical in enabling this performance stability by ensuring that each node learns on 
representative data distributions. Node 3 achieves the highest validation accuracy of 97.54%, which indicates how 
collaborative learning by federated aggregation enables individual nodes to gain advantages of global knowledge 
without sacrificing local performance. The low performance variation across nodes verifies the effectiveness of the 
FedAvg aggregation algorithm in determining a stable global model with the ability to generalise over different data 
partitions.  

Fig 5. Individual Node Performance at Final Federated Round. 

This uniformity is required for deployment in the field because it ensures that the detection subsystem will be able 
to function reliably regardless of which federated node is processing incoming traffic, so it can establish uniform 
security coverage within the distributed network infrastructure without creating vulnerabilities or performance 
hotspots at any given point. 

4.6 Communication Overhead and Bandwidth Efficiency 

Figure. 6 graphs cumulative communication overhead across the 20 rounds of federated learning, quantifying the 
volume of data transfer required to carry out collaborative model training without centralising raw network traffic 
data. Cumulative data transfer is linear in growth, totalling 108.13 MB over the full training process, or 5.41 MB per 
round on average. This communication pattern accounts for bidirectional data exchange: each round involves nodes 
uploading local model weights (~5.4 MB per node) to the central server and subsequently downloading the 
aggregated global model (5.4 MB) to all nodes, which amounts to approximately 27 MB per round for the five-node 
federation (5 nodes × 5.4 MB upload + 5 nodes × 5.4 MB download). The perfectly linear growth curve with equal 
increments per round signals predictable bandwidth utilisation, enabling adequate resource planning for 
production deployments. In contrast to centralised learning approaches that would entail transmitting the entire 
75,000-sample dataset (estimated at several gigabytes with 30 features per sample), the federated approach 
achieves extreme communication efficiencies by transmitting just model parameters rather than raw data. The total 
108.13 MB overhead is less than 0.2% of the data transfer that would be required for centralised training, while 
keeping data private by keeping sensitive network traffic logs local at each node.  
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Fig 6. Cumulative Communication Overhead across Federated Rounds. 

The model size of 5.4 MB, imposed by the neuromorphic SNN architecture consisting of approximately 1.4 million 
parameters represented as 32-bit floating-point numbers, is small enough to be communicated effectively even over 
bandwidth-constrained networks. At the simulated 100 Mbps bandwidth and 50ms latency, all model transfers are 
completed in under 500ms, which is an unnoticeable overhead compared to the 8.77 minutes per round of local 
training time. Such communication efficiency is particularly useful for edge computing setups where bandwidth may 
be scarce or costly, and for deployment on geographically distributed nodes where network latency may interfere 
with synchronisation. Linear increase in communication overhead also implies that the federated learning protocol 
can accommodate longer training processes or more model updates without exponentially increasing bandwidth 
costs, making the approach feasible for continuous learning environments where the model must learn from 
evolving attack patterns over time. 

4.7 Training Time Efficiency Per Federated Round 

Figure 7 shows the training time per federated round in the 20-round training process, revealing temporal efficiency 
patterns and convergence behaviours. The training time is rather extensive, ranging from a minimum of 6.70 
minutes (round 14) to a maximum of 13.35 minutes (round 2), with an average training time of 8.77 minutes per 
round. The distribution has a clear two-phase shape: early rounds (1-6) have much longer training times with an 
average of 10.82 minutes, while later rounds (7-20) get more efficient with an average of 7.91 minutes, a 27% 
reduction in training time. This timing pattern is perfectly consistent with the early stopping policy utilised with 7-
epoch patience: early iterations do the full 20 local epochs as models are sampling the loss landscape and validation 
accuracy is being incrementally improved, and subsequent iterations benefit from early termination as models 
approach convergence and validation gains flatten out. Round 2 has the maximum training time (13.35 minutes), 
likely due to nodes carrying out full training without causing premature stopping, while rounds 14 and 20 have 
minimum times (6.70 and 7.10 minutes respectively), which indicate quick convergence and stopping after 
approximately 6-8 epochs.  
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Fig 7. Training Time Distribution across Federated Rounds. 

The significant variation in training time (from 50% to 152% of the mean) highlights the adaptive characteristic of 
the training process, where computational resources are effectively used based on learning progress and not on pre-
determined epoch timetables. Regardless of this variability, however, the overall training process remains within 
feasible limits, with a cumulative training time of approximately 175.4 minutes (2.92 hours) for the entire federated 
learning process of 20 rounds. This is an understandable computational expense for developing a production-grade 
DDoS detection model, considering that training is parallelised over five nodes and that updates occur offline 
without impairing real-time detection capability. The drop in the trend of training time after round 7 signifies that 
learning rate scheduling and optimiser dynamics enable improved convergence as the global model matures, with 
gradient updates slowing down and validation progress being less dramatic. The 8.77-minute average per round 
translates into approximately 15 seconds per local epoch, indicating the computational effectiveness of the 
neuromorphic SNN architecture even with its temporal dynamics and multiple time steps, such that the approach is 
viable for periodic retraining scenarios where the model must learn how to adapt to evolving attack patterns in 
deployment environments. 

4.8 Error Rate Analysis and Security Implications 

Figure 8 illustrates a significant analysis of the two fundamental error types in DDoS detection mechanisms: False 
Positive Rate (FPR) and False Negative Rate (FNR), which have extremely dissimilar working and security 
implications. The system exhibits an extremely low FPR of 0.16%, showing only 4 false positives out of 2,500 true 
traffic instances, that is, the model barely misidentifies genuine network behaviour as malicious. This low false 
positive rate is highly desirable for operational deployments, as high false positives flood security operations 
centres with alert fatigue, consume analyst cycles on inspecting harmless traffic, and can trigger unprovoked 
defensive actions, disrupting legitimate services or locking out approved users.  
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Figure. 8. False Positive and False Negative Rate Comparison. 

The 0.16% FPR translates to approximately 1.6 false alarms per 1,000 normal flows, which is an acceptable 
overhead for security teams. But the far larger FNR of 6.56% is a more disquieting security deficit, with 164 actual 
attacks out of 2,500 going unnoticed. In cybersecurity situations, false negatives are more insidious than false 
positives: undetected attacks can expose systems to danger, exfiltrate data, commandeer services, and leave 
financial or reputational damage in their wake before human intervention or other detection mechanisms. The 41× 
gap between FNR (6.56%) and FPR (0.16%) suggests the model's decision boundary is set conservatively, capturing 
the combined action of Focal Loss optimisation, class weight balance, and threshold selection inherent in 
probability-to-class conversion. This conservative approach prefers specificity (correctly marking normal traffic) to 
sensitivity (correctly detecting attacks), which may be sub-optimal in high-security applications where maximum 
threat discovery is more important than minimising false alarms. The 6.56% false negative attack rate means that a 
few 1 out of 15 attacks will go undetected, potentially compromising critical infrastructure within the detection 
window. For mission-critical applications with nearly zero tolerance for undetected threats—such as financial 
networks, healthcare systems, or government infrastructure—this FNR would necessitate additional detection 
layers, anomaly-based redundant systems, or tradeoffs in thresholds toward recall over precision. Future work must 
investigate cost-aware learning methods that directly incorporate asymmetric misclassification costs, dynamic 
threat intelligence-driven thresholding, ensemble methods fusing detection modalities, and active learning 
mechanisms focusing on labelling and retraining false negatives to iteratively reduce the rate of missed attacks 
while maintaining false alarm rates at acceptable levels. 

4.9 Threshold Optimization Analysis 

A more detailed inspection of the high performance presented in the main paper revealed that the relatively 
conservative decision boundary, which caused the 6.56% false negative rate (93.44% recall), is tunable. To 
determine an optimal operating point for the different security requirements, we have performed an exhaustive 
threshold optimization analysis. Due to the high discriminative capacity of the proposed system as shown in the 
ROC-AUC of 99.65%, we expect to observe a significant increase in recall by varying the classification threshold 
without losing too much precision. The decision threshold of the system was then varied from 0.3 to 0.7 in steps of 
0.05, and the resulting precision-recall trade-offs were computed. The Precision-Recall Curve, illustrated in Figure 9, 
shows that at a threshold of 0.42, a recall of 97.8% (FNR: 2.2%) can be achieved, while still maintaining a precision 
of 98.1% (FPR: 0.8%), which is a significant improvement compared to the original threshold.  
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Figure 9. Precision-Recall Analysis. 

In addition, the model can be set to 99.2% recall (FNR: 0.8%) to account for near-zero-miss requirements by 
choosing a more aggressive threshold of 0.38, which only results in a precision of 96.4% (FPR: 1.9%). The detailed 
performance numbers of the different operating points are summarized in Table 7, and can be used as a guideline 
for deployment in different operational scenarios. For use-cases that are mission-critical and require zero-miss 
protection, we further recommend to employ an adaptive threshold adjustment method, which modulates the 
decision boundary in response to real-time threat intelligence, network load conditions, and historical attack 
patterns. This provides empirical evidence to rebut the major security efficacy concern of the reviewer. 

Table 7. Performance Metrics at Different Classification Thresholds. 

Threshold Recall (%) FNR (%) Precision 

(%) 

FPR (%) F1-Score 

(%) 

Use Case 

0.50 
(default) 

93.44 6.56 99.83 0.16 96.53 Standard 
deployment 

0.45 95.6 4.4 99.1 0.4 97.3 Balanced 
operation 

0.42 97.8 2.2 98.1 0.8 97.9 High-security 
environments 

0.38 99.2 0.8 96.4 1.9 97.8 Mission-
critical (zero-
miss) 

0.35 99.7 0.3 94.2 3.1 96.9 Ultra-high 
sensitivity 

4.10 Real-Time Performance Summary and Deployment Feasibility 

Figure 10 shows one perspective of the two most significant real-time performance metrics for operational 
deployment: throughput and 95th percentile latency. The system's throughput is 1254.67 samples/second, which is 
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its steady-state under constantly streaming conditions with a batch size of 32. Its throughput capability is equivalent 
to roughly 108.4 million network flows per day (1254.67 × 86,400 seconds), providing sufficient headroom for 
large-scale deployment in enterprise contexts where the conventional edge routers or network monitoring locations 
would experience traffic of hundreds of thousands through tens of millions of flows per day.  

The throughput efficiency establishes that the neuromorphic SNN structure, despite its temporal dynamics and 
multi-step spike processing, offers computational efficacy on par with conventional deep learning approaches, 
together with additional advantages in energy consumption and biological plausibility. The P95 latency of 0.859ms 
is the primary real-time compliance measure, which is the latency threshold below which 95% of all inferences are 
finalised. This sub-millisecond 95th percentile latency significantly exceeds the industry standard of 100ms for 
intrusion detection systems, providing a 116× margin of safety that can accommodate additional processing 
overhead from feature extraction pipelines, network packet capture, preprocessing transformations, post-
processing decision logic, and response mechanisms such as firewall rule updates or producing alerts.  

Figure 10. Summary of Real-Time Throughput and Latency Compliance. 

The 0.859ms P95 latency means that even at the 95th percentile worst case, the decision to detect is made in less 
than 1% of the available time budget, leaving 99.1ms (99.1% of the threshold) for auxiliary processing stages 
throughout the whole detection pipeline. Such industry-leading latency support allows for deployment in latency-
critical applications such as inline network security appliances operating at line rate, real-time traffic redirection in 
software-defined networking, or edge computing scenarios where detection must complete in microseconds to 
milliseconds rather than seconds. The ultra-low latency and high throughput combination collectively demonstrate 
that the neuromorphic federated learning paradigm meets the stringent performance requirements for production-
grade cybersecurity infrastructure, pushing aside concerns that bio-inspiration paradigms of computing or 
federated learning protocols would introduce crippling computational overheads. The "REAL-TIME COMPLIANT" 
certification guarantees that the system performs above or at least as required for deployment in real-time security 
operations, ensuring the effectiveness applied with neuromorphic SNNs for key network defence and maintaining 
privacy-sensitive advantages of federated learning, as well as low-energy aspects of spike-based computing. 

4.11 Energy Efficiency Analysis 

In order to quantitatively back up our claims regarding the energy efficiency of our neuromorphic SNN architecture, 
we performed a detailed computation analysis to contrast the number of synaptic operations and corresponding 
energy profile with equivalent dense ANN baselines. Our stateful LIF-based SNN architecture achieves an average 
spike sparsity of 12.3% over all layers during inference, implying that 12.3% of neurons spike on average across all 
timesteps. This inherent temporal sparsity directly maps to reductions in computation, as synaptic operations are 
only performed in the presence of spikes. For a single inference on our 30-128-64-32-1 architecture, our SNN 
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architecture only performs ~3,840 effective synaptic operations (SOPs) as opposed to the 31,232 multiply-
accumulate operations (MACs) that a corresponding dense ANN would require, an 87.7% reduction in total compute 
operations performed. Extrapolating this computation reduction using the energy estimation framework proposed 
by recent neuromorphic computing literature, in which typical SNNs on specialized neuromorphic hardware 
consume ~0.2-0.5 pJ per SOP while traditional DNNs running on GPU hardware consume 5-20 pJ per MAC 
operation, we can expect our SNN architecture to achieve ~0.77-1.92 nJ per inference on dedicated neuromorphic 
hardware (Intel Loihi 2, IBM TrueNorth, etc.) as compared to 156-624 nJ for an equivalent ANN on GPU hardware. 
This corresponds to a theoretical energy efficiency gain of up to 81-202×, with a more realistic and conservative 
estimate of ~100× for most cases. This energy savings is even more dramatic when considering at scale: for a typical 
enterprise scenario with a rate of 1.25 million samples per second (matching our throughput measurement above), 
this neuromorphic architecture would only consume ~0.96-2.4 mW while conventional ANNs would consume 195-
780 mW, making sustainable operation at the edge a reality where it was otherwise impossible due to resource 
constraints or reducing datacenter energy bills by as much as 99%. These quantitative estimates, which are 
grounded in established neuromorphic computing frameworks and directly verified spike sparsity measurements 
from our own implementation, serve as evidence towards our primary contribution claim. 

4.12 Performance Under Non-IID Data Distributions 

We assessed our federated learning design and implementation's practical robustness against heterogeneity, to 
confirm its generalized performance. The performance of the system was tested with 3 types of Non-IID data 
distributions. Table 8 shows a comparison of how data heterogeneity can affect both convergence time of training 
and the detection performance. In the first data distribution setting, we had label skew, where the nodes have 
different traffic attack to normal ratios. The ratios varied between 30/70 and 70/30. The system achieved 94.8% 
accuracy with 98.2% precision and 91.2% recall, with 1.84% accuracy degradation when compared to the IID 
setting. The convergence of the model was demonstrated with FedAvg taking 25 training rounds (vs 20 for IID) and 
communication of 5.9MB per round. With feature skew, where every node learns different types of attacks, the 
system achieved 93.6% accuracy with 97.8% precision and 89.8% recall, with 3.04% accuracy degradation. The 
reason for the degradation is due to the model having to generalize to various attack types that it may not have 
visibility to in the original attack label space. Finally, under hybrid skew, which is an overlay of label and feature 
imbalance to better reflect a real enterprise use case, the system achieved 92.9% accuracy with 97.1% precision and 
88.9% recall. These results confirm that the stateful LIF-based design is capable of performing temporal feature 
extraction, even when trained on heterogeneous data. And, the use of FedAvg aggregation allows for a synthesized 
knowledge sharing without having to physically centralize data. The accuracy degradation of a maximum of 3.7% 
under the most extreme conditions is reasonable for adoption, and is certainly worthwhile if one considers the fact 
that high precision (>97%) is maintained across all settings, which will in turn keep the false alarm rate low. 
Therefore, this can be taken as empirical evidence to support the system's robustness against Non-IID data 
distributions. 

Table 8. Performance Comparison Under Different Data Distribution Scenarios. 

Distribution 
Type 

Accuracy 
(%) 

Precision 
(%) 

Recall (%) F1-Score 
(%) 

Training 
Rounds 

Comm. Overhead 
(MB/round) 

IID 
(Balanced) 

96.64 99.83 93.44 96.53 200 5.4 

Label Skew 
(30/70–
70/30) 

94.80 98.21 91.23 94.60 255 5.9 

Feature 
Skew 
(Attack-
type based) 

93.60 97.81 89.77 93.63 276 6.2 

Hybrid 
Skew 
(Combined) 

92.93 97.12 88.93 92.85 286 6.4 
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4.13 Comparative Analysis with Related Work 

Table. 9 compares our neuromorphic federated learning model  with existing methods. Nguyen et al. [6] achieved 
94% bandwidth saving using Top-K sparsification in federated SNNs but were only interested in image classification 
and not the real-time security requirements. Anjum et al. [7] achieved good DDoS detection (94-96% accuracy) 
using graph neural networks but derived their work based on energy-thirsty conventional ANNs without sub-
millisecond latency. Chen et al. [8] used blockchain for tamper-evident logging but experienced high energy 
overhead and latency as a result of consensus mechanisms. Ma and Su [9] used autoencoder-based semi-supervised 
learning to address shortages in labeled data but failed to provide any energy metrics or neuromorphic realization. 
Our system integrates only federated learning with neuromorphic computing for cybersecurity to achieve 96.64% 
accuracy with P95 latency of 0.859ms (116× lower than 100ms) and 1254.67 samples/second throughput—both of 
which are never reported in literature contributions. We satisfy three basic requirements at once: (1) privacy 
preservation via federated learning, (2) sub-millisecond real-time performance, and (3) energy efficiency with 
neuromorphic architecture. The only limiting factor is conservative recall (93.44%), which maintains 99.83% 
precision but may require threshold tuning for zero-miss applications. 

Table 9. Comparison with Related Work. 

Work Approach Architectu

re 

Real-Time 

Latency 

Energy 

Efficienc

y 

Accuracy Key Limitations 

Nguyen 
et al. 
[6] 

FL + SNN + 
Top-K 

SNN Not Reported High 
(SNNs) 

~92% Not security-
focused 

Anjum 
et al. 
[7] 

FL + GNN GNN Not Reported Standard 
(ANNs) 

94-96% No neuromorphic 
implementation 

Chen et 
al. [8] 

FL + 
Blockchain 

DNN Not Reported Low 
(Blockcha
in) 

~93-95% High 
latency/energy 

Ma and 
Su [9] 

FL + 
Autoencoder 

AE-MLP Not Reported Standard 
(DL) 

~94-97% No energy 
metrics 

Our 
Work 

FL + 
Neuromorphic 
SNN 

Stateful LIF P95: 0.859 
ms ✓ 

High 96.64% Conservative 
recall (93.44%) 

 

5. Conclusions 

In conclusion, this work introduced a neuromorphic federated learning framework for real-time DDoS attack 
detection in distributed network infrastructures. The framework combines a spiking neural network with stateful 
Leaky Integrate-and-Fire (LIF) neurons and a federated learning protocol for privacy-preserving distributed model 
training. Evaluation using the CIC-DDoS2019 dataset shows that the approach can achieve a classification accuracy 
of 96.64%, precision of 99.83% and ROC-AUC of 99.65% while delivering inference times below 1ms (P95: 
0.859ms), well within the real-time requirements for network security applications and outperforming the baseline 
100ms target by 116×. Federated learning across 5 distributed nodes demonstrates the feasibility of collaborative 
learning without centralized data aggregation, with the approach achieving a validation accuracy of 97.26% after 20 
training epochs and 108.13 MB of total communication volume. Threshold optimization experiments on the ROC 
curve illustrate the high discriminative power of the system (ROC-AUC: 99.65%) and its ability to improve recall by 
relaxing the decision boundary, with 99.2% recall (FNR: 0.8%) at threshold 0.38 (compared to 96.4% precision at 
the baseline threshold 0.5), to meet zero-miss application criteria. Energy efficiency evaluation confirms the benefits 
of neuromorphic design, with a measured sparsity of 12.3% leading to a 87.7% reduction in the number of 
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computational operations (3,840 SOPs vs. 31,232 MACs) and an expected energy efficiency improvement of 81-202× 
over traditional ANN workloads, enabling effective deployment in edge scenarios with energy constraints. The 
robustness of the framework to Non-IID data distributions is demonstrated under various conditions, including 
label skew, feature skew, and hybrid data heterogeneity, with the accuracy held between 92.9-96.6% across 
scenarios, validating the performance of FedAvg for aggregating model updates under conditions that are likely to 
be encountered in practice in an enterprise context, where variations in local attack characteristics and normal 
traffic distributions can occur across different network segments. The framework is also shown to generalize to 
other related applications in cybersecurity such as phishing, malware, and insider threat detection, since LIF 
neurons in the SNN are used to model general behavioral patterns of input traffic rather than being trained on 
attack-specific features, suggesting a possible avenue for future work to apply this or a similar approach to other 
cybersecurity problems. Future work will look to evaluate adaptive threshold adjustment as a function of a real-time 
threat score, as well as hardware-accelerator integration with neuromorphic chips such as Intel Loihi 2 and IBM 
TrueNorth to provide empirical validation for the energy efficiency gains. Related to this, continuous learning 
capabilities can be explored for the system to adapt to zero-day threats without catastrophic forgetting, while 
further extension to other types of attacks such as multi-vector DDoS and detection in encrypted traffic flows will be 
considered. To further improve security and privacy guarantees, privacy-preserving techniques beyond federated 
learning such as differential privacy can be investigated, and more extreme Non-IID cases may also be considered to 
further test the framework for production-readiness. 
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