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ARTICLEINFO ABSTRACT

The rapid evolution of malware through the use of obfuscation techniques and continuous runtime
behavior mutation has made traditional signature-based detection mechanisms much less effective, making
there is a dire need for adaptive and deployable malware detection solutions. In response, behavioral
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behavior, a lot of the existing approaches are limited to API level features and are not strongly linked to the
practical detection tools used in real-world environments. This paper proposes a hybrid malware detection
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4 framework using CNN-LSTM-based behavioral modelling and contextual intelligence using the Hybrid
. Analysis platform. The system takes execution level API call sequences and augments them with light-
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weight external features such as threat score and antivirus detection counts to make the classification
. robust and reduce ambiguity in decision making. Furthermore, the learned behavioral patterns are then
Cybersecurity translated into dynamically generated YARA rules for interpretable and practical deployment, not limited
to black box classification. The proposed framework is evaluated with a well-established academic data set
Deep Learning created by combining the MalBehavD-V1 and Oliveira API call sequence datasets with 3500 samples.
Experimental results show that the accuracy of hybrid CNN and LSTM reach 95.43% with only API
CNN-LSTM sequences, and reach 97.49% when incorporating Hybrid Analysis features and combining the two sets of

accuracy will be clearly improved, the discriminative effect will be improved as shown in the AUC metric.
These results show that the fusion of deep learning-based behavioral analysis with external contextual

Dynamic YARA Rules
intelligence is an effective and deployable malware detection solution which supports dynamic YARA rule
eneration.
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1. Introduction
The constant change in the malware, which is due to obfuscation techniques, polymorphism and the frequent
mutation of the codes, has severely degraded the efficiency of the old signature-based and heuristic security
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mechanisms. As contemporary malware behavior undergoes more modifications during execution, the reliability of
static detection methods becomes limited, thus providing the need to develop more adaptive and behavioral aware
cybersecurity solutions for real-world deployment [1]. In this context, behavioral malware analysis has become a
promising alternative, in particular methods that model program execution in terms of the sequence of API calls.
Recent development in the field of deep learning has only further reinforced in this direction where models like
Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks have shown great
capability in learning sequential patterns as well as learning the complex behavioral characteristics associated with
malicious activities [2].

Despite their effectiveness, many systems used for malware detection based on deep learning are still restricted in
their practical applicability. Several studies are based on computationally expensive preprocessing methods, such as
images of executable files, that raise processing overhead, while losing important behavioral semantics. Other
methods use complex architectures such as transformers-based models which are computationally expensive and
take a long time to train, which makes them unsuitable for deployment in resource-constrained environments [3].
Furthermore, most deep learning models are black box systems and have limited interpretability and little
integration with operational cybersecurity tools, which leads to low trust and low adoption in practice [3].

A review of the existing literature shows that a considerable part of the existing research addresses malware
detection from a narrow perspective. Many works only apply the API call sequence modeling without introducing
other external contextual information that would improve decision reliability and decrease ambiguity [1], [2]. On
the other hand, rule-based detection mechanisms, e.g., YARA, are often manually built with static signatures; this
restricts their adaptability to changes in the malware behavior and new forms of attacks [4], [5]. Although hybrid
methods meeting the needs of both machine learning and rule-based detection have been approached, automatic
and dynamic generation of YARA rules directly from the outputs of deep learning models has not been sufficiently
studied [4].

To overcome these shortcomings, this paper proposes a hybrid malware detection framework based on CNN--
LSTM-based behavior analysis and on dynamically generated YARA rules with the support of contextual intelligence
provided by the Hybrid Analysis platform. The proposed system models call sequences of APIs to capture the
runtime execution behavior and augments them with lightweight external features, called threat scores and antivirus
detection counts, which have a complementary contextual understanding that also do not cause heavy computational
overhead. By adding both behavioral and outside information, the framework improves classification robustness
whilst keeping the architecture light in size and scalable enough for practical deployment.

The proposed approach is examined by using a well-established academic dataset created by combining the
MalBehavD-V1 dataset with the Oliveira API call sequence dataset, consisting of 3,500 samples. Two experimental
configurations are considered: an API-only configuration used to establish baseline behavioral performance, and an
enriched configuration in which Hybrid Analysis features are incorporated to evaluate the effect of these features on
detection accuracy and reliability. In addition, a series of optimization methods such as dropout, token-level
dropout, batch normalization, L2 regularization, adaptive learning rate scheduling using AdamW and stratified data
splitting are systematically used to enhance the training stability and prevent overfitting. The results of the trained
deep learning model are then converted to dynamic and interpretable YARA rules to bridge the gap between high
accuracy behavioral detection and deployable rule-based detection.

The major contributions of this work can be summarized as follows:

(i) a hybrid CNN-LSTM malware detection framework that used API call sequence modeling and external features
from Hybrid Analysis, (ii) an empirical evaluation that showed the performance boost that came from the contextual
feature integration, (iii) an automated pipeline for dynamic YARA rule generation based on the learned behavioral
patterns, and (iv) a lightweight and efficient design that evades computationally expensive methods like image-
based and transformers-heavy approaches while remaining suitable for real-world cybersecurity environments.

The rest of this paper is structured as follows. Related work on behavioral malware detection and hybrid
approaches for malware detection is reviewed in Section 2. Section 3 explains the proposed methodology, from the
construction of the dataset, processing of features and model architecture. Section 4 presents the experimental
setup and results of the evaluation. The findings and their practical implications are discussed in Section 5. Finally,
Section 6 concludes the paper and specifies the future research directions.
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1. Related works

Deep learning-based malware detection has been a hot topic in the research community in recent years, especially
with the growing trend of modern malware to incorporate obfuscation, polymorphism, and runtime behavior
manipulation, which seriously compromises the security of malware detection through traditional signature-based
and heuristic methods [1], [2]. As a result, behavioral analysis through dynamic representations such as API call
sequences has become an effective alternative, allowing models to capture execution level characteristics which are
hard to evade. Among behavioral methods, hybrid architectures based on the Convolutional Neural Networks
(CNNs) and Long Short-Term Memory (LSTM) networks have demonstrated a good performance in modeling the
sequential behavior of malware. Karat et al. [6] suggested CNN-LSTM-based framework for malware detection
based on analysis of API call sequences obtained by dynamic monitoring tools. Their model resulted in an accuracy
of about 96% which shows the power of combining convolution feature extraction with temporal modelling.
However, the research was based on a relatively small dataset consisting of around 2,500 samples and was GPU-
intensive to train, and its reliance on specific monitoring tools limited its reproducibility and large-scale
deployment. Li et al. [7] proposed in-depth behavioral malware detection framework by combining the 1D-CNN-
based representation of APIs with the semantic chain modeling and BiLSTM networks. The accuracy was 97.31%
and F1-score was 0.97 on a dataset containing about 43,000 samples obtained using Cuckoo Sandbox. Despite these
results, the model demonstrated significant degradation in performance on new malware samples, indicating that
the model is sensitive to concept drift. In addition, the complexity of semantic feature engineering was reducing the
scalability and posing challenges for practical deployments. Other research delved into deeper and more intricate
architectures of deep learning. Maniriho et al. [1] proposed an early detection system for malware by analyzing
short prefixes of API call sequences using a combination of GPT-2 based sequence prediction and DistilBert-BiGRU
classifiers. Although the framework was able to achieve an accuracy close to 96% and was effective for early-stage
detection, the use of large language models made computational cost a significant factor, as well as the fact that
long-term behavioral dependencies could not be modeled very well. Similarly, CAFTrans [8] is a transformer-based
malware detection system that uses API call frequency and channel-level features, the approach gained only
moderate performance (F1-score = 0.65; AUC = 0.79), mostly because of poor temporal modeling and the use of an
old dataset. Beyond behavioral sequence modeling, there have been works in which alternative representations of
data are explored. The authors of the paper Alshomrani et al. [3] introduced the explainable hybrid model using
ConvNeXt and Swin Transformer architectures to perform visual malware classification with image representations
of binaries. Although the model achieved accuracy values of between 94% and 98% with various benchmarking
datasets, the conversion of binaries to images imposed a large preprocessing overhead, while the transformer-based
architecture imposed a high computational cost, restricting the use case to lightweight behavioral analysis contexts.
In parallel with classification-based approaches automated generation of YARA rules has received attention as a way
of improving rule-based malware detection systems. Coscia et al. [4] presented APIARY, an API-driven framework
for the automatic generation of YARA rules, based on the identification of discriminative API patterns from static
and dynamic analysis data, APIARY achieved strong performance in detection with best accuracy close to 97.9%.
However, the approach uses a statistical feature selection and rule optimization primarily and does not use deep
learning-based temporal modeling, which limits the ability to capture complex behavioral dependencies. Similarly,
Zhang et al. [5] proposed RULELLM, an approach for automatically generating YARA and Semgrep rules from source
code and metadata using large language models. While the results were promising, the approach has high
computational overhead, a risk of hallucinations, and was primarily focused on static analysis and not dynamic API
sequence modeling. A broader outlook on the subject of deep learning-based malware detection was presented by
Song et al. [2], which is a thorough survey of 363 publications. Their analysis revealed more persistent difficulties,
such as the lack of standardized datasets, poor cross-domain generalization, and poor model interpretability.
However, as a survey work, no concrete solution at the system level and no framework for deployment were
proposed. A consolidated comparison of most representative and relevant studies discussed above highlights the
fact that existing CNN--LSTM based approaches exhibit strong capability in modeling the call sequence of API but
often suffer from limitations in data sets, high computational cost, or poor combination with practical detection
mechanisms. On the other hand, automated YARA-based systems do offer deployable rule-based detection, but
usually lack deep learning-based temporal modeling of behavioral data. In contrast to previous projects, the new
proposed framework combines CNN-LSTM-based behavioral modeling of API call sequences with contextual
intelligence gathered from the Hybrid Analysis platform and the new concept of an automated pipeline of dynamic
YARA rule generation from the learned behavioral patterns. This unified design bridges the gap between high
accuracy deep learning-based behavioral analysis and practical and interpretable and deployable YARA-based
malware detection.
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2. Proposed hybrid cybersecurity system

The system architecture of the proposed hybrid cybersecurity system is shown in Figure 1. The system is designed
as a modular and flexible system that combines deep learning based behavioral analysis with dynamic YARA rule
generation to deliver accurate and deployable malware detection. Its design supports several experimental
configurations with a clear separation of behavioral feature learning and the integration of contextual intelligence.

The workflow starts with the selection of the dataset depending on the objective of the experiment. In this work, the
use of two closely related datasets is made. Dataset 1 is a small-scale academic benchmark dataset that is built by
combining the MalBehavD-V1 dataset [9] with the API call sequence dataset proposed by Oliveira [10]. This dataset
is built with 3500 samples with a nearly equal distribution of malware and benign software. It contains just
behavioural API call sequences and is the baseline dataset for testing the effectiveness of deep learning models with
API-based behavioural features only. Dataset 2 is directly based on Dataset 1 by enhancing the same samples with
other contextual attributes obtained through the Hybrid Analysis platform. These attributes are threat-related
scores, antivirus detection scores, verdict information, file type, and file size. Dataset 2 is specifically designed to
evaluate the effect of combining external behavioral intelligence and API sequence modeling in a unified deep
learning framework.

Following the selection of a dataset, the system moves to the data preprocessing stage which involves making the
inputs ready for deep learning-based analysis. This stage includes the conversion of sequence of API calls into
numerical form, normalizing of sequence length through padding or truncating, and handling of missing values. For
Dataset 2, external Hybrid Analysis features are further normalized so that they are compatible with the learning
process. The preprocessing strategy is dataset-specific and is explained in detail in Subsection 3.2.

The learning phase is based on a hybrid deep learning architecture based on Convolutional Neural Networks (CNNs)
and Long Short-Term Memory (LSTM) networks. For Dataset 1, a CNN-LSTM model is used to learn both the local
patterns of API interactions, as well as long-range temporal dependencies in the program execution behavior. For
Dataset 2, a CNN--LSTM fusion architecture is used, such that behavioral API sequences and external Hybrid
Analysis features are handled as parallel branches and merged at some later point. This design allows this model to
learn the intrinsic execution behavior and the contextual intelligence simultaneously without introducing too much
computational overhead.

In the final stage the trained models are evaluated on independent test sets which ensures reliable and unbiased
performance assessment. Standard evaluation metrics are used, such as Accuracy, Precision, Recall, F1-score and
Area Under the Receiver Operating Characteristic Curve (AUC). Furthermore, the superior model trained based on
the Hybrid Analysis - enriched dataset is used to produce dynamic YARA rules. These rules are evaluated
individually to prove that the learned behavioral knowledge can be turned into interpretable and practical
deployable detection signatures. The close correlation between detection performance based on deep learning and
the effectiveness of YARA rules emphasizes the feasibility of the proposed hybrid cybersecurity system.
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Fig. 1 - Overall framework of the proposed hybrid malware detection system integrating deep learning and
dynamic YARA rules.

2.1. Utilized datasets

To evaluate the proposed hybrid malware detection framework, two datasets are close to each other are utilized in
this study. These datasets aim to evaluate behavioral malware detection based on API call sequences and analyze
the effect of incorporating external contextual intelligence acquired from the Hybrid Analysis platform in a unified
deep learning architecture. Both data sets have the same core executable samples, which allows to control and fairly
compare API-only modeling and enriched behavioral analysis.

Dataset 1 is used as the baseline behavioral benchmark and is built by combining two popular academic corpora
used in research on malware detection, namely MalBehavD-V1 dataset [9] and the API call sequence dataset
proposed by Oliveira [10]. The resultant merged data set contains a total of 3500 executable samples, 1762 samples
of malware and 1738 samples of benign programs. Specifically, 2474 samples are taken from the MalBehavD-V1
dataset and 1026 samples are taken from Oliveira's dataset.

Each sample in Dataset 1 is only represented by API call sequences extracted from dynamic execution traces that
represent a consistent and interpretable behavioral profile of software execution. No external contextual or threat
intelligence features are included in this dataset, so it can be used as a baseline for the evaluation of deep learning
models based only on the behavioral information.

Since Dataset 2 is an enriched version of Dataset 1, where the composition of samples remains the same, both
datasets have the same class distribution. The distribution of malware and benign samples for Dataset 1 and the
enriched version, Dataset 2, is shown in Figure 2.
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50%

Malware (1762)

Fig. 2 - Class distribution of Dataset 1 and its enriched variant (Dataset 2 with Hybrid Analysis features),
showing the balanced proportion of malware and benign samples.

The feature representation that is followed for Dataset 1 is based on sequential API call tokens taken from dynamic
execution traces. This representation maintains the time order of the API invocations, and allows the learning
models to register the execution-level behavioral patterns. The structural composition of these API calls sequence is
shown on the Figure 3.

Main columns:

hash: unique sample ID

t_0...t_99: API call
sequence features

malware (class label):

1=malicious, O=benign

Fig. 3 - Feature structure of Dataset 1 based on API call sequences extracted from dynamic execution traces.

Dataset 2 is directly based on Dataset 1 by enriching the same executable samples with external contextual features
retrieved from the Hybrid Analysis system. Along with the API call sequences, Dataset 2 includes sandbox-based
attributes like threat scores, antivirus detection counts, verdict information, file type, and file size. This dataset is
meant to test the impact of combining external behavioral intelligence with API sequence modeling in the context of
a fusion-based CNN-LSTM architecture.

By fusing the results of intrinsic execution behavior with the analysis results of the context, Dataset 2 offers a richer
and more informative representation of malware behavior while retaining the temporal structure of API call
sequences. This enrichment means the proposed enrichment framework can jointly use behavioral and contextual
cues without adding too much preprocessing complexity. The enriched feature structure and its combination with
Call sequence in API are shown in Figure 4.
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Fig. 4 - Structural representation of Dataset 2 combining API call sequences with Hybrid Analysis contextual
features.

The dataset design that is adopted allows for a focused and systematic evaluation of the proposed hybrid system.
Dataset 1 is used to evaluate how effective behavioral malware detection based on API call sequences only is,
whereas dataset 2 checks the contribution of Hybrid Analysis contextual features and supports dynamic YARA rule
generation in the proposed framework.

2.2. Data pre-processing

Effective data preprocessing is an important step to ensure a reliable training of deep learning models and to
guarantee a leakage-free evaluation. Given the diversity in the composition of features between the datasets that
were utilized, a customized but common preprocessing strategy was implemented. The overall objective was to
maintain the semantics of behavior, impose uniform representations of inputs and strictly prevent information
leakage from training, validation, to testing phases.

For Dataset 1 (API-only, 3,500 samples), API call sequences obtained from dynamic execution traces have been
represented using a mixed encoding strategy. Textual API names were converted to unique integers; numeric values
that originally appeared in the sequences were not changed. Calls to rare or previously unseen API calls were
assigned a special unknown token (UNK = 1). Since API sequences varied in length, all samples were made into a
fixed length of 100 API calls. Sequences of shorter length were first padded with a placeholder value (minus 1) to
indicate position values and later replaced with the padding token (PAD = 0). Sequences with more than 100 API
calls were truncated as first 100 API calls. This procedure guaranteed that a homogeneous and sequential
representation is guaranteed for batch-based deep learning training.

For Dataset 2 (API + Hybrid Analysis features), the same API sequence preprocessing steps applied for Dataset 1
were kept in order to keep comparability. In addition, a set of external contextual features, retrieved by calling the
Hybrid Analysis API, was added. Numeric attributes, like threat scores, antivirus detection number, file size, etc.,
were normalized by a two-stage process. First, a logarithmic scaling log(1 + x) was used in order to reduce skewness
for highly variable features. Second, z-score standardization was applied in each feature to obtain the zero mean and
unit variance for each feature.

Categorical attributes, such as verdict information and type of file, were encoded with a Top-K one hot encoding
scheme. The 20 most frequent categories were explicitly represented while all other categories were grouped under
a single "OTHER" category in order to control dimensionality. Missing values in the external features were imputed
from median values calculated from the training split only to avoid data leakage. To retain missingness information,
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binary indicator variables for each external feature were appended in order to allow the model to discriminate

between observed and imputed values.

After preprocessing, all the datasets were partitioned using stratified sampling to preserve the original malware -
benign class distribution. A total of 75% of the data was dedicated to training and validation, and 25% of the data
was set aside as a separate testing dataset. From the training part an internal validation set of 20% was further
separated which was used for monitoring convergence and decision threshold optimization. This hierarchical
splitting strategy ensured a robust evaluation, and prevention of information leakage in a strict manner.

The entire preprocessing workflow that was followed for the proposed system is summarized in Figure 5, while a
comparative view of preprocessing steps involved for the used datasets is presented in Table 1.

Start: Raw Datasets

|
¢

Branch 1: Dataset 1

(API Only - 3,500 Samples)
v

Textual AP calls —
integer encoding

v

Numeric AP values
kept unchanged

Rare or unseen APls
— UNK =1

v

Sequence length standardized
to 100 (truncate / pad)

v

Missing values:
-1->PAD=

|

‘ Output: Clean API call sequences |

v

Branch 2: Dataset 2

(API + Hybrid Analysis Features)

_____ [ !

{  InheritAPI 1 External Features
I preprocessing | (Hybrid Analysis)
| from Dataset 1 1 ¥

1(Same as Branch 1),

Numeric: log(1 + x) +
z-score standardization

¥

Categorical: Top-20 one-hot
encoding, others — OTHER

v

Missing: median imputation
(training split only) +
binary indicators

L_l

| Combine external features with API sequences |

¥

| Output: APl sequences + Hybrid Analysis features |

|

v

I Final Preprocessed Datasets Ready for Deep Learning Models

Fig. 5 - Overview of the data preprocessing workflow for Dataset 1 (API-only) and Dataset 2 (API sequences
enriched with Hybrid Analysis contextual features).

Table 1 - Summary of data preprocessing steps across the utilized datasets

Dataset API Sequence Processing External Feature Processing Missing Value Notes
Handling
Textual API names mapped to
integer IDs; numeric values Missing API
Dataset retained; rare or unseen APIs positions initially Behavioral API
1 mapped to UNK = 1; sequences Not included marked as -1 and features only
standardized to length 100 replaced with PAD = | (baseline dataset).
using truncation and padding 0.
(PAD = 0).
Hybrid Analysis features: numeric Median imputation Combines
attributes normalized using log(1 + x) applied to external behavioral API
Same API sequence followed by z-score standardization; . .
Dataset . . . . features using sequences with
preprocessing as Dataset 1 to categorical attributes encoded using s . : .
2 o . training split only; Hybrid Analysis
ensure comparability. Top-20 one-hot encoding (others binary missing-value contextual
grouped as OTHER); missingness indicators included. intelligence.

indicators added.
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2.3. API call features and representation

Windows API call sequences are used as primary behavioral representation in this work, because they allow one to
have direct insight into the runtime behavior of executable programs without access to their source codes. API calls
record security-related operations such as file operations, registry access, process manipulation, and network
communication, so they are an effective indicator of malicious activity.

As shown in Figure 6, the calls of an API are obtained by dynamic execution in controlled environments and
converted into a uniform representation. Textual API names are transformed into unique integer identifiers and
calls not seen are assigned an unknown token (UNK = 1). To keep them consistent across the samples, all sequences
are fixed to a length of 100 API calls using truncation and padding, where missing positions are represented by a
padding token (PAD = 0).

This integer encoded sequential representation helps to maintain the order of API invocations and is also suitable
for sequential deep learning models. Compared to static features, the API call sequences are more robust against
common obfuscation techniques and offer a small but expressive characterization of program behavior.

Within the proposed framework, the call sequence of API calls describes the behavioral basis for two data sets
(Dataset 1 and Dataset 2). Dataset 1 uses only API sequences while dataset 2 maintains the same representation and
adds contextual features derived from Hybrid Analysis which allows for enriched behavioral modeling without
changing the structure of the sequence itself.

L] Program Execution
Malware and Benign

2% Monitoring Tools
Sysmon, API Monitor,
Sandbox

3 Raw Logs - XML, JSON, TXT

Parsing and Extraction
Extract API call sequences

j¢Integer Mapping
Text APIs to IDs
N3

& Sequence Standardization
Truncate/Pad to length=100

B Final CSV Dataset
t.0...1.99

Fig. 6 - API call sequence extraction and representation pipeline used in the proposed framework.
2.4. Hybrid CNN-LSTM architecture

To successfully model both local and long-range dependencies of the sequences of API calls, the proposed system
has a hybrid deep learning architecture, which merges Convolutional Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks. CNN layers are used to learn local interaction patterns between API calls in temporal
sequence and LSTM to model temporal dependencies in the execution trace. This combination allows for accurate
modeling of behavior without compromising the scalability and practicality of the model.
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3.4.1 Hybrid CNN-LSTM for API-only datasets (dataset 1)

For Dataset 1, which is based solely on the sequences of API calls, samples are represented as fixed-length
sequences of 100 integer-encoded API identifiers. Shorter sequences are padded with a special padding token (PAD
= 0) and rarely or unseen API calls are converted to an unknown token (UNK = 1). The model processes these
sequences through an embedding layer that converts discrete tokens of API that are used to calculate the vector
representation into dense vectors while masking the padded positions.

The embedded sequences are then fed through stacked one-dimensional convolutional ones to extract local patterns
in the behavior, followed by LSTM layers to extract long-term temporal relationships from the execution trace. The
obtained sequence-level representation is then refined with fully connected layers with dropout and batch
normalization after which a sigmoid activated output layer generates the final probability of malware classification.
The architectural setup of this CNN-LSTM model in summarized in Table 2 and shown in Figure 7.

£ API Sequences (IDs)

y 4
Learned API Feature Vector QJ

§Dense Layers J

© Sigmoid Output
Malware vs Benign

Fig. 7 - CNN-LSTM architecture for API-only dataset (dataset 1).

Table 2 - Configuration details of the CNN-LSTM model for API-only datasets (dataset 1).

Layer (Type) Output Shape Param # | Corresponding Block (Aligned with Figure 7)
tokens (InputLayer) (None, 100) 0 API Sequences (IDs)
tokendrop (TokenDrop) (None, 100) 0 API Sequences (Regularization)
embedding (Embedding) (None, 100, 32) 9,856 Embedding Layer
emb_spdrop (SpatialDropoutlD) | (None, 100, 32) 0 Embedding Regularization
rcbl_convl (ConvlD) (None, 100, 64) | 18,496 1D CNN (Block 1)
rcbl_bnl (BatchNormalization) (None, 100, 64) 256 1D CNN (Block 1)
rcbl _relul (Activation) (None, 100, 64) 0 1D CNN (Block 1)
rcbl _dropl (Dropout) (None, 100, 64) 0 1D CNN (Block 1)
rcbl_conv2 (ConvlD) (None, 100, 64) | 36,928 1D CNN (Block 1)
rcbl_proj (ConvlD) (None, 100, 64) 2,112 1D CNN (Residual Path 1)
rcbl bn2 (BatchNormalization) (None, 100, 64) 256 1D CNN (Block 1)
rcbl_add (Add) (None, 100, 64) 0 1D CNN (Residual Merge 1)
rcbl _relu_out (Activation) (None, 100, 64) 0 1D CNN (Block 1 Output)
rcbl_pool (MaxPooling1D) (None, 50, 64) 0 1D CNN (Pooling 1)
rch2_convl (ConvlD) (None, 50, 96) 43,104 1D CNN (Block 2)
rcb2_bnl (BatchNormalization) (None, 50, 96) 384 1D CNN (Block 2)
rcb2_relul (Activation) (None, 50, 96) 0 1D CNN (Block 2)
rch2_dropl (Dropout) (None, 50, 96) 0 1D CNN (Block 2)
rch2_conv2 (ConvlD) (None, 50, 96) 64,608 1D CNN (Block 2)
rchb2_proj (ConvlD) (None, 50, 96) 6,240 1D CNN (Residual Path 2)
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rcb2_bn2 (BatchNormalization) (None, 50, 96) 384 1D CNN (Block 2)

rcb2_add (Add) (None, 50, 96) 0 1D CNN (Residual Merge 2)
rcb2_relu_out (Activation) (None, 50, 96) 0 1D CNN (Block 2 Output)
rcb2_pool (MaxPoolinglD) (None, 25, 96) 0 1D CNN (Pooling 2)

Istml1 (LSTM) (None, 25, 256) | 361,472 LSTM Layer 1

Istm2 (LSTM) (None, 25, 128) | 197,120 LSTM Layer 2

gmp (GlobalMaxPooling1D) (None, 128) 0 Learned API Feature Vector (Aggregation)
gap (GlobalAveragePooling1D) (None, 128) 0 Learned API Feature Vector (Aggregation)
concat_feats (Concatenate) (None, 256) 0 Learned API Feature Vector (Fusion)
feat_drop (Dropout) (None, 256) 0 Learned API Feature Vector (Regularization)
fcl (Dense) (None, 256) 65,792 Dense Layers

fcl_drop (Dropout) (None, 256) 0 Dense Layers

out (Dense) (None, 1) 257 Sigmoid Output (Malware vs Benign)
Total Parameters: 807,265 (3.08 MB)

Trainable Parameters: 806,625 (3.08 MB)

Non-trainable Parameters: 640 (2.50 KB)

3.4.2 Hybrid CNN-LSTM with feature fusion (dataset 2)

For Dataset 2, where the API call sequences are augmented with some contextual features gathered from Hybrid
Analysis, the architecture is extended based on a feature fusion strategy. As shown in Figure 8, there are two parallel
branches in the model. The first branch processes API call sequences with the same CNN - LSTM pipeline described
above and the second branch processes normalized Hybrid Analysis features with fully connected layers with
dropout and batch normalization.

The learned representations from both branches are combined using feature-level concatenation and passed to
subsequent dense layers to get the final classification output. This fusion-based design enables the model to
incorporate intrinsic behavioral patterns and external contextual intelligence jointly, without having to change the
temporal structure of API sequences. The full setup of the fusion model is summarized in Table 3.

Overall, the proposed hybrid CNN-LSTM architecture offers a balanced trade-off between the modeling capacity and
the computational efficiency, which can efficiently detect the malware based on the behavior API sequence alone and
the enriched contextual information if it is available.

£ API Sequences (IDs)

(é} External Features

' Sigmoid Output

Malware vs Benign

Fig. 8 - Hybrid CNN-LSTM architecture with fusion of API-sequence and external-feature branches (dataset
2).
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Table 3 - Configuration details of the CNN-LSTM fusion model (dataset 2).

Layer (Type) Output Shape Param Corresponding Block (from Figure 8)

tokens (InputLayer) (None, 100) 0 API Sequences (IDs)

token_drop (TokenDrop) (None, 100) 0 API Sequences (Regularization)

embedding (Embedding) (None, 100, 32) | 9,824 Embedding Layer

emb_spdrop (SpatialDropout1D) (None, 100,32) | O Embedding Regularization

convld (ConvlD) (None, 100, 64) | 18,496 1D CNN (Block 1)

batch_normalization (None, 100, 64) | 256 1D CNN (Block 1)

re_lu (ReLU) (None, 100,64) | O 1D CNN (Block 1)

dropout (Dropout) (None, 100,64) | O 1D CNN (Block 1)

convld_1 (ConvlD) (None, 100, 64) | 36,928 1D CNN (Block 1)

convld 2 (ConvlD) (None, 100, 64) | 2,112 1D CNN (Residual Path 1)

batch_normalization_1 (None, 100, 64) | 256 1D CNN (Block 1)

add (Add) (None, 100,64) | O 1D CNN (Residual Merge 1)

re_lu_1 (ReLU) (None, 100,64) | O 1D CNN (Block 1 Output)

max_poolingld (MaxPoolinglD) (None, 50, 64) 0 1D CNN (Pooling 1)

convld 3 (ConvlD) (None, 50, 96) 43,104 1D CNN (Block 2)

batch_normalization_2 (None, 50, 96) 384 1D CNN (Block 2)

re_lu_2 (ReLU) (None, 50, 96) 0 1D CNN (Block 2)

dropout_1 (Dropout) (None, 50, 96) 0 1D CNN (Block 2)

convld 4 (ConvlD) (None, 50, 96) 64,608 1D CNN (Block 2)

convld 5 (ConvlD) (None, 50, 96) 6,240 1D CNN (Residual Path 2)

batch_normalization_3 (None, 50, 96) 384 1D CNN (Block 2)

add_1 (Add) (None, 50, 96) 0 1D CNN (Residual Merge 2)

re lu_3 (RelLU) (None, 50, 96) 0 1D CNN (Block 2 Output)

max_poolingld_1 (MaxPooling1D) (None, 25, 96) 0 1D CNN (Pooling 2)

Istm1 (LSTM) (None, 25, 256) | 361,472 LSTM Layer 1

Istm2 (LSTM) (None, 25,128) | 197,120 LSTM Layer 2

global_max_poolingld (None, 128) 0 Learned API Feature Vector (Aggregation)

global_average poolingld (None, 128) 0 Learned API Feature Vector (Aggregation)

seq_pool (Concatenate) (None, 256) 0 Learned API Feature Vector (Fusion)

seq_drop (Dropout) (None, 256) 0 Learned API Feature Vector (Regularization)

seq_fc (Dense) (None, 256) 65792 _Il__earned API_ Feature Vector (Dense
ransformation)

ha_feats (InputLayer) (None, 19) 0 External Features

ha_fcl (Dense) (None, 64) 1,280 Normalization & Encoding

ha_dropl (Dropout) (None, 64) 0 External Features (Regularization)

ha_fc2 (Dense) (None, 32) 2,080 Learned External Feature Vector

fusion_concat (Concatenate) (None, 288) 0 Fusion (Concatenate)

fusion_fcl (Dense) (None, 256) 73,984 Dense Layers (Post-Fusion)

fusion_drop (Dropout) (None, 256) 0 Dense Layers (Regularization)

out (Dense) (None, 1) 257 Sigmoid Output (Malware vs Benign)

Total Parameters: 884,577 (3.37 MB)

Trainable Parameters: 883,937 (3.37 MB)
Non-trainable Parameters: 640 (2.50 KB)

2.5. Training hyperparameters

In order to obtain a fair and controlled comparison of the evaluated models, a unified training configuration has
been adopted over all experiments. The same optimization strategy and training settings were used for both the
API-only CNN- LSTM model (Dataset 1) and Hybrid CNN- LSTM fusion model (Dataset 2) in order to allow
performance differences to be attributed to single inclusion of contextual features from outside the signal

representation rather than the result of difference in training parameters.

All the models were trained with the AdamW optimizer in combination with the cosine learning rate scheduling
strategy Cosine Decay Restarts, which ensures stable convergence and better generalization. A fixed size of 512 was
used for all the experiments to balance between the computation efficiency and the memory usage. Binary Cross-

Entropy loss function was used for the loss function since the malware detection problem is a binary problem.
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In order to mitigate overfitting, dropout was used at several different levels of the network, such as the embedding
layers, LSTM layers, and fully connected layers. In particular, recurrent dropout was used within the LSTMs parts
with dropout rates varying between 0.30 and 0.35, in order to provide further regularization without impairing the
convergence process.

For separation of data, stratified sampling has been applied to maintain the distribution of malware and benign
classes. Each data set was divided with 75% for training and testing, and 25% of the data set was for independent
testing. From the training portion, 20% was additionally set aside as an internal validation set for monitoring the
convergence and picking decision thresholds. Alternative split ratios were investigated during the preliminary
experiments but did not provide better stability, and the configuration adopted always ensured evaluation without
leakage.

A summary for the training hyperparameters used for both model variants are presented in Table 4, which
demonstrates that the same training settings were kept across the API-only and hybrid architectures.

Table 4 - Training hyperparameters for the CNN-LSTM and Hybrid CNN-LSTM models.

Parameter CNN-LSTM(dataset 1) Hybrid CNN-LSTM (dataset 2)

API sequence length 100 100

Learning rate 0.001 (1 x 1073) 0.001 (1 x 1073)

Batch size 512 512

Optimizer AdamW (with CosineDecayRestarts) AdamW (with CosineDecayRestarts)

Number of epochs 150 150

Dropout rates 0.05 (token), 0.15 (spatial), 0.30-0.35 0.05 (token), 0.15 (spatial), 0.30-0.35
(LSTM), 0.25 (dense) (LSTM), 0.25 (dense)

Loss function Binary Cross-Entropy Binary Cross-Entropy

Data split (train/val/test) 75% / 20% / 25% (stratified) 75% / 20% / 25% (stratified)

Random seed 42 42

2.6. Dynamic YARA rule generation

While deep learning models are very accurate at achieving high detection accuracy, they are considered a black box
and hard to interpret, which prevents their direct application in an operational cybersecurity environment. To
overcome this limitation, the proposed framework includes a dynamic YARA rule generation mechanism that is able
to translate learned behavioral patterns to interpretable and deployable rule based signatures.

Dynamic YARA rule generation is done using only the best-performing model, Hybrid CNN-LSTM fusion model
trained on Dataset 2 with a combination of API call sequence and contextual features extracted from Hybrid
Analysis. Rule synthesis is based only on the trained model parameters and feature importance signals that are
taken out of the model in the training process and the independent test split is strictly kept for the validation
process to avoid information leakage.

The rule generation process starts by finding salient behavioral indicators that the model has learned. From the
branch of API sequence discriminative API call patterns and their positional relevance in the execution traces are
derived based on learned activations and weight magnitudes. In parallel, information from the Hybrid Analysis
branch including high impact contextual features (e.g. threat-related scores, detection metadata) is analyzed in
order to quantify its contribution to the classification decision.

Based on the extracted feature importance, dynamic YARA rules are built up by mapping the high-confidence
behavioral and contextual indicators into rule conditions. API based patterns are encoded in the form of ordered
strings or hexadecimal strings, while contextual information is added as numerical or logical constraints to the
YARA rule logic. Thresholds for these conditions are empirically determined based on training statistics to achieve a
balance between detection sensitivity and false positive rates.

The generated YARA rules are then validated on the independent test split of the Dataset 2, which will allow for an
objective evaluation of the detection performance of the rule-based methods, outside of the deep learning inference
pipeline. Evaluation metrics are accuracy, precision, recall, and confusion matrix analysis, making it possible to
directly compare the results of neural network-based classification with the results of rule-based detection. This
process shows that knowledge obtained by deep learning models can be successfully converted into interpretable
and operational security rules.
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Overall, the dynamic YARA rule generation component is a gap between high-accuracy behavioral modeling and

practical malware detection that allows creating rules in an automated, interpretable and deployable way within
existing security infrastructures.

3. Experimental results

This section consists of experimental evaluation of the proposed hybrid malware detection framework using two
datasets with different feature configurations. The experiments are aimed at evaluating the performance of
detection and analyzing the effect of combining contextual intelligence with behavioral API-based analysis.

3.1. Performance Measures

The performance of the proposed models for malware detection has been assessed using common classification
metrics used in cybersecurity studies. These are Accuracy and Area Under the ROC Curve (AUC) as the main metric
to evaluate the effectiveness of classification [11] and Precision, Recall, F1-score, and Specificity to analyse the false-
positive and false-negative behavior [12]. Together, these metrics give a comprehensive and reliable assessment of
the performance of malware detection in different experimental settings [13-16].

3.2. Experimental setup

All the experiments were implemented in Python using TensorFlow 2.x and the standard scientific libraries and the
hardware has memory of 8 GB and CPU of core i5-gen13. Stratified sampling has been used to maintain the
malware-to-benign class distribution. Each dataset was divided into 75% training and validation and 25%
independent testing data. An internal validation subset was used to track the convergence and to identify optimal

decision thresholds. Identical training configurations were used in all models to provide fair and consistent
comparison.

3.3. Results of the proposed system

The evaluation compares three model configurations, namely standalone CNN, standalone LSTM and the proposed
model with CNN-LSTM architecture.

On Dataset 1 (API-only) the CNN and LSTM models (baseline models) gave reasonable detection performance,
although higher misclassification rates were seen for complex API call sequences. On the contrary, the hybrid CNN-
LSTM model can always outperform the base models by capturing the local API interaction patterns as well as the
long-term temporal dependencies. This improvement is verified by the confusion matrix analysis presented in Figure
9 which shows the reduction of both false positives and false negatives.
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Fig. 9 - Confusion matrices of the evaluated models across the datasets.

When additional features from Hybrid Analysis were added to Dataset 2, even more performance improvements
were noted. In this case, the hybrid model showed greater Accuracy and AUC than the API-only configuration, proving
the complementary nature of contextual intelligence for behavioural representations to increase discriminative
capability. The comparison between the ROC curves in Figure 10 shows this improvement in separability.

ROC Curves of Evaluated Models (Provided Test Plots)
(a) LSTM (Dataset 1) (b) CNN (Dataset 1) (c) CNN-LSTM (Dataset 1)

- /

. X ' i0 1 02 ‘ . e ! fae M tien ¥ile

(d) CNN-LSTM + Hybrid Analysis (Dataset 2)

Fig. 10 - ROC curves comparing the discriminative performance of (a) LSTM, (b) CNN, and (c) CNN-LSTM on
dataset 1, (d) CNN-LSTM with Hybrid Analysis on dataset 2.

A quantitative summary of validation and test results are given in Table 5 proving the robustness and stability of the
proposed hybrid architecture in all evaluation metrics. A total comparison of trends in performance is aggregated in
figure 11.

Table 5 - Performance comparison of baseline, hybrid, and generalized models across all datasets.

. . Validation Test .. F1- e Decision
Model / Configuration ACC. ACC. Precision | Recall score Specificity | AUC Threshold
gﬁ; ;V' (Dataset 1, API- 0.9048 0.9017 | 0.9030 | 0.9019 | 0.9017 | 0.9309 0.9355 | 0.50
CNN (Dataset 1, APl-only) | 0.9143 0.9246 | 0.9248 | 0.9245 | 0.9245 | 0.9147 0.9658 | 0.50
gg‘l’f'o‘n'-l;m (Datasetl, | ¢ 9524 0.9543 | 0.9543 | 0.9543 | 0.9543 | 0.9609 | 0.9790 | 0.070
CNN-LSTM + Hybrid 0.9771 09749 | 09707 | 0.9795 | 0.9751 | 0.9701 | 0.9931 | 0.985
Analysis (Dataset 2)
Dynamic YARA Rules — 0.9714 | 09770 | 0.9659 | 0.9714 | 0.9770 — —
(Dataset 2)
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Fig. 11 - Comparative performance metrics of the evaluated models across all datasets.

Radar charts are applied to intuitively compare model performance across various evaluation metrics such as
Accuracy, Precision, Recall, F1-score, Specificity and AUC. As shown in Figure 12 for Dataset 1, the baseline CNN and
LSTM models have a moderate and unbalanced performance profile while the hybrid CNN-LSTM model has a more
uniform and improved metric distribution.

For Dataset 2, which is represented in Figure 13, the addition of Hybrid Analysis features leads to a noticeable
amount of radar area expansion, which indicates consistent performance expansion on all metrics. These visual
comparisons validate that the proposed hybrid architecture is not only able to improve individual performance
measures, but those hybrid architectures exhibit more stable and balanced detection behavior when incorporating
contextual intelligence.

Accuracy

F1

~— LSTM (D1) = CNN-LSTM (D1)
~— CNN (D1)

Fig. 12 - Radar chart of models evaluated on dataset 1.
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Accuracy

F1

CNN-LSTM + HA (D2)

Fig. 13 - Radar chart of models evaluated on dataset 2 (Hybrid Analysis features).

In order to evaluate practicality of the deployability, dynamic YARA rules were created based on the best-
performing hybrid CNN-LSTM model that was trained on Dataset 2. The generated rules were tested on the
independent test split and showed good detection accuracy with a slight performance decrease when compared to
the deep learning classifier. As shown in Figure 14, the rule-based detection kept strong Precision and Recall, which
prove that learned behavioral patterns can be effectively translated into interpretable and deployable YARA rules.

Accurac
1.0[}(

Recall

Fig. 14 - Radar chart illustrating the performance of the dynamically generated YARA rules on dataset 2.

4. Discussion

The experimental results show a clear and systematic gain in the detection performance as the proposed framework
continually progresses from standalone models to a hybrid architecture to the incorporation of external contextual
intelligence. This progression emphasizes the individual and aggregate contribution of each system component to
effective behavioral malware detection.

For the APl-only configuration (Dataset 1) it can be seen that the standalone CNN and LSTM models have
complementary strengths and weaknesses. CNN-based modeling has an effective representation of local API
interaction patterns but is limited to model long-term execution behavior and LSTM-based modeling has an effective
representation of temporal dependencies and less discrimination in isolation through modeling. The hybrid CNN-
LSTM architecture solves these limitations to jointly learn the local and long-range behavioral patterns that will lead
to more stable and balanced detection performance.
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The fact that Hybrid Analysis contextual features are integrated into Dataset 2 adds more reliability to detection.
Complementary information derived from such external intelligence sources as threat-related scores and metadata
from sandboxes help to solve ambiguous cases that are not fully accounted for by behavioral API sequences alone.
This fusion results in a steady improvement in both false positives and false negatives which proves the worth of
context enrichment for the real world malware detection scenarios.

In addition to classification performance, the proposed framework is shown to be applicable in practice with the
dynamic generation of YARA rules. By translating learned behavioral and contextual patterns into interpretable
rule-based signatures, the system bridges the gap between high-accuracy deep learning models and deployable
security mechanisms. The resulting rules maintain strong detection capability while offering transparency and ease
of integration into existing security infrastructures.

Compared with representative studies summarized in Table 6, the proposed framework achieves competitive or
superior detection performance while maintaining lower computational complexity. Unlike image-based or
transformer-heavy approaches, the use of integer-encoded API sequences and a lightweight hybrid architecture
enables efficient training and deployment without extensive preprocessing overhead.

Overall, the discussion validates the fact that combining behavioral API modeling with contextual intelligence and
rule-based deployment is an effective, interpretable and operationally feasible solution for modern malware

detection.

Table 6 - Comparative summary of representative studies and the proposed system.

Authors, Year Approach / Model Data Representation Dataset(s) Key Results Main Limitations
. Small dataset, GPU-
Karat et al. Rohitab + Sysmon Accuracy = . ; -
CNN-LSTM API call sequences _ 0 intensive training,
[6], 2024 (~2,500 samples) 96% tool-dependent
o GPT-2 + Early API - High computational
Ma[T]”g%ze‘tl al. DistiBERT + sequences (20-50 execsl?tinodnb?r);ces Accgég/cy cost, limited long-term
' BiGRU calls) ? behavioral modeling
. API call frequency _ Weak temporal
Q'[%? 82‘(?2%”9 -{(r:?s.];_?gnse)r and channel Mal-API-2019 AFL}C_—O(?% modeling, outdated
’ features e dataset
_ Concept drift,
Li et al. [7], 1D-C_:NN * API semantic Cuckoo Sandbox Accuracy T complex feature
Semantic Chain + . 97.31%, F1 = . A
2022 : representations (~43k samples) engineering,
BiLSTM 0.97 g
scalability issues
Alshomrani et ConvNeXt + Swin Malware binary Malimg, MaleVis, Accuracy = Hﬁf\;]ycrg;pr&(;%iﬂgg’
al. [3], 2025 Transformer images VirusMNIST 94-98% 9 copst
Song et al. [2], Survey (363 . . Identified key No executable or
2025 studies) Multiple datasets research gaps deployable system
Cosciaetal. | APIARY (Automatic | Static and dynamic Multiple malware Best accuracy '\|||cr)n ?@3%?2‘;?’
[4], 2025 YARA Generation) API patterns datasets = 97.9% np
modeling
3.200 0SS Precision =
Zhang et al. RULELLM (LLM- Source code and lmalware 85.2%, Recall High computational
[5], 2025 based YARA) metadata =91.8%, F1 = | cost, hallucination risk
packages
88.4%
CNN-LSTM .
Proposed (ConviD + LSTM, MalB_ehavD-Vl + | Ace = 95.43% Balar!ceq behavioral
System integer encoding API call sequences | Oliveira (API-only, AUC = 0.9790 baseline; no external
(Dataset 1) dropout) 3,500 samples) intelligence
CNN-LSTM + o
Proposed feature-level fusion API call _ Da_taset 1 + Acc = 97.49% Improved_rella_blllty V|_a
System (API + contextual sequences + Hybrid Hybrid Analysis AUC = 0.9931 external intelligence;
(Dataset 2) h Analysis features features ) requires API access
attributes)
Dynamic YARA rule .
Proposed . API call Slight accuracy drop
System generation from sequences + Hybrid Dataset 2 (test Acc = 97.14% vs DL model; high

(YARA Rules)

CNN-LSTM
outputs

Analysis features

split)

interpretability
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5. Conclusion

This study outlined a malware detector as a hybrid cybersecurity system that combines api call sequence analysis of
behaviors with dynamic flow of YARA rules. The rationale of the proposed system appears due to the increasing
constraints of the conventional malware detection methods based on the high-reliance on either a static signature
or a manually developed opinions, which can be easily bypassed in terms of obfuscated, polymorphic, or highly
adaptable malware. The suggested structure on the other hand has advantages of integrating Convolutional Neural
Networks (CNNs), which tend to learn local and short-range API-call patterns, and Long Short-Term Memory
(LSTM) networks, which learn long-range temporal relationships across execution sequences. This architectural
combination enables the system to extract fine-grained structural behavior while preserving temporal
dependencies that unfold during program execution. Moreover, the external features are integrated and the
dynamic YARA rules are generated automatically, which strengthens the detection, interpretability and
practicability in real-world cybersecurity settings.

The efficiency of the system proposed was tested by the use of the extensive experiments that were performed on
four datasets of various sizes, features configurations, and evaluation purposes. Baseline behavioral detection was
tested using dataset 1 which was an academic benchmark comprising of 3,500 samples acquired through the
combination of MalBehavD-V1 dataset and Oliveira API call sequence dataset. The standalone CNN model scored
92.46% on this dataset and the standalone LSTM model scored 90.17 on this dataset, which shows the weaknesses
of individual models. Conversely, the hybrid CNNLSTM model was much more effective in the detection process as
the accuracy represented it as 95.43% with an AUC as 0.9790, which proved the benefit of considering both local
API trends and longer-term time interactions.

dataset 2 augmented the same behavioral sequences with external features that were collected in the Hybrid
Analysis platform, such as threat scores and antivirus detection counts. This improvement in performance resulted
in an obvious increase in accuracy (97.49%), and AUC (0.9931) of hybrid CNN-LSTM model and shows the benefit
of the use of contextual intelligence in minimizing the false positives and false negatives. The findings support the
hypothesis that a more effective and consistent malware detection system can be achieved when the behavioral
execution patterns are used with lightweight external features.

One of the main contributions which this work has made is an incorporation of dynamic YARA rule generation.
Through the most efficient model used on dataset 2, behavioral and context patterns that the deep learning
architecture trained on were converted to executable YARA rules. On the test split of dataset 2 when the generated
YARA rules are considered on their own, the achieved accuracy was 97.14, and there was also a small decrease in
performance relative to deep learning classifier. This finding proves the fact that high level knowledge acquired by
neural models can be effectively transferred into interpretable and deployable rule based signatures.

Overall, the experimental findings on 2 heterogeneous datasets indicate that the hybrid cybersecurity system
proposed is highly accurate on detection, well generalized and makes sense in practice. The proposed framework
offers competitiveness or better performance than the literature reviewed in the discussion section with the
lightweight design avoiding expensive preprocessing pipelines or transformer-based architectures with high
computational demands. By combining behavioral API sequence modeling, external features, and dynamic YARA
rule generation, this work contributes a scalable and operationally viable solution for modern malware detection.

Though these are the strengths, the suggested framework has a number of limitations that can be discussed in the
future. The contributions of LSTM layers are increasing the memory usage and time-to-train than convolutional
architectures. Use of fixed length API sequences can be a constraint in terms of flexibility in analysis of variable
length traces or real time monitoring. Additionally, external features capabilities might not necessarily work in
every deployment environment because of network limitations, or missing metadata. Future studies can focus on
finding more efficient sequence modeling architectures such as lightweight attention module or optimistic recurrent
units so as to minimize the computational cost without compromising the accuracy. Expanding the framework to
achieve multi-classification of malware families and performance of the framework in the context of noisy or
adversarial operational environments would also increase practical usefulness and adaptability of the framework to
the constant change of the field of cybersecurity.
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