
Journal of Al-Qadisiyah for Computer Science and Mathematics Vol.18.(2) 2026,pp.Comp 14–26 
 
 
 
 
 
 
 
 
 
 
 
 

 

∗Corresponding author: Murooj Fadhil Zaiter 

Email addresses: muroojzaiter@gmail.com 

Communicated by ‘sub etitor’ 

Feature Engineering for High-Accuracy Discrimination Between TCP SYN and 

Modbus Query Flooding Attacks in Industrial Cloud Environments 

Murooj Fadhil Zaiter a, Ahmed Saadi Abdullah b, Mohammed Mahde Mahmood a, Majid Hamid Ali b 

a Department of Big Data Analysis and Methods of Analysis Institute of Radio Electronics and Information Technologies, Ural Federal University, Ekaterinburg, Russia 

A R T I C L E  I N F O 

Article history: 

 
 

Keywords: 

Network Intrusion Detection, 

Cloud Security, 

Industrial Control Systems  

Machine Learning  

 

A B S T R A C T 

 

 

MSC.. 

https://doi.org/ 10.29304/jqcsm.2026.18.22980. 

 

https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Murooj%20Fadhil%20Zaiter
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Murooj%20Fadhil%20Zaiter
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Murooj%20Fadhil%20Zaiter
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#auth-Ahmed_Saadi-Abdullah_Al_Basha
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Mohammed%20Mahde%20Mahmood
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Mohammed%20Mahde%20Mahmood
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#Mohammed%20Mahde%20Mahmood
https://link.springer.com/chapter/10.1007/978-3-031-93570-1_15#auth-Majid_Hamid-Ali
mailto:muroojzaiter@gmail.com
mailto:majid.hamid@tu.edu.iq
mailto:humodez5@gmail.com


 Murooj Fadhil Zaiter et al., Journal of Al-Qadisiyah  for Computer Science and Mathematics Vol.18.(2) 2026,pp.Comp 14–26

 

Ortega-Fernandez et al. (2023) [7] presented a self-coding-based deep industrial intrusion detection system that 
operates on network flow data 

false alarms using only fifteen features. They successfully 
tested the system in a real industrial environment and provided a low-cost, 

Hersey et al. (2024) [8] presented a comprehensive review of DDoS anomaly detection in software-defined 
networks (SDN) based on a survey of 

tailored to specific SDN layers. Their layer-
by-layer analysis of application, control, and infrastructure layers showed that most current work 

Bagyalakshmi et al. (2021) [9] tested DDoS flood attacks in TCP SYN environments using virtualization. They tackled 
the challenge of testing 

simulated approach allowed them to analyze real-world SYN 
flood attacks that disrupted cloud services by overwhelming targeted systems with 

floods. It employs domain-specific feature engineering to enhance detection 
accuracy and robustness. This is achieved by studying the 

classification framework. This 
approach involves data preprocessing, protocol-specific behavior-driven feature extraction, feature extension, 

This paper uses the Industrial Control Systems Packet Collection (ICS_PCAPS) dataset, specifically "captures3.zip." 
This dataset consists of 

system (CPS) controlled by a Supervisory Control and Data 
Acquisition (SCADA) system via the MODBUS/TCP protocol. [10] The hardware setup 

programmable logic controller (PLC). The motor speed is determined by predefined liquid temperature points, with 
measurements taken by a 

communication to the signal controller from the PLC, as well as the 
vertical communication to the HMI from the PLC. [11][12] 
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TCP SYN flood attacks and Modbus query flood attacks, it was 

 difficult to classify ICMP attacks with good accuracy. Machine learning models 
that 

might introduce bias, we focused solely on distinguishing between the two well-represented attack vectors: TCP 
SYN floods and Modbus 
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completing the handshake. [15][16] The dataset includes various capture durations 
and lag times; each capture file is named "Capture Interface - 

attacks to focus on a 
more precise distinction between TCP SYN flood attacks and Modbus query flood attacks, which present greater 

attacks.[17] The most notable difference was the modbus_ratio (the proportion of 
Modbus packets among all packets) at 516.05 – showing near-

In addition to that, the ratio of read packets (segment value: 237.63), proportion of SYN packet (102.67) and 
proportion of read/write operation (54.07) present marked features. However, the proportion of its attack target 
(TCP SYN flood) is 4.60 higher than modpass attack and while there is a big gap between read/write operation 
proportion and TCP SYN flood attack, for Modpass, this ratio is only 0.04 at an average level; as well as a huge 
proportional difference between Read/Write Operation Ratio concerning they are respectively accounted of 2.16 
and 18.62 in two attacks. Such distinct patterns enable us to handcraft a bunch of meaningful discriminative 
features, and thus maintain the intrinsic protocol-wise differences between two categories of attacks. We take these 
features as the foundation of our classification approach. To guarantee the quality and consistency of data, several  
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pre-processing techniques were applied. Lets first read the ICS_PCAPS dataset. Then, by removing ICMP 
semaphore flood attacks, we could distinguish between TCP SYN flood attacks and Modbus query flood attacks. For 
numeric variables, missing values (NA) were imputed by the column median, and division errors were replaced to 
zero. All relevant columns have been casted as numeric types with errors (using Pandas' to_numeric()) to 
standardize the structure of data. Features have been standardized using StandardScaler [2] for large-ranged 
features. For classification features, the information of text was transferred into number (attack_type: TCP SYN 
flood attack: 1, Modbus query flood attack: 0) through label encoding. Because of imbalanced class distribution, the 
dataset was randomly partitioned into training and test samples (80% were used for training purposes, leaving 20% 
to be used for testing). This left us with 2822 training sets and 706 test sets. This first implementation allowed for 
clean, printable data and naturally balanced various attack types. We adopted a crowdsourced learning-based 
method and employed random forest classifier and XGBoost classifier to discriminate TCP SYN flood attack from 
Modbus query flood attack. The random forest model was composed of 200 estimators and performed the split 
based on genetic impurity, without maximum depth. This enabled the tree to grow deeper and descend to levels 
where complete or nearly pure leaf nodes exist. To prevent overfitting and obtain a diverse model, we choose based 
on the square root of features in each subset. The XGBoost decision tree uses a two-factor logistic loss function, a 
number of iterations set to 500 (early queries begin from iter=55), and maximum depth of 6 with a learning rate of 
0.1. The parameters of the model reported in are given in Table 2. 

 

 

 

Table 2. Proposed Model Parameters 

Parameter Random Forest XGBoost 

Algorithm Type Ensemble of Decision Trees Gradient Boosted Trees 

Number of Estimators 200 500 (early stopping) 

Best Iteration - 55 

Maximum Depth None (unlimited) 6 

Splitting Criterion Gini Impurity - 

Learning Rate - 0.1 

Min Samples Split 2 - 

Min Samples Leaf 1 - 

Max Features sqrt - 

Bootstrap True - 

Subsample Ratio - 0.8 

Column Sample By Tree - 0.8 

Min Child Weight - 1 

Gamma - 0 

Objective Function - binary: logistic 

Evaluation Metric - gloss 
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Random State 42 42 

Parallel Processing Yes (n_jobs=-1) No 

Cross-Validation 5-fold Stratified 5-fold Stratified 

Early Stopping Rounds - 20 

 

The two models were evaluated using triple-layer cross-validation to ensure reliability across different datasets. 
The models exhibited similar 

showed a similar trade-off between accuracy and 
recall for different attack types, with class-specific metrics ranging from 0.97 to 0.98, 

4. Results and Discussions 

This section describes the experimental results and analyzes our proposed approach for detecting cyberattacks in 
cloud industrial environments. 

control systems. We conducted experiments using a large 
dataset of network traffic attributes, such as protocol-specific measurements, packet 

distinctive 
features for accurate attack detection. The results show the effectiveness of our approach in detecting these specific 
attack patterns 

Figure 3 shows the feature importance distribution across the Random Forest and XGBoost models for 

distinguishing between TCP SYN flood 

clearly demonstrating their strong classification 

capabilities. Feature importance analysis provides key insights into attack detection. Most 

19 



Murooj Fadhil Zaiter et al., Journal of Al-Qadisiyah  for Computer Science and Mathematics Vol.18.(2) 2026,pp.Comp 14–26 

 

XGBoost), again reflecting the importance of write operations in detecting attack 

patterns. The fact that the top features are equally important for 

both models. This 

convergence in feature importance ranking strongly suggests that movement patterns with read-write operations 

are the key 

 In the latter part of this section, we present a discussion about classification, performance and robustness in a 

model independent way. Both Random Forest classifier and XGBoostc lassifier have the same level of accuracy 

which is 97.45% in classifying between TCP SYN flood attacks and Modbus query flood attacks. Here, a confusion 

matrix provides great statistical information about our network security classification model type (industrial 

cloud). The model classified 341 number of TCP SYN flood (True Positives) and 347 number of Modbus query flood 

(True Negative), which is a quite balanced performance for each attack. or we had few mislabeled samples,we have 

only 11 false positives, (that means Modbus attack labeled as TCP SYN ) and 7 false negatives the inverse wich give 

us an error rate of ~2,5%. This is particularly relevant in the domain of industrial control systems, where mis-

classification can have real risk and operational consequences. The difference in number of false negatives and the 

number of false positives between both experiments is small, which may suggest an inherent bias for Modbus query 

flood attack detection that could be due to a certain “similarity level” across attacks. From the perspective of safety 

application, due to majority of attack samples can be correctly identified (as demonstrated in confusion matrix), our 

strategy is guaranteed to always act as a detection scheme with low control overhead when attack traffic bursts 

arrive. Performance comparisons show that both the two models of Random Forest and XGBoost have very high 

correlations across different test metrics. This also indicates that, both of the algorithms are able to capture the 

representative differences in TCP SYN query flood attacks and Modbus query flood attacks. With each model 

(partner) both partners achieve a accuracy of 97.45%, which is very good and nice trade-off between accuracy and 

hit rate. They are also equally accurate and both pretty close to 98% at identifying refusal-of-service-attacks. This 

shows that the model is able to correctly identify such attacks with a confidence of 98% -- a fine level for both 

operations and security teams when they really count on their early warning systems. 
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The third and important finding of our research revolves around the significant contribution that engineering has 

made to improving the 

transformations and ratio calculations, resulting in 

a 36-dimensional feature space for model training. 
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representing 68% of the feature importance but only 64% of the total number of 

features. This highlights the value of domain-based feature 

representing 41% of feature 

importance, is particularly noteworthy. These metrics, especially write_packet_ratio and read_packet_ratio, 

second most influential category at 28%, highlighting the importance of protocol-level 

characteristics in distinguishing between types of attacks 

Our performance analysis demonstrates the true value of this feature engineering approach. This includes training 

on the original thirteen 

while the full feature set raised the accuracy to 97.45%. This 

highlights the importance of fine-tuning feature engineering in achieving optimal 

Declining returns with an increasing number of features indicate that a well-chosen set of properly designed 

features can deliver near-perfect 
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real-time detection capabilities are essential. 

Furthermore, principle-based optimization in classification underscores the importance of domain 

While previous research has contributed significantly to intrusion detection in industrial environments, our 

research is unique in its engineering 

(2023) give a deep self-coding approach for 

detecting general DDoS attacks in ICS, but their model did not address protocol-level 
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exploring attacks using specialized industry protocols. Bagyalakshmi et al. (2021) 

focused on simulating TCP/SYN flood attacks in cloud 

leading discriminatory features—

the write packet ratio being the most prominent, with a classification power exceeding 67% in our models—

less computationally intensive, and offers advantages for deploying real-time detection 

systems in industrial cloud environments. the system delivers sub-second detection latency without compromising 

on the 97% classification accuracy our system achieved in validation testing. The deployment architecture is 

engineered to enable containerized deployment with Kubernetes-based orchestration, horizontal scaling based on 

processing needs and high availability with automated failover.  

 

 

flood 

attacks and Modbus query attacks in industrial cloud networks. Using protocol-specific operating rates 

the most 

important, contributing 67.9% to the gradient enhancement models. This approach achieved an 

domain-specific feature 

engineering in enhancing detection. The added value of this work lies in its focus on 

stronger discriminatory power 

than traditional network traffic metrics. This work differs from previous studies 
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