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ARTICLEINFO ABSTRACT

In this study, we present an innovative methodology for distinguishing between TCP SYN
Received: 13 /02/2026 flood attacks and Modbus query flood attacks in industrial cloud computing environments.
Rrevised form: 21 /02/2026 We employed advanced feature engineering techniques that focus on the relationship
Accepted : 22 /02/2026 between read and write operations in industrial protocols. A total of 3,528 attack scenarios
' were analyzed, and 25 distinctive features were extracted, the most prominent being the
Available online: 30 /06/2026 write packet ratio (67.9% importance in gradient enhancement models). The binary classifier
demonstrated 97.45% accuracy in the new test data, showing balanced performance for both
types of attacks. Comparisons between Random Forest and XGBoost algorithms showed
similar effectiveness, despite the different feature importance distributions. The results
indicate that protocol operation ratios provide higher discrimination power than traditional
motion metrics. These findings provide a practical framework for detecting real-world attacks
in industrial cybersecurity systems, while also allowing for the expansion of the feature
engineering methodology to other industrial protocols and additional types of cyberattacks.
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1. Introduction

Industrial Control Systems (ICS) are increasingly deployed in cloud computing environments, introducing new
attack surfaces and cybersecurity challenges. As critical infrastructure migrates to these distributed environments,
the ability to quickly and accurately identify attack types is essential for effective defenses. [1][2] TCP SYN floods,
which exploit TCP/IP vulnerabilities inherent in Handshake, and Modbus query floods, which target vulnerabilities
specific to the industrial protocol, are among the most prevalent attacks threatening industrial cloud environments.
[3][4] While both attacks aim to disrupt services by draining resources, their mechanisms and most effective
defenses are vastly different. [5][6] Current intrusion detection methods rely on features of general network traffic,
leading to misidentification of attack types and less-than-ideal defense strategies. In this work, we bridge this gap by
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developing novel feature engineering techniques that significantly improve the differentiation between these types
of attacks, enabling more targeted countermeasures.

The remainder of this paper is organized as follows: Section 2 reviews research relevant to industrial
cybersecurity, focusing on attack classification in cloud-based industrial systems. Section 3 describes our
methodology, including dataset collection, preprocessing techniques, and a novel approach to feature engineering.
Section 4 describes feature selection and the construction of our machine learning model. Section 5 presents
experimental results, including model comparisons and feature significance analysis. Section 6 discusses the
implications of our findings and their practical applications in industrial security systems. Finally, Section 7
concludes with a discussion of future contributions and research. By systematically addressing both technical issues
and practical applications, this paper provides a comprehensive framework for enhancing attack classification in
industrial cloud environments.

2.Related Work:

Ortega-Fernandez et al. (2023) [7] presented a self-coding-based deep industrial intrusion detection system that
operates on network flow data without prior knowledge of the underlying architecture. The approach demonstrated
improved performance in detecting DDoS attacks with low false alarms using only fifteen features. They successfully
tested the system in a real industrial environment and provided a low-cost, unsupervised solution for near-instant
deployment.

Hersey et al. (2024) [8] presented a comprehensive review of DDoS anomaly detection in software-defined
networks (SDN) based on a survey of over 165 research papers from 2020 to 2024. They presented a new
classification of DDoS attacks based on attributes and detection methods tailored to specific SDN layers. Their layer-
by-layer analysis of application, control, and infrastructure layers showed that most current work focuses on
individual detection methods rather than hybrid approaches. The authors identified this fragmented approach as a
weakness in developing comprehensive defenses against new DDoS attacks in SDN environments.

Bagyalakshmi et al. (2021) [9] tested DDoS flood attacks in TCP SYN environments using virtualization. They tackled
the challenge of testing DDoS attacks without expensive hardware by creating a virtual laboratory using Kali Linux
as the attack machine and Windows as the target. This simulated approach allowed them to analyze real-world SYN
flood attacks that disrupted cloud services by overwhelming targeted systems with connection requests, preventing
legitimate users from accessing resources.

3. Proposed Methodology

The proposed approach aims to differentiate two prevalent types of attacks in industrial cloud environments:
TCP/SYN floods and Modbus query floods. It employs domain-specific feature engineering to enhance detection
accuracy and robustness. This is achieved by studying the fundamental differences between these attack vectors,
leading to the development of a robust, highly accurate, and computationally efficient classification framework. This
approach involves data preprocessing, protocol-specific behavior-driven feature extraction, feature extension,
group-based model training, and comprehensive evaluation. This section describes each component of our approach
and how they collectively enable accurate attack classification in industrial control systems environments.

This paper uses the Industrial Control Systems Packet Collection (ICS_PCAPS) dataset, specifically "captures3.zip."
This dataset consists of network traffic captures from a microprocess automation test platform created by Frazau et
al. The test platform simulates a cyber-physical system (CPS) controlled by a Supervisory Control and Data
Acquisition (SCADA) system via the MODBUS/TCP protocol. [10] The hardware setup consists of a simulated liquid
pump powered by an electric motor controlled by a variable frequency drive (VFD) actuator, which is driven by a
programmable logic controller (PLC). The motor speed is determined by predefined liquid temperature points, with
measurements taken by a MODBUS remote terminal unit (RTU) with a simulated temperature sensor connected to
an Arduino. The log captures the horizontal communication to the signal controller from the PLC, as well as the
vertical communication to the HMI from the PLC. [11][12]

We did not include ICMP signal flood attacks in our analysis because they were underrepresented in the
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dataset as we see in fig 1. With fewer examples of TCP SYN flood attacks and Modbus query flood attacks, it was

difficult to classify ICMP attacks with good accuracy. Machine learning models require a sufficient number of cases
to establish robust decision boundaries for each category. Rather than using advanced sampling techniques that
might introduce bias, we focused solely on distinguishing between the two well-represented attack vectors: TCP
SYN floods and Modbus query floods. This strategic decision allowed us to concentrate our feature engineering on
differentiating these similar denial-of-service attacks.

Table 1. ICS_PCAPS Dataset Description

Characteristic

Description

Dataset Source

ICS_PCAPS (Industrial Control Systems Packet Captures)

Specific Archive Used

captures3.zip (214 MB)

Total Records

5,298 records after preprocessing

Attack Types

- TCP SYN flood (1,770 records)
- Modbus query flooding (1,758 records)

- ICMP ping flood (12 records, excluded from analysis)

Records After Filtering

3,528 records (after removing ICMP ping flood attacks)

Training/Testing Split

- Training: 2,822 records (80%)

- Testing: 706 records (20%)

Capture Environment

Small-scale process automation testbed with MODBUS/TCP equipment

System Components

- Programmable Logic Controller (PLC)

- Remote Terminal Unit (RTU) with temperature gauge
- Human-Machine Interface (HMI)

- Simulated liquid pump (electric motor)

- Variable frequency drive

Communication Types

- Horizontal (PLC to RTU)

- Vertical (PLC to HMI)

Data Format

PCAP files (Packet Capture, version 2.4)

File Naming Convention

<capture interface>dump-<attack>-<attack subtype>-<attack duration>-<capture
duration>
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We specifically examine two types of attacks: TCP SYN flood attacks and Modbus query flood attacks. [13][14]
Modbus query flood attacks target the application layer protocol in industrial control system.

3,528

Records Used

I TCP SYN Flood: 1,770 records (50.2%)

I Modbus Query Flooding: 1,758 records (49.8%)

M icmp Ping Flood: Excluded due to insufficient data for reliable classification
Fig 1. Attacks Type Distributions in Dataset

TCP SYN flood attacks occur at the transport layer, exploiting the TCP three-way handshake mechanism by sending
multiple SYN packets without completing the handshake. [15][16] The dataset includes various capture durations
and lag times; each capture file is named "Capture Interface - Attack - Subtype - Attack Duration - Capture Duration
(Capture and Stability Duration)." In our study, we deliberately excluded ICMP signal flood attacks to focus on a
more precise distinction between TCP SYN flood attacks and Modbus query flood attacks, which present greater
classification challenges due to their similar impact on network availability despite differing attack vectors and
protocol layers.

Our exploratory analysis of the data revealed significant differences in network traffic profiles between TCP SYN
floods and Modbus query flood attacks.[17] The most notable difference was the modbus_ratio (the proportion of
Modbus packets among all packets) at 516.05 - showing near-perfect differentiation from Modbus attack values of
0.93 and TCP SYN flood values of 0.05.
modbus_ratio
read_write_ratio
syn_ack_ratio

avg_packet_size

write_packet ratio

0 20 40 60 80
Il TCP SYN Flood
Fig 2. Feature Separation by Attack Type

In addition to that, the ratio of read packets (segment value: 237.63), proportion of SYN packet (102.67) and
proportion of read/write operation (54.07) present marked features. However, the proportion of its attack target
(TCP SYN flood) is 4.60 higher than modpass attack and while there is a big gap between read/write operation
proportion and TCP SYN flood attack, for Modpass, this ratio is only 0.04 at an average level; as well as a huge
proportional difference between Read/Write Operation Ratio concerning they are respectively accounted of 2.16
and 18.62 in two attacks. Such distinct patterns enable us to handcraft a bunch of meaningful discriminative
features, and thus maintain the intrinsic protocol-wise differences between two categories of attacks. We take these
features as the foundation of our classification approach. To guarantee the quality and consistency of data, several
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pre-processing techniques were applied. Lets first read the ICS_PCAPS dataset. Then, by removing ICMP
semaphore flood attacks, we could distinguish between TCP SYN flood attacks and Modbus query flood attacks. For
numeric variables, missing values (NA) were imputed by the column median, and division errors were replaced to
zero. All relevant columns have been casted as numeric types with errors (using Pandas' to_numeric()) to
standardize the structure of data. Features have been standardized using StandardScaler [2] for large-ranged
features. For classification features, the information of text was transferred into number (attack_type: TCP SYN
flood attack: 1, Modbus query flood attack: 0) through label encoding. Because of imbalanced class distribution, the
dataset was randomly partitioned into training and test samples (80% were used for training purposes, leaving 20%
to be used for testing). This left us with 2822 training sets and 706 test sets. This first implementation allowed for
clean, printable data and naturally balanced various attack types. We adopted a crowdsourced learning-based
method and employed random forest classifier and XGBoost classifier to discriminate TCP SYN flood attack from
Modbus query flood attack. The random forest model was composed of 200 estimators and performed the split
based on genetic impurity, without maximum depth. This enabled the tree to grow deeper and descend to levels
where complete or nearly pure leaf nodes exist. To prevent overfitting and obtain a diverse model, we choose based
on the square root of features in each subset. The XGBoost decision tree uses a two-factor logistic loss function, a
number of iterations set to 500 (early queries begin from iter=55), and maximum depth of 6 with a learning rate of
0.1. The parameters of the model reported in are given in Table 2.

Table 2. Proposed Model Parameters

Parameter Random Forest XGBoost
Algorithm Type Ensemble of Decision Trees Gradient Boosted Trees
Number of Estimators 200 500 (early stopping)
Best Iteration - 55
Maximum Depth None (unlimited) 6
Splitting Criterion Gini Impurity -
Learning Rate - 0.1
Min Samples Split 2 -
Min Samples Leaf 1 -
Max Features sqrt -
Bootstrap True -
Subsample Ratio - 0.8
Column Sample By Tree - 0.8
Min Child Weight - 1
Gamma - 0

Objective Function

binary: logistic

Evaluation Metric

gloss
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Random State 42 42

Parallel Processing Yes (n_jobs=-1) No
Cross-Validation 5-fold Stratified 5-fold Stratified

Early Stopping Rounds - 20

The two models were evaluated using triple-layer cross-validation to ensure reliability across different datasets.
The models exhibited similar performance metrics to the test set, with an accuracy of 97.45% and F1 scores,
demonstrating excellent classification capability. The models also showed a similar trade-off between accuracy and
recall for different attack types, with class-specific metrics ranging from 0.97 to 0.98, confirming the robustness of
our approach against various attack vectors.

4., Results and Discussions

This section describes the experimental results and analyzes our proposed approach for detecting cyberattacks in
cloud industrial environments. The specific aim is to differentiate between TCP SYN flood attacks and Modbus query
flood attacks, which are common threats to industrial control systems. We conducted experiments using a large
dataset of network traffic attributes, such as protocol-specific measurements, packet counts, and derived ratios. Our
work demonstrates the discriminatory capabilities of different machine learning algorithms and the most distinctive
features for accurate attack detection. The results show the effectiveness of our approach in detecting these specific
attack patterns with high accuracy.

Figure 3 shows the feature importance distribution across the Random Forest and XGBoost models for
distinguishing between TCP SYN flood attacks and Modbus query flood attacks. Both models achieved the same
performance metrics with an accuracy of 97.45% and an F1 score, clearly demonstrating their strong classification
capabilities. Feature importance analysis provides key insights into attack detection. Most importantly, the

write_packet_ratio was the most distinguishing factor between the two models, contributing 16.2% in Random
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Forest and 67.9% in XGBoost. The ratio of write packets to total packets is a crucial differentiating factor between

these types of attacks, as evidenced by its high weight in the models.

Fig 3. Feature Importance Comparison Between Models
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In addition, the scaled_write_packet_ratio was the second most important feature for both models (14.7% for
Random Forest and 9.5% for XGBoost), again reflecting the importance of write operations in detecting attack
patterns. The fact that the top features are equally important for both algorithms testifies to their strength as

predictors, with read-write ratios and scaled_read_write_ratio also among the top five features for both models. This

True Positive False Negative
TCP SYN Flood correctly identified TCP SYN Flood missed
False Positive True Negative
Modbus Query incorrectly flagged as TCP Modbus Query correctly identified

convergence in feature importance ranking strongly suggests that movement patterns with read-write operations

are the key signatures that differentiate these common attacks on industrial control systems.

Fig 4. Confusion Matrix of Proposed Model

In the latter part of this section, we present a discussion about classification, performance and robustness in a
model independent way. Both Random Forest classifier and XGBoostc lassifier have the same level of accuracy
which is 97.45% in classifying between TCP SYN flood attacks and Modbus query flood attacks. Here, a confusion
matrix provides great statistical information about our network security classification model type (industrial
cloud). The model classified 341 number of TCP SYN flood (True Positives) and 347 number of Modbus query flood
(True Negative), which is a quite balanced performance for each attack. or we had few mislabeled samples,we have
only 11 false positives, (that means Modbus attack labeled as TCP SYN ) and 7 false negatives the inverse wich give
us an error rate of ~2,5%. This is particularly relevant in the domain of industrial control systems, where mis-
classification can have real risk and operational consequences. The difference in number of false negatives and the
number of false positives between both experiments is small, which may suggest an inherent bias for Modbus query
flood attack detection that could be due to a certain “similarity level” across attacks. From the perspective of safety
application, due to majority of attack samples can be correctly identified (as demonstrated in confusion matrix), our
strategy is guaranteed to always act as a detection scheme with low control overhead when attack traffic bursts
arrive. Performance comparisons show that both the two models of Random Forest and XGBoost have very high
correlations across different test metrics. This also indicates that, both of the algorithms are able to capture the
representative differences in TCP SYN query flood attacks and Modbus query flood attacks. With each model
(partner) both partners achieve a accuracy of 97.45%, which is very good and nice trade-off between accuracy and
hit rate. They are also equally accurate and both pretty close to 98% at identifying refusal-of-service-attacks. This
shows that the model is able to correctly identify such attacks with a confidence of 98% -- a fine level for both

operations and security teams when they really count on their early warning systems.
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The 97% recall rate for TCP SYN flood attacks indicates that the vast majority of attacks are correctly detected, with
only a small percentage (around 3%) remaining undetected. Here, we must specifically mention the 98.02%
accuracy rate, which captures the excellent ability of the models to correctly identify genuine negatives and their
lack of false positives in real-world use. The associated false positive rate of 1.98% is beneficial for industrial system
security, as these false positives trigger unnecessary emergency measures and can disrupt critical operations as we
see in fig 5. This strong performance validates our feature-engineering approach and indicates that the network

M Random Forest M XGBoost

0.75

Score

0.5

0.254

>

&
A
<

o <&

traffic profiles that identify these types of attacks are sufficiently identifiable to facilitate accurate automated

detection based on machine learning.

Fig 5. Model Performance Metrics Comparison

The third and important finding of our research revolves around the significant contribution that engineering has

mm Original Features mm Derived Features

Original Features: 36%

Derived Features: 64%

made to improving the accuracy of model classification in order to identify cyberattacks in industrial control
systems.

Fig 6. Feature Set Composition
As seen in Figure 6, the adopted approach involved building a wide range of derived features that significantly
expanded the features originally developed. Although the original dataset consisted of 13 core features extracted
from network traffic, we derived 23 additional features based on transformations and ratio calculations, resulting in

a 36-dimensional feature space for model training.
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In fig 7, the feature importance distribution indicates that the extracted features are disproportionately important in
the model's decision-making, representing 68% of the feature importance but only 64% of the total number of
features. This highlights the value of domain-based feature architecture in its ability to capture the distinctive
signatures of different attack types. The dominance of packet ratio-based features, representing 41% of feature
importance, is particularly noteworthy. These metrics, especially write_packet ratio and read_packet_ratio,
effectively capture the differences in behavior between Modbus query floods and TCP SYN flood attacks. Protocol-
level characteristics are the second most influential category at 28%, highlighting the importance of protocol-level

characteristics in distinguishing between types of attacks and industrial control systems.

m Original Features mm Derived Features

Original Features: 32%

Derived Features: 68%

Fig 7. Feature Importance Distribution
Our performance analysis demonstrates the true value of this feature engineering approach. This includes training
on the original thirteen features, where the model achieved a good accuracy of 91%. Incorporating the dynamically

derived features increased performance to 95%, while the full feature set raised the accuracy to 97.45%. This
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highlights the importance of fine-tuning feature engineering in achieving optimal classification performance as we
see in fig 8.
Fig 8. Classification Performance with Different Feature Sets
Declining returns with an increasing number of features indicate that a well-chosen set of properly designed

features can deliver near-perfect performance at the expense of reducing computational complexity. This is
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particularly beneficial in constrained industrial environments where real-time detection capabilities are essential.
Furthermore, principle-based optimization in classification underscores the importance of domain knowledge in
building resilient cyberattack detection systems for industrial control infrastructures, as accurate differentiation

between attacks directly influences the selection of appropriate mitigation mechanisms. We can see class

distribution percentages in fig 10.

Network Traffic Data

ICS_PCAFS Dataset
Process Automation Testbed
MCDBUSITCP Protocol
5,203 Records

Feature Discrimination

modbus_ratio
ooz ]
read_write_ratio

T R

syn_ack_ratio

[ |
T

Feature Engineering

Key Engineered Features:

modbus_ratio (score: 516.05)

syn_packet _ratio (102.67)

l read_packet_ratio (237.63)
[ read_write_ratio (54 07)

)
)
)
]

Total: 25 Engineered Features

Model Performance

Classification Models

Classification Metrics:

Accuracy. a7.45%
Precision: 98%
Recall: 97%
Specificity: 9B.02%

False Positive Rate: 1.98%

Confusion Matrix

200 Estimators

=t 341 7

‘ Random Forest

W Modbus Attack [l TCP SN Flood
J Feature Importance: 16.2%

Madbus 11 347

500 Boosting Rounds TCR Medbus

XGBoost
Feature Importance: 67.9%

Predicted

Fig 10 Feature Engineering for Attack Discrimination
While previous research has contributed significantly to intrusion detection in industrial environments, our
research is unique in its engineering of specific features designed to differentiate between TCP SYN query flood

attacks and Modbus query flood attacks. Ortega-Fernandez et al. (2023) give a deep self-coding approach for

B Cur Work (Feature Engineering)
[ Ortega-Fernandez (Deep Autoencoder)

Bagyalakshmi (Simulation)
100% 97.5% 97 5% 97.5%

97.0%
95.1%
93.5%
92.0%
87.0%
86.0%
85.0%

F1-Scaore

95% 93.2%
90.0%
90%
85%
80%

Accuracy

Precision Recall

detecting general DDoS attacks in ICS, but their model did not address protocol-level differentiation between

attacks.

Fig 11. Comparison with Related Works
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Hirsi et al. (2024) provided a comprehensive classification of DDoS attacks in SDN networks, highlighting single-
mode detection methods without exploring attacks using specialized industry protocols. Bagyalakshmi et al. (2021)
focused on simulating TCP/SYN flood attacks in cloud networks but did not explain industry protocols like Modbus
or feature engineering for attack differentiation. In contrast, our work recognizes leading discriminatory features—
the write packet ratio being the most prominent, with a classification power exceeding 67% in our models—
enabling accurate attack differentiation with 97.45% accuracy. This feature-based approach is more interpretable

than deep learning methods, less computationally intensive, and offers advantages for deploying real-time detection

22001

1650+

1100+

550+

Baseline Impl-lementation TensorRT IC}ptimized

M Detection Latency (s
systems in industrial cloud environments. the system delivers sub-second detection latency without compromising
on the 97% classification accuracy our system achieved in validation testing. The deployment architecture is
engineered to enable containerized deployment with Kubernetes-based orchestration, horizontal scaling based on

processing needs and high availability with automated failover.

Fig 12. Real-Time Deployment Performance

5. Conclusions

In this paper, we present a novel feature-engineering solution for the high-accuracy classification of TCP SYN flood
attacks and Modbus query attacks in industrial cloud networks. Using protocol-specific operating rates and network
traffic patterns, we designed discriminatory features, the write packet ratio of which proved to be the most
important, contributing 67.9% to the gradient enhancement models. This approach achieved an impressive 97.45%
accuracy in distinguishing between the two attacks, demonstrating the effectiveness of domain-specific feature
engineering in enhancing detection. The added value of this work lies in its focus on protocol-level features, such as
the relationship between read and write operations, which provided significantly stronger discriminatory power
than traditional network traffic metrics. This work differs from previous studies that relied on general network

features or deep learning without considering the unique industrial behavior of the Modbus protocol.
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The results highlight the importance of feature engineering in improving classification accuracy, as incorporating
extracted features improved the model's performance to 97.45% from 91%. This underscores the need for domain
knowledge to extract distinctive signatures for different attack types, particularly in industrial control systems
where accurate attack differentiation is crucial for making appropriate mitigation decisions. The consistency in
feature importance ranking between the Random Forest and XGBoost models further confirms the robustness of our
approach, as both models identified common key features, such as write_packet_ratio and read_write_ratio, as
primary differentiating factors.

In conclusion, the approach proposed in our paper provides a useful and understandable framework for detecting
attacks in the industrial cloud environment in real time. By focusing on protocol-specific features and operating
ratios, our method offers a computationally efficient and highly accurate way to differentiate between TCP SYN flood
attacks and Modbus query flood attacks. This proposed approach not only enhances the business of industrial
cybersecurity but also provides a foundation for applying similar feature engineering techniques to industrial
communication protocols and other attack types. Applications for this type of work on other protocols and attack
types are available for future research to further enhance the security posture of industrial control systems in the

cloud.
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