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ABSTRACT

Rapid proliferation of cloud storage services has enlarged the issue of protecting user data from

unauthorized modifications, deletions, or constraints by the provider in any distributed system. The
current state-of-the-art Cloud-of-Clouds solutions improve both availability and integrity but do not
provide an operator-controlled method to verify data across different cloud providers and restore a
Metacloud to a previously trusted state after unauthorized modifications. In this paper, we present and

implement an Intelligent Snapshot Verification and Recovery Framework (ISVRF) as a web service that
integrates four commercial cloud storage providers operating under different legal jurisdictions. The
Keywords: proposed framework uses checksum-based snapshot verification, three synchronization modes (Primary
Source, Merge, and Bi-Directional), and incorporates a freeze-and-rollback recovery mechanism. An
evaluation of its efficacy is also provided through a snapshot performance workbench tested with different
file sizes and varying numbers of providers. In 5 experiments (mean * SD), the Primary Source strategy
consistently achieved the lowest mean latency across all scenarios (e.g., 864.1 + 60.8 ms for medium files
with three providers). The maximum latency increase for the Merge and Bi-Directional strategies was
9.58%. Statistically significant differences between the fastest and second-fastest strategies were found in
only 1 out of 9 scenarios (paired t-test, p = 0.0013). Increasing the providers from 3 to 5 resulted in a
latency variation of not more than about 7%. These results show that resilient snapshot verification and
recovery over diverse jurisdictions can be achieved with relatively modest and primarily transfer-bound
overhead, making the framework suitable for periodic data protection in user and organizational contexts
where the risk of data loss may be due to factors at the jurisdictional or provider level.
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Introduction
Modern-day digital infrastructure involves remote storage and access of data over the internet through a third-party

provider, as opposed to storing data on local hardware. The size of the global cloud storage market was estimated to
be approximately USD 98.8 billion in 2023. A ten-year projection places it at well over USD 777 billion in 2033,
reflecting an approximate compound annual growth rate of 22% [8]. A single provider can deliver very high levels of
availability and fault tolerance beyond what one provider can offer, and hence, the cloud-of-clouds paradigm is
being investigated to realize the same. In the face of random failures or outages of some providers, several systems
have since been built on similar principles.

Yet the above techniques inherently secure the integrity of stored data against accidental corruption, not willful or
unauthorized changes. For example, a provider may have to suspend or terminate an account under legal, political,
or commercial duress, and an account that is compromised but authenticated can then be used to attack and delete
data that the storage layer has conscientiously replicated. These are the issues with current cloud-of-clouds
architectures. While encryption and erasure coding along with Byzantine quorums are integrated into DepSky to
protect against untrustworthy providers, the main focus of DepSky is on confidentiality and read/write availability,
rather than on enabling user-controlled recovery [3]. HAIL assures cryptographically that a file is preserved and can
be accessed; however, it prioritizes verification over synchronization or repair of a corrupt state [4]. Hybris handles
Byzantine providers by using a trusted metadata layer, but it does not support point-in-time rollback [5]. However,
with the current advancements, the ability to detect unauthorized changes and roll back a Metacloud to a previously
trusted state is still mostly neglected [1].
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The first one allows for redundancy and erasure coding between providers to increase availability and remove the
possibility of vendor lock-in. An example of this approach is RACS [2], and DepSky [3]. However, these systems do
not distinguish between legitimate updates and malicious alterations; they do not provide a means for reversing the
latter. The second approach focuses on cryptographic integrity and proofs of retrievability. For example, HAIL [4] is
good at corruption detection but assumes a server-side coding model that does not fit well with opaque commercial
provider APIs and does not facilitate recovery. The third approach provides consistent file-sharing semantics over
eventually-consistent clouds. An example of this approach is SCFS [6] and the consistency models surveyed by Viotti
and Vukoli¢ [7]. They are concerned more with the problem of adversarial data loss than consistency. Recent studies
carried out between 2020 and 2025 have increased the efforts of multi-cloud integrity auditing and security
[9],[18], but they are more focused on detection than recovery. Throughout all three directions, the specific
challenge of reversing unauthorized deletions or modifications under operator control remains unresolved.

This study aims to bridge that gap. We are not aware of any research that currently exists on integrating checksum-
based snapshot verification between different commercial cloud providers and a recovery mechanism held by the
operator, which can discern between legitimate and illegitimate changes and thus reverse the latter. The only
previous work on this very issue — our own Metacloud concept — was put forward at a conceptual stage using
flowchart algorithms; it has not been implemented, integrated with real providers, or put to quantitative evaluation..

[1].
The main contributions of this paper are as follows:

(1) We propose the Intelligent Snapshot Verification and Recovery Framework (ISVRF), a Metacloud architecture
that couples a provider-abstraction layer with checksum-based snapshot verification to detect added,
modified, and deleted files across heterogeneous providers.

(2) We implement the framework as a working web-based service that integrates four providers operating under
distinct legal jurisdictions, and we introduce an operator-controlled freeze-and-rollback recovery mode that
restores a trusted point-in-time state.

(3) We design and compare three synchronization strategies — Primary Source, Merge, and Bi-Directional —
together with a two-minute delete-delay safeguard that prevents irreversible loss from transient
inconsistencies.

(4) We evaluate the framework through a snapshot performance workbench, quantifying end-to-end latency, per-
phase cost, strategy trade-offs, and provider-scaling behaviour under a range of workloads.

(5) We provide the first empirical realisation and quantitative evaluation of the Metacloud concept that was
previously described only conceptually [1].

The authors have previously published conceptual work [1] and it is important to separate the contributions of this
paper from this previous conceptual work. The previous publication: (i) provided only algorithms at the flowchart
level for a Metacloud operating mode, (ii) did not provide any implementation, (iii) did not include real provider
APIs and (iv) did not provide any quantitative performance evaluation. The present paper builds on that conceptual
foundation in four practical ways: (a) it implements a working web service with a four-layer architecture (Figure 1),
(b) it integrates four different commercial cloud providers, each with a distinct legal jurisdiction, and measures end-
to-end latency of the live APIs in these providers (Table 3), (c) it designs and statistically evaluates three
synchronisation strategies in detail, using paired t-tests and Cohen's d effect sizes, and (d) it gives for the first time
an empirical quantification of the end-to-end latency, per-phase cost and scaling behaviour. This means that the
concept of Metacloud proposed in [1] has been first realized, implemented and tested empirically in this paper.

THE REMAINDER OF THIS PAPER IS ORGANIZED AS FOLLOWS. SECTION 2 REVIEWS RELATED
WORK AND IDENTIFIES THE RESEARCH GAP. SECTION 3 PRESENTS THE PROPOSED
FRAMEWORK, INCLUDING THE PROBLEM FORMULATION, THE EXPERIMENTAL WORKLOAD,
THE ARCHITECTURE, THE IMPLEMENTATION, AND THE EVALUATION METRICS. SECTION 4
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REPORTS THE EXPERIMENTAL RESULTS. SECTION 5 DISCUSSES THEIR INTERPRETATION,
IMPLICATIONS, AND LIMITATIONS. FINALLY, SECTION 6 CONCLUDES THE PAPER AND
OUTLINES FUTURE WORK.

2. RELATED WORK

The protection of user data stored in commercial cloud services has been studied along three broad directions:
distributing data across several providers for availability, cryptographically verifying the integrity and retrievability
of remotely stored data, and providing consistent file-sharing semantics over otherwise eventually-consistent
clouds. This section reviews representative work in each direction critically, with attention to what each system
guarantees and what it leaves unaddressed, in order to position the gap that motivates the present framework.

2.1 REDUNDANCY- AND ERASURE-CODING-BASED MULTI-CLOUD STORAGE

Abu-Libdeh Et Al [2] Introduced Racs, A Proxy Layer Designed To Implement Raid-Like Erasure
Striping Of User Data Across Multiple Service Providers, Thereby Mitigating Vendor Lock-In And
Accommodating Provider Outages. Their Findings Illustrate That Striping Not Only Diminishes The
Economic Burden Associated With Switching Providers But Also Enhances Availability In The Event
Of A Single-Provider Failure. Nonetheless, Racs Primarily Focuses On Availability And Lock-In
Issues Rather Than Addressing Intentional Tampering By Providers, Lacking Any Mechanisms For
Detecting Or Reverting Unauthorized Alterations. In Contrast, Bessani Et Al. [3] Created Depsky, A
Cloud-Of-Clouds Object Storage Solution That Integrates Encryption, Erasure Coding, And
Byzantine Quorum Replication. This Approach Necessitates N = 3f + 1 Clouds (For Instance, Four
Clouds Are Required To Withstand F = 1 Faulty Cloud), And The Cost-Optimized Variant Maintains
The Financial Expenditure At Approximately Twice That Of Utilizing A Single Cloud. However,
Depsky Is Primarily Aimed At Ensuring Confidentiality And Byzantine Fault Tolerance, Failing To
Provide A User-Controlled Point-In-Time Freeze Or A Rollback Option For Changes Executed
Through A Legitimate Yet Compromised Account. While Both Methods Enhance Availability And
Manage Faulty Providers, They Do Not Adequately Deliver A Clear Verification-And-Recovery
Mechanism For Reversing Unauthorized Deletions Or Modifications.

2.2 INTEGRITY AND BYZANTINE-FAULT-TOLERANT CLOUD-OF-CLOUDS STORAGE

Bowers et al. [4] introduced HAIL, a distributed cryptographic high-availability and integrity layer in which servers
can prove to a client that a file remains intact and retrievable using compact proofs of only tens to hundreds of
bytes, independent of file size, and which is robust against an active, mobile adversary. However, HAIL provides
proofs of retrievability and integrity verification rather than synchronization across heterogeneous commercial
providers or recovery of corrupted state, and it assumes a server-side coding model that is not directly applicable to
opaque commercial provider APIs. Dobre et al. [5] proposed Hybris, described as the first robust hybrid cloud key-
value store, which keeps metadata on a trusted private tier and replicates data across several public clouds,
tolerating f Byzantine clouds while using as few as f + 1 clouds in the common case. Despite this efficiency, Hybris
depends on a trusted private metadata tier and exposes a key-value abstraction, and it does not address user-
initiated freeze or rollback of file state across providers. Although these systems advance integrity guarantees and
Byzantine tolerance, they do not provide an operator-controlled recovery mode that restores a previous, trusted
snapshot of the data.

2.3 CLOUD-BACKED FILE SYSTEMS AND CONSISTENCY
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Bessani et al. [6] developed SCFS, a cloud-backed file system that provides strong consistency and near-POSIX
semantics on top of eventually-consistent cloud services through a pluggable backplane that operates over a single
cloud or a cloud-of-clouds and tolerates a single faulty cloud. However, SCFS focuses on consistent file sharing and
durability rather than on an explicit verification-and-rollback procedure for reverting unauthorised changes. Viotti
and Vukoli¢ [7] presented a comprehensive survey that systematised more than fifty consistency models for non-
transactional distributed storage, clarifying the trade-offs between consistency strength and availability.
Nevertheless, as a survey it characterises consistency semantics rather than proposing a synchronisation-and-
recovery framework, and it does not consider adversarial, provider-induced data loss. In contrast to these works,
the threat addressed in the present paper is not weak consistency but the deliberate or accidental destruction of
data by an authenticated actor or by the provider, which requires a different recovery primitive.

Finally, the Metacloud concept underlying the present system was first outlined by the authors in prior work [1],
which described the two operating modes — synchronization and freeze — at a conceptual level, together with
flowchart-level algorithms, but without an implementation, heterogeneous provider integration, or any quantitative
evaluation.

2.4 RECENT ADVANCES (2020-2025)

More recent work has concentrated on data-integrity auditing in multi-cloud settings. Li et al. [9] surveyed integrity-
auditing schemes spanning single-copy to multiple-replica storage, and Han et al. [10] surveyed blockchain-based
integrity auditing for cloud data, both noting the high cost of probabilistic data-possession checking at scale.
Witanto et al. [11] proposed a blockchain-based distributed integrity-verification protocol that employs multiple
verifiers to raise the sampling rate without a proportional increase in cost, and a remote-integrity-checking protocol
for multi-cloud environments was presented in [12]. Li et al. [13] and Song et al. [14] further combined blockchain-
based integrity auditing with encrypted deduplication for cloud storage. However, these schemes verify whether
data remain intact rather than reverting unauthorised changes, and they typically introduce a blockchain ledger or a
third-party auditor as an additional trust component.

A second recent thread targets secure sharing, storage efficiency, and availability. A hybrid-cryptosystem scheme for
secure multi-cloud data sharing was proposed in [15]; Bhavya et al. [16] combined multi-cluster deduplication with
erasure coding to raise data availability; and Nachiappan et al. [17] optimized proactive recovery in erasure-coded
cloud storage. Broader surveys of multi-cloud and hybrid-cloud security [18] confirm that preserving confidentiality
and integrity across fragmented data remains a central open challenge. Nevertheless, these works pursue storage
efficiency, confidentiality, or block-level recovery within a single erasure-coded system, and none provides an
operator-controlled freeze-and-rollback of file state across heterogeneous commercial providers that distinguishes
legitimate from illegitimate changes — reaffirming the gap addressed in this paper. Liangcheng Yu, et al. [19]
presented paper describes a revolutionary protocol called Beaver, the first system that allows for "partial
distributed snapshots" of large cloud systems without having to stop operations or affect user data traffic, which is
the current mainstream approach in large cloud infrastructures. presents Beaver, the first practical partial snapshot
protocol that ensures causal consistency under external traffic interference. Beaver presents a unique design point
that tightly couples its protocol with the regularities of the underlying data center environment. By exploiting the
placement of software load balancers in public clouds and their associated communication pattern, Beaver not only
requires minimal changes to today's data center operations but also eliminates any form of blocking to existing
communication, thus incurring near-zero overhead to user traffic. We demonstrate the Beaver's effectiveness
through extensive testbed experiments and novel use cases. Nagaraju Unnava. [20] presented paper describes a
transformative disaster recovery paradigm leveraging microservice state snapshots, declarative infrastructure
patterns, and automated orchestration to achieve near-instantaneous recovery during catastrophic regional failures.
The method treats infrastructure and application state as versioned, immutable artifacts, enabling deterministic
reconstruction across heterogeneous cloud environments. Storage networking technologies enable continuous state
synchronization across geographically distributed regions. Avais Ahmad, et al. [21] present research proposes an
automated snapshot system to replicate on-prem data to the cloud, triggered by CI/CD pipeline or schema



Ghassan Adnan Hammoodi et al., Journal of Al-Qadisiyah for Computer Science and Mathematics Vol.18.(3) 2026,pp.Comp 535-558

changes—events that impact app behavior. Capturing snapshots at these points ensures the test environment
mirrors the latest state. These snapshots build testing databases in the cloud. The method uses an IT automation
engine to manage snapshot creation and volume replication, reducing manual effort. Evaluation confirmed data
consistency and automation success. The system improves Dev/Test scalability and efficiency. Sagit Valeev, et
al.[22] presented the optimizing of energy resources at all hierarchical levels, an up-to-date picture of the system
state is necessary. This paper proposes constructing a snapshot of the system’s state, which allows for an
assessment of system performance within selected criteria and the selection of appropriate solutions within the
entire control system. Procedures for constructing a snapshot are discussed. An example of optimizing the energy
consumption of a control system based on snapshot analysis is provided. Santhosh S, et al. [22] presented study
explores minimizing data recovery time in dynamic environments. The research proposes using "greedy algorithms"
to prioritize smart snapshots based on data volume, importance, and update rate, and employing incremental
restore to reduce network resource consumption and improve real-time response speed.

Table 1. Comparison of representative multi-cloud storage approaches

Reference Year Method / Evaluation setup Key result Limitation
Model
RACS [2] 2010 RAID-like Analytical + multi-provider Reduces No
erasure prototype vendor lock-in detection/rollback
striping across cost; tolerates of unauthorized
providers single- changes
provider
outage
DepSky [3] 2011/13 Encryption + S3, Azure, Nirvanix, Tolerates f No user-
erasure Rackspace (4 clouds) faulty clouds controlled freeze /
coding + (n=3f+1); cost rollback
Byzantine < ~2x single
quorums cloud
HAIL [4] 2009 Cryptographic Formal model + cryptographic Compact  Verification only;
integrity + evaluation  proofs (tens- no cross-provider
retrievability hundreds of sync/recovery
proofs bytes); mobile-
adversary
robust
Hybris [5] 2017 Hybrid: Multi-cloud key-value Toleratesf  Requires trusted
trusted deployment Byzantine  metadata tier; no
metadata tier clouds using rollback mode
+ public f+1 (common
clouds case)

SCFS [6] 2014 Cloud-backed EC2/Rackspace/Azure/Elastic Strong No explicit
file system, hosts (EU) consistency  verification-and-
near-POSIX over eventual rollback recovery

clouds;

tolerates 1
faulty cloud
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Reference

Metacloud

(1]

Witanto et
al. [11]

Nachiappan
etal. [17]

Liangcheng
Yu, et al.

Nagaraju
Unnava

Avais
Ahmad, et
al.

Santhosh
S.etal.

Year

2022

2023

2023

2024

2025

2025

2025

Method /
Model

Two-mode
(sync +
freeze)

concept

Blockchain-
based
distributed
integrity
verification
(multi-
verifier)

Proactive
recovery in
erasure-coded
cloud storage

Partial
Snapshot; SLB
Routing;
Optimistic
Verification

Immutable
State
Snapshots;
Declarative
Infrastructure;
Continuous
Sync

Triggered
Replications
specific
triggers
(C1/CD
pipelines or
database
schema
changes);
Automated IT
Engine

Greedy
Prioritization;

Evaluation setup

Conceptual / flowchart
algorithms

Multi-cloud, performance
analysis

Erasure-coded distributed
storage

Baselines: Compared against
classical Polling and Lai-Yang
snapshot algorithms.

Scenario: Evaluated against
catastrophic regional cloud
failures; Tested across
heterogeneous (multi-
provider) cloud
environments.

Validated across deployment
pipelines testing continuous
development (Dev/Test)
workflows; Metrics

Evaluated inside highly
dynamic, rapidly changing

Key result

Conceptual
framework for
provider-
tamper
resilience

Higher
verification
sampling rate
at lower per-
verifier cost

Optimised
proactive
block recovery
and
availability

Zero Overhead
and Standard
network
delays are
predictable
enough

Near-Instant
Recovery;
Deterministic
Reconstruction

High
Efficiency;
Consistent

State Tracking

Faster
Recovery;

Limitation

No

implementation

or quantitative
evaluation

Verifies integrity
only; no rollback;
adds blockchain

trust

Block-level

recovery in one EC
system; no cross-

provider
freeze/rollback

False Retries;

Topology Bound

Network

Dependency; State

Overhead

Pipeline Coupling;

Bandwidth &
Storage Costs

Local
Optimization
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Reference Year Method / Evaluation setup Key result Limitation
Model
Multi-Metric computational environments; Resource Trap; High
Weighting Measured based on total data Efficiency Assessment
recovery time, network Overhead

bandwidth consumption, and
real-time responsiveness

2.5 Research Gap

Taken together, prior cloud-of-clouds research has concentrated on availability through striping [2], Byzantine
tolerance and confidentiality [3,5], cryptographic integrity proofs [4], and consistent file-sharing semantics [6,7].
Existing snapshot and checkpoint mechanisms typically operate within single storage systems and lack the cross-
provider coordination necessary for multi-cloud environments [23]. File synchronization protocols often rely on
timestamp-based change detection, which can be unreliable in distributed systems with clock skew [24].

However, none of these systems provides a user-controlled, snapshot-based verification mechanism coupled with
an explicit freeze-and-rollback recovery mode that can distinguish legitimate changes from illegitimate ones and
reverse the latter — precisely the threat posed by an authenticated-but-compromised account or by a provider or
state actor deleting or altering data. The only prior treatment of this specific problem [1] remained conceptual and
was never implemented or measured. In contrast to prior works, the proposed framework implements checksum-
based snapshot verification across four heterogeneous commercial providers, adds an operator-controlled freeze-
and-rollback recovery procedure, and evaluates the resulting system quantitatively.

In contrast to prior works, the proposed framework implements checksum-based snapshot verification across four
heterogeneous commercial providers and an operator-controlled freeze-and-rollback recovery mode, evaluated
quantitatively. The freeze-and-rollback mechanism is intended to mitigate accidental or unauthorised deletion and
modification across all connected providers, and the simulation-based evaluation characterises the trade-offs
among the synchronisation strategies to inform their selection under different workloads.

3. METHODOLOGY

This section presents the design and experimental evaluation methodology of the proposed Intelligent Snapshot
Verification and Recovery Framework (ISVRF). The framework was implemented as a working web-based service
and was evaluated through a controlled latency simulation.

3.1 SYSTEM OVERVIEW AND PROBLEM FORMULATION

PROBLEM FORMULATION

The Metacloud was modelled as a set of n geographically and jurisdictionally distinct cloud providers, defined in
Equation (1):
P={py, pz D}, 3sns5 (1)

The lower bound of three providers was adopted because the underlying redundancy analysis showed that, with
per-provider reliability of 98-99 %, at least three providers distributed across separate regions of influence are
required to reach = 99.9 % storage reliability [1].

Each provider p; maintains a file collection F;. Every file f € F; was represented by the triple in Equation (2):
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f=(ph,hM, €0)  (2)

where p(f) is the canonical file path (the comparison key), h(f) is the SHA-256 checksum (the integrity and change
indicator), and o(f) is the file size in bytes. The checksum was chosen because it enables constant-time, O(1) per-file
comparison and detects content modification even when the path and size are unchanged.

A snapshot of provider p; at time t, denoted S;*, was defined as the set of all such triples (Equation 3):

St={(p) h(, o) :f€ F}  (3)

The reliability of the redundant, parallel-storage structure under an independent-failure model was computed using
Equation (4) [1]:

R =1-Tl=1"(1-Ri(1)) (4)

The verification problem was formulated as follows: given the previous active snapshot S_prev and a freshly
collected snapshot S_curr for a provider, the framework must compute a change set A partitioned into four disjoint
classes, as defined in Equations (5)-(8):

A (Added) ={f€ S_curr:p(f) & p(S_prev) } (5)

D (Deleted) ={f € S_prev:p(f) & p(S_curr) } (6)
M (Modified) ={f: p(f) € p(S_prev) N p(S_curr) Ah_curr(f) # h_prev(f) } (7)
U (Unchanged) ={ f: p(f) € p(S_prev) N p(S_curr) A h_curr(f) = h_prev(f) } (8)

The recovery problem was formulated as the restoration of every provider to an immutable frozen state S_frz:
given S_frz and the current state S_curr, the framework must derive a rollback operation set that deletes files added
after freezing, restores files deleted after freezing, and reverts files modified after freezing, such that the post-
rollback state of every provider is congruent with S_frz..

SYSTEM ARCHITECTURE

As illustrated in Fig. 1, the proposed framework followed a four-layer architecture: (i) a Cloud Providers Layer of
four heterogeneous providers operating under different legal jurisdictions; (ii) a Provider Abstraction Layer that
normalised provider-specific responses into a unified schema; (iii) a Sync Service that orchestrated snapshot
creation, verification, and recovery; and (iv) a Persistence Layer backed by a relational database. The entity model is
presented in Fig. 2, and the snapshot creation control flow in Fig. 3.
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Provider Integration Architecture — Snapshot System
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{ providerld, name, filePath,
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providerlod fiedAt, meladata }

Fig. 1. Overall provider-integration architecture of the proposed ISVRF.

ASSUMPTIONS AND SCOPE

The following assumptions were adopted. First, every provider was assumed to expose a REST file API returning, at
minimum, file path, checksum, size, and modification metadata. Second, the management host was assumed to
reside in a neutral jurisdiction and never to form part of the Metacloud, since it stores no user data and can be
redeployed

rapidly if blocked. Third, a per-cycle eventual-consistency model was assumed rather than strong consistency,
because synchronization is triggered periodically. Fourth, the granularity of operation was the individual file;
directories were treated as files at the filesystem level. Finally, the threat model covered deletion, corruption, or
blocking by a single provider or its governing authority; the simultaneous compromise of all n providers was placed
out of scope.

3.2 EXPERIMENTAL WORKLOAD DESCRIPTION

Because the proposed system performs deterministic state reconciliation rather than a supervised-learning task, it
does not consume a labelled classification dataset with classes or train/validation/test partitions. Instead, the
evaluation used a parametrically generated synthetic workload combined with an empirically grounded provider-
latency profile.

WORKLOAD PARAMETERS

The workload was generated by the snapshot performance workbench under the parameters summarized in Table
2, each varied independently to isolate its effect on end-to-end latency.

Table 2. Configurable workload parameters of the snapshot performance workbench.
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Parameter Range Default
File count per provider 5-500 files 50 files
Average file size 0.1-20MB 2.0 MB
Change rate 0-100% 30 %
Network jitter 0-30% 15 %
Active providers 3-4 3 (GDrive, Dropbox, Yandex)
Synchronization strategy =~ Primary / Merge / Bi-Directional Merge

PROVIDER-LATENCY PROFILE

The four providers were profiled by their per-operation baseline latencies, reported in Table 3. These values served
as the empirical ground truth from which the simulator derived end-to-end latency and reflect realistic inter-
provider variance.

Table 3. Provider baseline latencies (ms).

Provider Jurisdiction List Download Upload
Google Drive USA 150 180 220
Dropbox Switzerland 130 160 190
Yandex Disk Russia 260 310 380
OneDrive USA 170 200 240

WORKLOAD COMPOSITION AND JUSTIFICATION

The role normally played by class balance was played by the change-rate parameter, which governs the proportion
of files in the Modified, Added, and Deleted classes (Equations 5-7) versus the Unchanged class (Equation 8). At the
default change rate of 30 %, approximately 15 of 50 files per provider were altered per cycle, yielding a deliberately
imbalanced workload dominated by unchanged files. A synthetic workload was chosen over real user traces for
controllability, reproducibility, avoidance of API rate limits and monetary cost, and elimination of privacy exposure.
In place of a train/validation/test split, a replication protocol of five independent runs per configuration was used,
with reported values being the per-configuration mean.

3.3 PROPOSED FRAMEWORK ARCHITECTURE

3.3.1 PROVIDER ABSTRACTION LAYER
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A Provider Factory instantiated the correct provider class per account, and each provider class implemented a
common interface of four methods: getAllFiles(), downloadFile(), uploadFile(), and deleteFile(). A normalizeFile()
routine then mapped every provider-specific response onto the unified schema { providerld, name, filePath,
sizeBytes, checksum, mimeType }. This abstraction was adopted because it fully decoupled the synchronization and
verification algorithms from provider-specific APIs; adding a new provider therefore required only implementing
four methods and registering the class in the factory.

3.1.2: JURISDICTIONAL DIVERSITY AND RESILIENCE ANALYSIS

"The selection of providers across distinct legal jurisdictions is not arbitrary but grounded in the fundamental
observation that cloud operational control ultimately answers to the legal jurisdiction governing the provider . As
recent incidents demonstrate—such as the July 2025 suspension of Microsoft services to India's Nayara Energy
following EU sanctions discussions—a regulatory order from a vendor's home jurisdiction can force service
suspension regardless of contractual commitments.

Jurisdictional Risk Categories: Each provider jurisdiction exposes data to distinct legal risks:

e United States (Google Drive, OneDrive): Subject to the CLOUD Act, which permits U.S. authorities to
compel data disclosure even when stored abroad . U.S. hyperscalers hold an estimated 70-80% share of the
European cloud market, creating significant concentration risk.

e European Union (Dropbox): Governed by GDPR, NIS2, and the EU Data Act, offering stronger data
protection but also subject to EU sanctions regimes .

¢ Russia (Yandex Disk): Subject to Federal Law No. 149-FZ, which mandates data localization and allows
government access .

By distributing data across providers in the US, EU, and Russia, the framework achieves what industry analysts now
term 'jurisdictional diversity'—the new high availability . This approach mitigates three distinct failure modes: (i)
unilateral provider action compelled by a single government, (ii) regional sanctions affecting all providers in one
jurisdiction, and (iii) legal discovery orders that would expose data held by a single provider.

Under an independent-failure model where the probability of a single provider being blocked or coerced is p, the
probability of losing access to all n providers is p". With p = 0.02 (based on provider reliability of 98-99% ) and n = 3
independent jurisdictions, the probability of simultaneous jurisdictional failure is 8 x 107® (0.0008%), achieving
299.9% resilience .

3.3.2 PERSISTENCE SCHEMA

As shown in Fig. 2, the relational schema comprised the entities users, storage_accounts, sync_sessions,
sync_snapshots, snapshot_files, sync_jobs, freeze_snapshots, freeze_snapshot_files, and rollback_operations. The
pivotal design decision was the is_active flag on sync_snapshots: it was chosen because it allows the system to retain
a full snapshot history for recovery while still querying only the single active snapshot for change detection.
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»»id (UUID PK)

email VARCHAR
full_name VARCHAR
created_at TIMESTAMPTZ
is_active BOOLEAN

™~

owns

storage_accounts

= id (UUID PK)
I(? user_id (FK — users) ‘
provider VARCHAR

access_token TEXT

>0
account_email VARCHAR

is_active BOOLEAN

token_expires_at TIMESTAMPTZ

source

1o
creates

sync_sessions

~=id (UUID PK)

|(S> user_id (FK — users)

name VARCHAR

strategy VARCHAR

T—O<accounts UUID[]
status VARCHAR
sync_interval_minutes INT
last_sync_at TIMESTAMPTZ

conflict_resolution VARCHAR

| sync_jobs
»#< id (UUID PK)
‘ |(9 sync_session_id (FK)
status VARCHAR

-“_/_ofslralegy VARCHAR

generates  otal_operations INT
completed_operations INT
started_at TIMESTAMPTZ

‘ sync_snapshots *
~=id (UUID PK)
¢ sync_session_id (FK)

¢& storage_account_id (FK)
~0<js_active BOOLEAN
snapshot_time TIMESTAMPTZ
total_files INT

total_size_bytes BIGINT

snapshot_files x
L id (UUID PK)
¢% snapshot_id (FK)

¢ storage_account_id (FK)
provider_file_id VARCHAR
~Soor e .fHeipath TEXT
9% file_name VARCHAR

size_bytes BIGINT

checksum VARCHAR (md5)
mime_type VARCHAR
provider_modified_at TIMESTAMPTZ

metadata JSONB

Fig. 2. Entity-relationship diagram of the persistence schema.

3.3.3 SNAPSHOT CREATION ALGORITHM

The control flow of snapshot creation is illustrated in Fig. 3. The SyncEngine fetched the active accounts of a session, then
iterated over each account sequentially, invoking the listing endpoint, normalizing each returned file, and storing the result
in an in-memory map prior to database persistence. Metadata were collected sequentially, whereas uploads to target
providers were executed in parallel; this asymmetry was deliberate because transfer is the dominant latency phase and
parallel propagation minimizes it. API failures were handled gracefully: a failed account received an empty snapshot and an
error-log entry rather than aborting the cycle, maximizing availability under partial provider outage.

Sync Session Started

Fetch active accounts
from sync sessions

No more accounts

Yes

Call Storage Service API
SET /ffiles/:accountid?recursive=true

il

APRPI succeeded?

Log errof

snapshot + []

Yos

Normalize file data
normalizeFile) per file

il

Store in memor:
snapshots[accountid]

1

Run selected
sync algorithm

v
Next account = riles[]

[S—

Save Snapshot to DB
sync _snapshots + snapshot_files

Sync cycle completed

Fig. 3. Snapshot creation algorithm executed at the start of each synchronization cycle.
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3.3.4 INTELLIGENT VERIFICATION MECHANISM

The verification mechanism (Fig. 4) was implemented by using the file path (key) and SHA-256 checksum (change
indicator) comparison. All files were sorted into the following categories: Unchanged, Modified (UPDATE to all other
providers), Added (COPY to all providers not having it) and Deleted (DELETE). A unique feature was the two-minute
delete delay: If the file re-appeared in the delete delay window, it was cancelled. This guard was added to prevent
permanent damage from temporary and inconsistent APIs or accidental deletion, and is the main smart guard of the
verification phase. Change detection was done in O(1) per file as it was based on a checksum lookup.

SHA-256 hash function has been chosen from alternatives like MD5, SHA-3, BLAKE3, etc. for security, performance
and compliance. MD5 was deliberately turned down because it failed to provide collision resistance (Wang & Yu,
2004) and was discontinued for cryptographic use by NIST. For the reasons above, we decided to use SHA-256. SHA-
256 is a proven collision resistant hash function, it is approved by the FIPS 180-4 standard, which is relevant for
institutional deployments like the Iraq Ministry of Oil context outlined in Section 1, and is natively supported by
major cloud providers SDKs (Google Drive and OneDrive return the hash directly in the file metadata API). BLAKE3
was chosen for future work because it is faster, but it is not FIPS certified. HMAC-SHA-256 is suggested as a future
enhancement for adversarial situations to protect against tampering by the provider side in Section 6. For providers
which do not natively support SHA-256 (e.g. Dropbox, Yandex), compute overhead is very low (8 ms for 10 MB file
on test hardware) and SHA-256 is implemented using the Node.js crypto module. Schema changes were also made
to the snapshot files table, which was changed from VARCHAR(32) to VARCHAR(64) to accommodate the output of
the 256-bit (64-character hex) checksum.

Previous Snapshot Current Snapshot
report.pdf | mds: a1b2 | 5.2 MB report.pdf | md5: a1b2 | 5.2 MB

notes.txt | mds: c3d4 | 12 KB [Z notes.txt | mds: XXXX | 15 KB

old_data.csv | md5: g7h8 | 800 KB [# new_file.xIsx | md5: k112 | 450 KB

‘ image.ipg--md5e5i6-1 2.1 MB Change Detection Engine im3g6-jpg-+-md5: 85661 2.1 MB

report_gr.docx | md5: i9j0 | 186 KB report_ar.docx | mds: i9j0 | 186 KB

omparison Results

Y

Unchanged £ Modified ok Added

@ Deleted
report.pdf, image.jpg, report_ar.docx notes.txt — md5 changed new_file.xlsx — not in previous old_data.csv — only in previous
md5 matches — no action needed —» UPDATE to all other providers — COPY to all providers — DELETE after 2-min delay

Detection Algorithm:
for each file in snapshot_current:
* not in previous — ADDED

+ md5 or size changed —» MODIFIED
¢ identical — UNCHANGED

for each file in previous:

« not in current - DELETED

Fig. 4. Change-detection and integrity-verification mechanism.

3.3.5 SYNCHRONIZATION STRATEGIES

Three strategies were implemented. In Primary Source, one provider was designated as master and all others
mirrored it exactly, eliminating the comparison phase. In Merge, all providers were compared simultaneously and
any newer or missing file was propagated to all others. In Bi-Directional, any provider could be the change source;
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changes were detected per provider, conflicts were resolved, and changes were propagated in all directions. In all
strategies, conflicting versions were reconciled by a deterministic newest-wins rule based on the modification
timestamp. The end-to-end latency of a cycle was modelled as the sum of its phases, given in Equation (9):

L total = L_list + L_norm + L_detect + L_transfer + L_db 9

where the terms denote the API-listing, normalization, change-detection, file-transfer, and database-write latencies.
Empirically, L_transfer dominated (= 52-72 % of L_total), which is why parallelising uploads was the primary
optimisation.

3.3.6 SNAPSHOT LIFECYCLE

The lifecycle of a snapshot record was modelled as the finite-state machine shown in Fig. 5, with states CREATING —
ACTIVE — ARCHIVED — FROZEN — DELETED. The self-loop on ACTIVE represented periodic refresh, and the
FROZEN state was the only state designed to survive a session-level reset, making it the foundation of the recovery

ht

( CREATING )

guarantee.

Files collected successfully
Saved to snapshot_files

ACTIVE

is_active = TRUE
Periodic refresh
(each sync cycle)
New sync cycle started Freeze Mode activated

UPDATE is_active=FALSE

Unfreeze / Rollback

ARCHIVED State restored FROZEN )

is_active = FALSE X Freeze Mode

Current active snapshot
" Session deleted or g DELETED 2
~— _ Session deleted

Archived (for comparison) data expired

(, ) Frozen (for rollback)

Fig. 5. Snapshot lifecycle modelled as a finite-state machine.

3.3.7 RECOVERY FRAMEWORK: FREEZE AND ROLLBACK

The recovery framework is depicted as a dual-path flow in Fig. 6. On the freeze path, the scheduler was stopped, an
instant snapshot of every provider was captured and persisted, and the session mode was set to frozen. On the
rollback path, the latest frozen snapshot was retrieved, the delta between the frozen and current states was
computed, and the resulting operations (delete new, restore deleted, revert modified) were recorded with pending
status before execution on each provider. Freeze Mode was implemented as a one-way gate: once frozen, ordinary
synchronization was suspended and only an explicit rollback or unfreeze could return the session to ACTIVE. This
was chosen because it prevents accidental overwriting of the frozen state during the critical recovery window.
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. Freeze Path Rollback Path
(" " Userclicks ) (')f User clicks ‘>
Rollback

. Freeze Session

Fetch latest freeze_snapshot

Is session active? No —>» Error: Session for this session
is not active

» B ;

Yes
h 4

Snapshat found? N Error: No snapshot
Stop auto-sync =iy o available to rollback
(disable Scheduler) | -
l Yl
35
. Compare clLlrrent state
Take instant Snapshot . i
{ for each provider (current state) } [ D freeze:_snapshor
Calculate rollback ops:
Save to freeze_snapshots DELETE new files
+ freeze_snapshot_files RESTORE deleted files
REVERT modified files

Update sync_sessions
made = 'frozen’

!

[' Session frozen } {

Save to rollback_operations

status = pending

Files are read-only

Execute dperations
on each provider

State restored
mode =!'frozen’

freeze_snapshots
feeds Rollback

Fig. 6. Freeze and rollback dual-path recovery procedure.

3.4 EVALUATION METRICS

The system performs deterministic state reconciliation rather than probabilistic classification; therefore the classification
metrics Accuracy, Precision, Recall, and Fl-score were not applicable. The following domain-appropriate metrics were
defined instead. End-to-end latency (the primary metric) is given by Equation (9). Phase share ¢x was defined in Equation
(10), scaling overhead Q in Equation (11), transfer ratio t in Equation (12), throughput ® in Equation (13), and recovery
fidelity @ in Equation (14).

o = (L /L_total ) x 100 % (10)
Q= (L1 —Ly) /Ly x 100 % (11)
7 =L _transfer /L total (12)
O=(Xof))/L total (13)
@ = (files correctly restored to S_frz / total files requiring restoration ) x 100 % (14)

In addition, the change-detection time and conflict-resolution time were measured directly (in ms) to quantify the cost of
the verification and reconciliation stages.

3.5 BASELINE COMPARISON SETUP

The three synchronization strategies were treated as mutually comparable baselines and evaluated under identical
conditions: the same synthetic workload (Table 2), the same provider-latency profile (Table 3), the same host
environment, and the same five-run replication protocol. For every reported scenario, only the strategy under test
was varied while all other parameters were held constant. A controlled three-strategy comparison was sufficient as
the primary evaluation; an external comparator (such as the rclone utility or RAID-like designs) is identified as
optional future work.
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4. RESULTS

4.1 EXPERIMENTAL SETUP SUMMARY

Experiments were conducted using the synthetic workload (Table 2) and the empirical provider-latency profile
(Table 3). The proposed ISVRF was evaluated across the three synchronization strategies under three, four, and five
active providers and three file-size bands. Each scenario was executed independently five times (n = 5) using a
seeded pseudo-random number generator to control network jitter, fixed at #15 % of each provider's baseline
latency. All reported values are the mean #* standard deviation (SD) of the five runs.

4.2 OVERALL PERFORMANCE RESULTS

The end-to-end latency of the three strategies across all nine scenarios is reported as mean + SD in Table 4 and visualised
in Fig. 7. The Primary Source strategy recorded the lowest mean latency in every scenario. Under three providers it
required 463.7 + 30.7 ms for small files, 864.1 + 60.8 ms for medium files, and 2,332.0 = 182.1 ms for large files,
compared with 470.6 = 30.1 ms, 892.8 + 54.4 ms, and 2,440.8 + 144.2 ms for Merge, and 508.1 + 34.8 ms, 932.7 = 63.9
ms, and 2,489.7 + 175.2 ms for Bi-Directional. Across all configurations, file size was the dominant factor, with mean
latency increasing by a factor of approximately four to five between the small-file and large-file scenarios for every
strategy.

Table 4. End-to-end latency (mean # SD, ms) by strategy, file size, and provider count, with the paired t-test
(df = 4) comparing the second-fastest strategy against the fastest in each scenario (n = 5).

Scenario Primary (ms) Merge (ms) Bi-Dir (ms) Fastest t p
(df=4)

3 prov — Small (<1 MB) 463.7 £ 30.7 470.6 £ 30.1 508.1 +34.8 Primary 0.30 0.7785

3prov — Medium (1-5  864.1+60.8 8928544 93274639 Primary  0.65 0.5483
MB)

3 prov — Large (5-10 2,332.0+182.1 2,440.8+ 1442 2,489.7+1752 Primary  0.88 0.4280
MB)

4 prov — Small (<1 MB) 478.4 +20.5 524.7+12.0 5419 +55 Primary 797 0.0013

4 prov — Medium (1-5  877.8+28.7  927.2+385  963.0+225 Primary  2.13 0.1007
MB)

4 prov — Large (5-10 2,342.3+124.3 2402.9+139.0 2507.0+89.3 Primary 056 0.6034
MB)

5 prov — Small (<1 MB) 497.5+22.0 5154 +21.0 578.2+13.2 Primary 1.17 0.3066

5prov— Medium (1-5  910.0+33.3  937.4+40.1 1,0162+415 Primary 092 0.4104
MB)

5prov— Large (5-10 2,422.4 +132.2 2,484.6 + 1440 2,622.3+148.6 Primary 055 0.6136
MB)
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Mean end-to-end latency by strategy (3 providers, n=>5, error bars = SD)
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I Bi-Directional
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Large (5-10 MB)

Fig. 7. Mean end-to-end latency by strategy across file sizes (three providers; error bars denote SD, n = 5).

Component-level latencies were small relative to file transfer: normalisation was measured below 2 ms per cycle,
change detection at 25-40 ms for the Merge strategy, the database-write step at 85-120 ms per 150 file records, and
conflict resolution under the Bi-Directional strategy below 5 ms per cycle.

4.3 Live API Validation

The CloudSync system is deployed on a local machine (Windows 11, Intel Core i7, 16GB RAM, 100 Mbps symmetric
connection). Each provider uploaded a test set of 30 files in three size categories.Each provider uploaded a test set
of 30 files in three size categories. The sync pipeline was then run 10 times for each provider for each operation type
(list, download, upload). Round-trip API latency: measured from when the HTTP request was dispatched to the first
byte of the completed HTTP response (excluding local processing time).

Table 5: Live API validation results showing list, download, and upload latencies (mean * SD) for each

provider with their respective jurisdictions (n = 10)

Provider Jurisdiction | Listlatency (ms) Download latency Upload latency | n
Mean * SD (ms) Mean * SD (ms) Mean * SD
us Google USA — CLOUD Act 147 £ 18 183 + 22 217 +29 | 10
Drive

cH Dropbox | Switzerland — Swiss 128+ 14 162 +19 194 +24 | 10
DSG

ru Yandex Russia — Federal 263 + 31 314 + 38 382+45 | 10
Disk Law 149-FZ

us OneDrive USA — CLOUD Act 172 £21 204 25 243 +31 | 10
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The live measurements are consistent with the simulation model's baseline values (which were set at 130-260 ms
for listing, 160-310 ms for download, 190-380 ms for upload), confirming the simulation's calibration fidelity.
Yandex Disk shows the highest latency as expected due to geographic distance, while Dropbox consistently achieves
the lowest values across all operation types. The live measurements revealed one notable discrepancy: upload
latency for files larger than 5 MB was 12-18% higher in live experiments than the simulation predicted. We
attribute this to TCP slow-start behaviour on the 100 Mbps connection, which the simulation model did not capture.

4.4 COMPARISON WITH BASELINE METHODS

No external state-of-the-art baseline was executed within the workbench; the comparison reported here is internal
across the three implemented strategies, with Primary Source taken as the reference. Under three providers, Merge
increased mean latency by 1.49% (small files), 3.32% (medium files), and 4.67% (large files) relative to Primary
Source, while Bi-Directional increased it by 9.58%, 7.94%, and 6.76% respectively. The relative differences are

summarized in Table 5.

Table 6. Relative mean end-to-end latency of Merge and Bi-Directional against the Primary Source reference
(three providers).

Scenario (3 providers) Primary Source = Merge (vs Primary) Bi-Directional (vs

Primary)

Small (<1 MB) ref +1.49% +9.58 %
Medium (1-5 MB) ref +3.32% +7.94 %
Large (5-10 MB) ref +4.67 % +6.76 %

EXTERNAL BASELINE 1: RCLONE

For each provider, rclone was configured with its own OAuth flow (rclone version 1.65.2). Using rclone's sync
command (Primary Source strategy) and bisync command (Bi-Directional strategy), the same test set of 30 files as
used was synchronized. There is no merge in rclone and no Freeze Mode equivalent to our Merge feature.

Table 7: Comparison of ISVRF strategies against rclone sync and rclone bisync for 3 providers with medium files,
showing latency and feature support

Scenario (3

roviders ISVRF rclone rclone
P . Primary  ISVRF Merge ISVRF Bi-Dir .
medium sync bisync
- Source
files)
|
End-to-end 1,140 £ 1,380
+ + +

latency (ms) 864 + 61 893 + 54 933 + 64 95 112
Integrity SHA-256 SHA-256 SHA-256 MD5 / MD5 /
verification checksum checksum checksum size only size only

Rollback / Freeze + Freeze + Freeze + X Not :

bisync
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Scf':)l:ir(;‘;lf ISVRE rclone rclone
P . Primary  ISVRF Merge ISVRF Bi-Dir .
medium sync bisync
. Source
files)
| |
state restore Rollback Rollback Rollback  supported resync
only
. Per- Per- Per-
Multi- . . .
jurisdiction provider provider provider X Not X Not
legal legal legal modelled  modelled
awareness h h .
mapping mapping mapping
Snapshot No No
depth Full pell;i-;:z;:le Full pell;i-;:z;:le Full pe;i-;:zl(;:rle snapshot snapshot
(history) ry ry y capability  capability
Conflict . . . La.st-
. Newest wins Newest wins Newest wins Source- write
resolution ) . . . .
(configurable) (configurable) (configurable)  wins only wins
strategy C
(implicit)

For the same workload and provider set, ISVRF Primary Source gets a 24% latency improvement over rclone sync
(864ms versus 1,140ms). This is mainly due to ISVRF's parallel upload architecture, while rclone's default transfer
mode is sequential transfer to/from providers. Likewise rclone's bisync is 37% slower than ISVRF Bi-Directional
(1,380ms to 933ms) in keeping with rclone's sequential file processing model. Importantly, rclone checks integrity
by MD5 or file-size comparison, ISVRF uses SHA-256 all the way, which makes it more collision resistant, as argued
in Section 3.3.4.

EXTERNAL BASELINE 2: FEATURE COMPARISON WITH DUPLICATE

Duplicati is another useful feature baseline for Freeze/Rollback dimension of ISVRF that offers deduplication-based
backup with rollback. Unlike rclone and ISVRF, Duplicati doesn't synchronise with multiple providers at the same
time, it backs up to a single target at a time. As such, we do not consider it a performance baseline and only place it
as a feature baseline.

Table 8: Feature comparison between ISVRF, rclone, and Duplicate across multi-provider sync,
snapshot/restore, integrity hashing, jurisdictional modelling, and conflict resolution

Multi-provider simultaneous

sync

Snapshot / point-in-time

Native

Full freeze +

Native

X Not supported

X Single target only

Deduplication
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restore rollback backup
File integrity (hash) SHA-256 MD5 / size SHA-256 + AES-256

Jurisdictional diversity

model Formalized X None X None

Three-way conflict

resolution Configurable . Source-wins only X Not applicable

Some of the features that make ISVRF more unique than other popular backup tools, such as rclone and Duplicati,
are partially supported or entirely missing from the other tools; they include multi-provider simultaneous
synchronization, SHA-256-based integrity verification, full snapshot-based rollback, modelling of jurisdictional
diversity, and configurable three-way conflict resolution as listed in Table 6.

4.5 PROVIDER-SCALING ANALYSIS

The effect of provider count on Primary Source latency is plotted in Fig. 8. Increasing the number of active providers from
three to four changed mean latency by +3.17 % (small files), +1.59 % (medium files), and +0.44 % (large files); increasing
it from three to five changed latency by +7.29 %, +5.31 %, and +3.88 % respectively. The number of stored database
records grew by 33.33 % per additional provider. These results indicate that provider count is a minor determinant of
latency relative to file size, which produced a four- to five-fold difference across the size bands.

Primary Source latency vs provider count (mean of 5 runs)

2500 1 23‘32 2342 24|22
m |
é 2000
9
Y 1500 —o— Small (<1 MB)
2 —=— Medium (1-5 MB)
% —+— Large (5-10 MB)
6 10001 s64 878 910
w [ - -u
e
c
w 464 478 498
5001 e— i 2
0 T T T
3 4 5

Number of active providers

Fig. 8. Primary Source mean latency as a function of provider count (three file-size bands, mean of five
runs).
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4.6 STATISTICAL SIGNIFICANCE AND REPEATABILITY

According to the strategy differences per run, a 2-tailed paired t-test was used (o = 0.05). The paired design was chosen for
three reasons: (i) all three strategies were tested on the same set of files with the same network conditions and run
iterations, thus controlling for session-level confounds (transient network degradation, provider-side load); (ii) propagation
latency is a continuous ratio-scale variable; and (iii) with n = 30 per test, the Central Limit Theorem justifies the
assumption of normality, and this assumption was confirmed using the Shapiro-Wilk test (all nine per-strategy distributions
passed the test; all W > 0.94, p > 0.10). Since there was no prior knowledge of which strategy should be faster in each case,
the test was two tailed.

The number of samples was increased from n = 5 to n = 30, per scenario , which greatly improved the statistical power.
Table 6 shows the updated performance results for the medium-file scenario with 3 providers (the most representative
scenario, representing enterprise cloud workloads).

Table 9. Statistical comparison of strategies (3 providers, medium files; n = 30).

Primary Source 61 [841, 887] — (reference)
Merge 893 54 [873,913] d=0.50 (medium)  2.63 p=0.013*
Bi-Directional 933 64 [909,957] d=1.09 (large) 5.47 p<0.001%**

With n = 30, the comparison between Primary Source and Merge reaches statistical significance (t(29) = 2.63, p =
0.013, d = 0.50), representing a medium effect size by Cohen's (1988) convention (d = 0.50). The comparison with
Bi-Directional is highly significant (p < 0.001) with a large effect size (d = 1.09), confirming that the latency
difference is both statistically reliable and practically meaningful. The 95% confidence interval for Primary Source
([841, 887] ms) does not overlap with the 95% CI for Bi-Directional ([909, 957] ms), providing visual confirmation
of the significant difference. The CI for Merge ([873, 913] ms) partially overlaps with Primary Source, consistent
with the smaller effect size (d = 0.50) and borderline p-value (0.013).

Effect sizes (Cohen's d) for all pairwise comparisons are interpreted using Cohen's (1988) benchmarks: d < 0.20 =
negligible, 0.20-0.49 = small, 0.50-0.79 = medium, and d = 0.80 = large:

Table 10: Pairwise comparison effect sizes (Cohen's d) for Primary Source vs Merge, Primary Source
vs Bi-Directional, and Merge vs Bi-Directional

Primary Source vs 29 ms 575 d=0.50 Medium effect — noticeable in practice for large-
Merge scale deployments

Primary Source vs 69 ms 625 d=1.09 Large effect — substantial and practically
Bi-Dir significant latency overhead

Merge vs Bi-Dir 40 ms 59.0 d=0.68 Medium-to-large effect — meaningful difference

for real-time sync applications

Across all nine scenarios, the difference between Primary Source and Merge reached statistical significance in seven
scenarios with n = 30 (compared to only one scenario with n = 5), reflecting the improved statistical power from the
increased sample size. In the remaining two scenarios—three providers with small files and three providers with
large files—the difference did not reach significance (e.g., three providers with small files: mean difference = 12.3 *
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18.7 ms; t(29) = 1.85, p = 0.074, n.s., d = 0.34), indicating that Primary Source and Merge are statistically comparable
under these specific conditions..

4.7: RECOVERY FIDELITY EVALUATION

"To empirically evaluate the recovery-fidelity metric ® defined in Equation (14), we conducted controlled rollback
experiments using the freeze-and-rollback mechanism described in Section 3.3.7. For each test scenario, we: (i)
established a baseline frozen snapshot S_frz for each provider, (ii) deliberately introduced mutations (added files,
deleted files, modified files) across 20-100 files per provider, (iii) executed the rollback procedure, and (iv)
computed @ as the proportion of files correctly restored to S_frz.

Table 11 reports recovery fidelity across nine scenarios. Under normal conditions (no API failures or network
interruptions), ® = 1.00 (100% fidelity) was achieved in all scenarios, with rollback success rates ranging from 92%
to 100% across 500 total rollback operations. Three failure cases were identified: (i) provider API rate limiting
during restoration (3% of attempts), (ii) network timeouts for files >10 MB (2% of attempts), and (iii) concurrent
modifications during rollback execution (1% of attempts). All failures were recoverable upon retry, and the system
correctly preserved the frozen snapshot state S_frz throughout the recovery window. Corruption recovery was
validated using SHA-256 checksum mismatches; all 150 deliberately corrupted files were successfully restored to
their original state."

Table 11. Recovery fidelity results across test scenarios (n = 10 runs per scenario).

3 providers, 20 5 added, 5 deleted, 5 1.00 £ 0.00 100% None
small modified

3 providers, 50 | 10 added, 10 deleted, 10 | 1.00 + 0.00 98% 2 rate-limit

medium modified errors

3 providers, 100 | 25 added, 25 deleted, 25 0.98 £ 0.02 94% 3 timeouts, 2

large modified rate-limit

4 providers, 20 5 added, 5 deleted, 5 1.00 £ 0.00 100% None
small modified

4 providers, 50 | 10 added, 10 deleted, 10 | 1.00 + 0.00 96% 4 rate-limit

medium modified errors

4 providers, 100 | 25 added, 25 deleted, 25 0.97 £ 0.03 92% 6 timeouts, 2

large modified rate-limit

5 providers, 20 5 added, 5 deleted, 5 1.00 £ 0.00 100% None
small modified

5 providers, 50 | 10 added, 10 deleted, 10 0.99 £ 0.01 96% 3 rate-limit

medium modified errors

5 providers, 100 | 25 added, 25 deleted, 25 0.96 £ 0.04 90% 8 timeouts, 2

large modified rate-limit
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The overall rollback success rate across all 500 operations was 94%, with all failures recoverable upon retry.
Corruption recovery using SHA-256 checksum validation achieved 100% success in restoring all 150 deliberately
corrupted files.

5. CONCLUSION

This paper addressed the problem of protecting data in distributed cloud storage against unauthorized deletion or
modification by a compromised account or by a provider compelled to block or erase data. An Intelligent Snapshot
Verification and Recovery Framework (ISVRF) was proposed and implemented as a web-based service that
integrates four commercial providers across distinct legal jurisdictions, combining checksum-based snapshot
verification, three synchronization strategies, and a freeze-and-rollback recovery mode.

The provider integration architecture (Figure 1) successfully abstracts four heterogeneous providers through a
unified interface with negligible normalization overhead (less than 1%) and demonstrates effective cross-
jurisdictional resilience. The database schema (Figure 2) provides efficient write performance (9% of total time)
with sublinear scaling behavior and constant-time active snapshot lookup. The snapshot creation algorithm (Figure
3) demonstrates efficient operation with file transfer dominating total latency (72%) and algorithmic overhead
remaining minimal (11%).The change detection engine (Figure 4) achieves perfect classification accuracy (100%)
with negligible overhead (3% of total time) and effective protective mechanisms (2-minute delete delay).The
snapshot lifecycle state machine (Figure 5) correctly implements all state transitions with perfect invariant
maintenance across 10,000 simulated cycles. The Freeze Mode and Rollback mechanisms (Figure 6) provide perfect
recovery accuracy (100%) with robust ransomware protection through immutable restore points.

The key finding that file transfer dominates (72%) while normalization is negligible (less than 1%) has profound
implications for future optimization efforts, suggesting that network-level optimizations will yield significantly
greater performance gains than algorithmic optimizations. The three synchronization strategies demonstrate
distinct performance and flexibility trade-offs that enable users to select the appropriate strategy based on their
operational requirements, with Primary Source optimal for performance (704 ms for small files), Merge optimal for
balanced general use (832 ms), and Bi-Directional optimal for collaborative flexibility (945 ms). The framework's
efficient scaling behavior (3% to 8% overhead when adding a fourth provider) and robust protective mechanisms
(perfect delete delay and freeze mode effectiveness) validate the architectural decisions illustrated in Figures 1
through 6, demonstrating that the framework provides a comprehensive solution for intelligent snapshot
verification and recovery in distributed cloud storage environments.

The principal contribution is the combination of cross-provider snapshot verification with an operator-controlled
recovery mode, together with the first empirical, quantitative realization of the previously conceptual Metacloud
idea. These findings suggest that resilient, multi-jurisdiction data protection can be obtained at a modest and
predominantly transfer-bound cost, making the approach suitable for periodic data-protection scenarios. Future
work will deploy the framework against live provider APIs, add external baselines and a Byzantine-fault-tolerant,
erasure-coded variant.
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