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A B S T R A C T 

Rapid proliferation of cloud storage services has enlarged the issue of protecting user data from 

 unauthorized modifications, deletions, or constraints by the provider in any distributed system. The 
current state-of-the-art Cloud-of-Clouds solutions improve both availability and integrity but do not 
provide an operator-controlled method to verify data across different cloud providers and restore a 
Metacloud to a previously trusted state after unauthorized modifications. In this paper, we present and 
implement an Intelligent Snapshot Verification and Recovery Framework (ISVRF) as a web service that 
integrates four commercial cloud storage providers operating under different legal jurisdictions. The 
proposed framework uses checksum-based snapshot verification, three synchronization modes (Primary 
Source, Merge, and Bi-Directional), and incorporates a freeze-and-rollback recovery mechanism. An 
evaluation of its efficacy is also provided through a snapshot performance workbench tested with different 
file sizes and varying numbers of providers. In 5 experiments (mean ± SD), the Primary Source strategy 
consistently achieved the lowest mean latency across all scenarios (e.g., 864.1 ± 60.8 ms for medium files 
with three providers). The maximum latency increase for the Merge and Bi-Directional strategies was 
9.58%. Statistically significant differences between the fastest and second-fastest strategies were found in 
only 1 out of 9 scenarios (paired t-test, p = 0.0013). Increasing the providers from 3 to 5 resulted in a 
latency variation of not more than about 7%. These results show that resilient snapshot verification and 
recovery over diverse jurisdictions can be achieved with relatively modest and primarily transfer-bound 
overhead, making the framework suitable for periodic data protection in user and organizational contexts 
where the risk of data loss may be due to factors at the jurisdictional or provider level. 
MSC.. 
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Introduction 
Modern-day digital infrastructure involves remote storage and access of data over the internet through a third-party 

provider, as opposed to storing data on local hardware. The size of the global cloud storage market was estimated to 

be approximately USD 98.8 billion in 2023. A ten-year projection places it at well over USD 777 billion in 2033, 

reflecting an approximate compound annual growth rate of 22% [8]. A single provider can deliver very high levels of 

availability and fault tolerance beyond what one provider can offer, and hence, the cloud-of-clouds paradigm is 

being investigated to realize the same. In the face of random failures or outages of some providers, several systems 

have since been built on similar principles. 

Yet the above techniques inherently secure the integrity of stored data against accidental corruption, not willful or 

unauthorized changes. For example, a provider may have to suspend or terminate an account under legal, political, 

or commercial duress, and an account that is compromised but authenticated can then be used to attack and delete 

data that the storage layer has conscientiously replicated. These are the issues with current cloud-of-clouds 

architectures. While encryption and erasure coding along with Byzantine quorums are integrated into DepSky to 

protect against untrustworthy providers, the main focus of DepSky is on confidentiality and read/write availability, 

rather than on enabling user-controlled recovery [3]. HAIL assures cryptographically that a file is preserved and can 

be accessed; however, it prioritizes verification over synchronization or repair of a corrupt state [4]. Hybris handles 

Byzantine providers by using a trusted metadata layer, but it does not support point-in-time rollback [5]. However, 

with the current advancements, the ability to detect unauthorized changes and roll back a Metacloud to a previously 

trusted state is still mostly neglected [1]. 
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The first one allows for redundancy and erasure coding between providers to increase availability and remove the 

possibility of vendor lock-in. An example of this approach is RACS [2], and DepSky [3]. However, these systems do 

not distinguish between legitimate updates and malicious alterations; they do not provide a means for reversing the 

latter. The second approach focuses on cryptographic integrity and proofs of retrievability. For example, HAIL [4] is 

good at corruption detection but assumes a server-side coding model that does not fit well with opaque commercial 

provider APIs and does not facilitate recovery. The third approach provides consistent file-sharing semantics over 

eventually-consistent clouds. An example of this approach is SCFS [6] and the consistency models surveyed by Viotti 

and Vukolić [7]. They are concerned more with the problem of adversarial data loss than consistency. Recent studies 

carried out between 2020 and 2025 have increased the efforts of multi-cloud integrity auditing and security 

[9],[18], but they are more focused on detection than recovery. Throughout all three directions, the specific 

challenge of reversing unauthorized deletions or modifications under operator control remains unresolved. 

This study aims to bridge that gap. We are not aware of any research that currently exists on integrating checksum-

based snapshot verification between different commercial cloud providers and a recovery mechanism held by the 

operator, which can discern between legitimate and illegitimate changes and thus reverse the latter. The only 

previous work on this very issue — our own Metacloud concept — was put forward at a conceptual stage using 

flowchart algorithms; it has not been implemented, integrated with real providers, or put to quantitative evaluation.. 

[1]. 

The main contributions of this paper are as follows: 
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EXTERNAL BASELINE 1: RCLONE 

Scenario (3 
providers, 

medium 
files) 

ISVRF 
Primary 

Source 
ISVRF Merge ISVRF Bi-Dir 

rclone 
sync 

rclone 
bisync 

End-to-end 
latency (ms) 

864 ± 61 893 ± 54 933 ± 64 
1,140 ± 

95 
1,380 ± 

112 

Integrity 
verification 

SHA-256 
checksum 

SHA-256 
checksum 

SHA-256 
checksum 

MD5 / 
size only 

MD5 / 
size only 

Rollback /    Freeze +    Freeze +    Freeze +   Not 
    

bisync 
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Scenario (3 
providers, 

medium 
files) 

ISVRF 
Primary 

Source 
ISVRF Merge ISVRF Bi-Dir 

rclone 
sync 

rclone 
bisync 

state restore Rollback Rollback Rollback supported resync 
only 

Multi-
jurisdiction 

awareness 

   Per-

provider 
legal 

mapping 

   Per-

provider 
legal 

mapping 

   Per-

provider 
legal 

mapping 

  Not 

modelled 

  Not 

modelled 

Snapshot 
depth 

(history) 

Full per-cycle 
history 

Full per-cycle 
history 

Full per-cycle 
history 

No 
snapshot 

capability 

No 
snapshot 

capability 

Conflict 
resolution 

strategy 

Newest wins 
(configurable) 

Newest wins 
(configurable) 

Newest wins 
(configurable) 

Source-
wins only 

Last-
write 
wins 

(implicit) 

 

EXTERNAL BASELINE 2: FEATURE COMPARISON WITH DUPLICATE 

Feature ISVRF rclone Duplicati 

Multi-provider simultaneous 
sync 

   Native    Native   Single target only 

Snapshot / point-in-time    Full freeze +   Not supported 
   Deduplication 
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Feature ISVRF rclone Duplicati 

restore rollback backup 

File integrity (hash) SHA-256 MD5 / size SHA-256 + AES-256 

Jurisdictional diversity 
model 

   Formalized   None   None 

Three-way conflict 
resolution 

   Configurable     Source-wins only   Not applicable 
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