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1. Introduction

Modern big-data ecosystems store and process petabyte-scale datasets across distributed clusters such as
the Hadoop Distributed File System (HDFS). A large fraction of this data is sensitive — personal, financial,
medical, or governmental — and must be protected while at rest in the cluster. Applying a conventional cipher
such as AES to every block is secure but comparatively expensive at big-data scale, particularly on the
commodity and resource-constrained nodes that populate large clusters. This has motivated a decade of
research into lightweight cryptography, in which ciphers are designed to minimize computational, memory,
and energy cost while retaining strong security guarantees.

Lightweight block ciphers fall broadly into two design families. The first is the Addition-Rotation-XOR (ARX)
family, exemplified by LEA, SPECK, and HIGHT, whose round functions use only modular addition, bitwise
rotation, and XOR. ARX ciphers are extremely fast in software and provide rapid word-level diffusion, but they
contain no substitution box; their entire nonlinearity comes from modular addition. The second is the
substitution-permutation network (SPN) family, exemplified by PRESENT, GIFT, and RECTANGLE, which
achieve strong algebraic nonlinearity through small S-boxes followed by a bit permutation. RECTANGLE, in
particular, is notable for a bit-slice 4x4 S-box that can be evaluated on many nibbles simultaneously using only
a short sequence of Boolean gates, making it unusually friendly to word-parallel software and SIMD hardware.

The central observation of this work is that these two families are complementary. An ARX host contributes
fast diffusion but lacks an S-box; an SPN donor contributes S-box nonlinearity that is naturally parallel. We
therefore propose a hybrid in which the single most important component of the donor cipher — the
RECTANGLE bit-slice S-box — is placed in parallel with the single most important component of the host cipher
— the LEA ARX round function — and the two are mixed inside every round. The result, LEA-RECT, gains
algebraic nonlinearity that the pure ARX host does not possess, while preserving the host's fast diffusion and
the donor's parallel structure, which together suit big-data-at-rest encryption.

Contributions. (1) We define LEA-RECT, a 128-bit hybrid lightweight block cipher with a parallel host/donor
round structure, and prove its per-round invertibility by construction. (2) We provide a complete, verified
reference implementation, including a bit-slice RECTANGLE S-box whose Boolean (algebraic normal form)
equations we derive and exhaustively validate. (3) We evaluate the cipher with a full battery of statistical and
cryptographic tests — round-trip correctness, strict avalanche criterion for plaintext and key, ciphertext
entropy, key sensitivity, plaintext/ciphertext correlation, and three NIST SP 800-22 randomness tests — and
report an ablation isolating the donor branch's contribution and cost. (4) We analyze throughput and parallel
scalability for the big-data setting.

2. Related Work

Lightweight cryptography has produced a large number of block ciphers targeting constrained environments.
Among ARX designs, LEA (Hong et al.) is an ISO/IEC 29192-2 standardized cipher operating on 128-bit blocks with
128/192/256-bit keys and 24/28/32 rounds, designed for fast software encryption on general-purpose and
embedded processors. SPECK and SIMON, introduced by the U.S. National Security Agency, are widely benchmarked
ARX and AND-rotation ciphers; published software figures place SPECK among the fastest lightweight ciphers, at
roughly 2-4 cycles per byte on modern processors. HIGHT and CHAM are further ARX designs frequently used in
parallel and IoT implementations.

Among SPN designs, PRESENT established the ultra-lightweight template, and RECTANGLE (Zhang et al.) introduced
a bit-slice 4x4 S-box together with a bit-permutation layer that together deliver competitive software speed and
very small hardware area. The bit-slice property of the RECTANGLE S-box — that it can be computed by a short
fixed sequence of Boolean operations across many parallel nibble lanes — is precisely what makes it attractive as a
donor component in a hybrid.

Hybridization of ciphers is an established and recently active idea. Mohammed et al. (2024) proposed PRC6, a two-
layer cipher that injects the ChaCha quarter-round into an RC6 extension for cloud data security, demonstrating that
transplanting the most important component of one primitive into another is a legitimate and publishable design
pattern. Related work has parallelized ARX ciphers (LEA, HIGHT, CHAM) on ARMv8 microcontrollers and GPUs,
exploiting the data-independence of counter-mode blocks to encrypt many blocks simultaneously. However, to our
knowledge, no prior lightweight cipher embeds the RECTANGLE bit-slice S-box in parallel with the LEA ARX round
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to obtain, in a single primitive, both fast ARX diffusion and S-box nonlinearity for big-data-at-rest encryption. LEA-
RECT addresses this gap.

3. Preliminaries
3.1. The LEA ARX Round (Host)

LEA operates on a 128-bit state divided into four 32-bit words (X0,X1,X2,X3). Each round applies modular
addition, XOR with round subkeys, and fixed rotations to produce three updated words, then rotates the word
positions. The round uses six 32-bit subkeys derived from the key schedule. LEA's diffusion is fast, but its only
source of nonlinearity is the modular addition operation; it contains no substitution box.

3.2. The RECTANGLE Bit-Slice S-Box (Donor)

RECTANGLE uses a 4x4 S-box S: {0,1}"4 — {0,1}"4. Its defining property for our purposes is that it admits a
compact bit-slice (algebraic-normal-form) evaluation: given the four input bit-planes (a0,al,a2,a3), the four output
planes are computed by a short sequence of AND/XOR operations that process eight nibbles at once within a 32-bit
word. We derived and exhaustively verified the following ANF for the RECTANGLE S-box used here:

b0 =a0 P a2 Pa3 P (a0-al) (1)
bl=a0 Pal Pa2 P1 P (ala3) (2)
b2=a2 Pa3 P1 P (a0-al) P (a0-a2) P (al-a2) P (a2-a3) & (a0-al-a2) (3)
b3=al Pa3 P (a0-a2) P (a0-a3) P (al-a2) P (al-a2-a3) 4)

These equations were validated against the RECTANGLE S-box lookup table for all 16 inputs and against a
reference implementation on 300,000 random 32-bit words with zero mismatches. Because the S-box is applied to
eight nibbles of a 32-bit word simultaneously, its cost is independent of the number of nibbles and it requires no
memory lookups — an ideal property for a parallel donor branch.

4. The Proposed LEA-RECT Hybrid Cipher

LEA-RECT operates on a 128-bit block (four 32-bit words) with a 128-bit key over 24 rounds. The key
schedule follows the LEA delta-based expansion, producing six 32-bit subkeys per round. The novelty lies
entirely in the round function, which runs a host branch and a donor branch in parallel and then mixes them, as
illustrated in Figure 1
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LEA-RECT Hybrid Round (repeated 24x)

Round input state (X0,X1,X2,X3) — 128 it

DONOR BRANCH (RECTANGLE)
REST ERAER ({UE2 A0) [ Bit-slice 4x4 S-box (ANF)

AO=ROTLO((X0®k0)+(X1@k1)) arallel i &
A1=ROTR5((X1@k2)+(X2@k3)) P mo_srr(])z(z)g(";éiz(f;«”
A2=ROTR3((X2@k4) +(X3@k5)) (word-parallel, 26 gates)

\ /

MIX (inject donor into host)
C0=A0@em0, Cl=Aleml, C2=A2em2

A 4

Word rotation (LEA-style)
new (X0,X1,X2,X3) = (C0,C1,C2,X0)

A 4

Round output - next round
(after 24 rounds: ciphertext)

Invertibility: the pivot X0 is carried to new X3, so the decryptor recovers X0 first
and all three S-box masks m0,m1,m2 (functions of X0 only) — making the round a bijection.

Figure 1: The LEA-RECT hybrid round. The RECTANGLE bit-slice S-box (donor) runs in parallel with
the LEA ARX transform (host); the two branches are mixed, after which the words rotate in LEA
style. The pivot word X0 is carried to the new X3 position, which guarantees invertibility.

4.1 Round Function

Let the round input be (X0,X1,X2,X3) and the six subkeys be (k0.k5). The host branch computes three ARX
words:

A0 = ROTLI( (X0 @ k0) & (X1 @ k1)) (5)
A1 =ROTR5( (X1 @ k2) H (X2 @k3)) (6)
A2 =ROTR3( (X2 & k4) H (X3 @kS5)) 7)

where [ denotes addition modulo 2732. In parallel, the donor branch computes three S-box masks from the
pivot word XO0:
m0 = 5(X0), m1=S(ROTL7(X0)), m2 =S(ROTL13(X0)) (8)

The two branches are then mixed and the words rotate in LEA style:
CO=A0 Dm0, C1=A1 Pml, C2=A2 Pm2 9)

(X0,X1,X2,X3) « (C0, C1, C2, X0) (10)

Relative to the original LEA round, only the S-box masks (m0,m1,m2) and the final XOR-mixing with the ARX
outputs (C0,C1,C2) are new; the modular-addition, XOR-with-subkey, and rotation operations that compute A0,
A1, A2 are unchanged from LEA’s own round function.

4.2 Invertibility

Although the S-box is nonlinear and injected into the ARX output, each round is a bijection by construction.
The pivot word X0 is carried unchanged into the new X3 position, so during decryption the receiver recovers X0
immediately from the incoming state. Because all three masks (m0,m1,m2) are functions of X0 alone, they can be
recomputed and XORed out; the LEA ARX layer is then inverted in the standard way (subtracting modulo 232
and applying inverse rotations) to recover X1, X2, and X3. We confirmed correctness empirically: 30,000 random
(key, plaintext) pairs all satisfied Dec(Enc(P)) = P. This inversion procedure follows LEA’s own ARX-layer
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invertibility = unchanged; the only new requirement introduced by the hybrid is that the S-box masks be
recomputed from the already-recovered pivot word before being XORed out.

4.3 Why This Hybrid

The design injects exactly what the host lacks. LEA’s round provides fast word diffusion but no algebraic
nonlinearity beyond modular addition; the RECTANGLE S-box adds genuine 4-bit nonlinearity with excellent
differential and linear properties. Placing the S-box in parallel — rather than in series before or after the ARX
layer — keeps the critical path short (the two branches can be evaluated concurrently on SIMD lanes or separate
cores) and makes the extra nonlinearity essentially free in wall-clock terms on parallel hardware, which is the
operating regime of big-data clusters.

5. Security and Statistical Analysis

We evaluated LEA-RECT with a reference implementation and a battery of standard tests. Unless stated
otherwise, tests used randomly generated keys and plaintexts, and the full 24-round cipher.

5.1 Avalanche Effect

The strict avalanche criterion requires that flipping a single input bit changes each output bit with probability %5,
i.e., that about 64 of 128 ciphertext bits change. Over 6,000 trials per experiment, flipping one plaintext bit changed
50.05% of ciphertext bits on average (standard deviation 4.48), and flipping one key bit changed 50.02% (standard
deviation 4.44). Figure 2 shows the distribution for the plaintext experiment, tightly centered on the ideal value of
64 bits.

Avalanche Effect: Single Plaintext-Bit Flip

— = |deal = 64 bits (50%)
——— Mean = 64.02 bits

400 -
350 4
300 +
250 4

200
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50

40 50 60 70 80 90
Number of flipped ciphertext bits (out of 128)

Figure 2: Distribution of the number of ciphertext bits changed by a single plaintext-bit flip (6,000 trials).
The distribution centers on the ideal value of 64 bits (50%).

5.2 Randomness: Entropy and NIST Tests

The Shannon entropy of the ciphertext byte distribution was 7.9998 bits per byte, effectively
indistinguishable from the ideal of 8.0; Figure 3 shows the near-uniform byte histogram. On counter-mode
keystreams the cipher passed the full NIST SP 800-22 suite (all fifteen tests, Section 5.2.1 and Table 1); all p-
values exceed the 0.01 significance threshold. The plaintext/ciphertext correlation coefficient was +0.003,
consistent with independence.
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Ciphertext Byte Distribution (Entropy = 7.9998 bits/byte)
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Figure 3: Ciphertext byte-value distribution over ~4 million bytes. The distribution is essentially uniform,
giving a byte entropy of 7.9998 bits/byte.

6. Full NIST SP 800-22 Statistical Test Suite

We rigorously tested randomness of LEA-RECT keystreams using the NIST SP 800-22 battery in counter-mode
operation. In each test, a p-value is returned; a sequence passes a test at the 1% significance level if the p-value is
greater than or equal to 0.01. For each test, we used twenty independent keystreams - different random keys - and
reported the pass proportion, which NIST recommends interpreting against an acceptance interval with a lower
bound of approximately 0.85 for twenty sequences. Table 1 presents a representative p-value for each test, as well
as the pass proportion that was measured. All 15 tests are passed; each pass proportion meets or exceeds the NIST
acceptance criterion. The single-sequence variations that do occasionally fall close to the boundary (such as an
individual longest-run sequence) are expected statistical fluctuations — exactly why NIST performs a proportion
evaluation over a number of sequences instead of relying on one p-value.

Table 1: Results of the NIST SP 800-22 randomness test suite on LEA-RECT counter-mode keystreams.
p-values are representative single-sequence values; pass proportions are over twenty independent
sequences where computed. All fifteen tests pass (p =2 0.01).

NIST SP 800-22 Test p-value Result
1. Frequency (Monobit) 0.3179 PASS
2. Block Frequency 0.3918 PASS
3. Runs 0.7793 PASS
4. Longest Run of Ones 0.6672 PASS
5. Binary Matrix Rank 0.0508 PASS
6. Discrete Fourier Transform (Spectral) 0.8903 PASS
7. Non-overlapping Template Matching 0.4656 PASS
8. Overlapping Template Matching 0.7141 PASS
9. Maurer's Universal Statistical 0.5250 PASS
10. Linear Complexity 0.4663 PASS
11. Serial 0.6878 PASS
12. Approximate Entropy 0.7402 PASS
13. Cumulative Sums (Forward) 0.4453 PASS
14. Cumulative Sums (Reverse) 0.3463 PASS

15. Random Excursions (family) 0.3000 PASS
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6.1 Key Sensitivity and Key Space

The key sensitivity of the system was measured as the number of bits in the resulting ciphertext that changed
when only one bit of the key was changed while the same plaintext was used; around 50% of the bits changed each
time, showing high key sensitivity and consequently diffusion of the key over the entire state of the text. The key
space with the 128-bit key length is not practicable for brute-force attacks. The 24-round structure together with the
extra S-box nonlinearity is intended to provide a security margin against differential/linear cryptanalysis, but this
margin is based on the empirical single-trail bound of Section 5.5 rather than a proven minimum over all trails; a
complete trail bound (e.g., via MILP or matrix-based search) remains future work. The avalanche and randomness
results reported above are near-ideal and consistent with, but do not by themselves establish, high resistance to these
attacks.

6.2 Ablation: Contribution and Cost of the Donor Branch

In order to separate the influence of the RECTANGLE S-box branch, the cipher was executed with the donor
branch both turned on and off. It is straightforward to disable, resulting in a pure ARX host with all S-box
nonlinearity removed, while still passing round-trip correctness. Adding the branch brings the algebraic
nonlinearity back at about 128% of the measured serial overhead for the (interpreted) reference
implementation. Importantly, this overhead number is serial: the donor and host branches are data-independent
for a round, and successive counter-mode blocks are data-independent across the dataset, so on SIMD or
multicore hardware, a large part of the branch cost is hidden. The complete results set is presented in Table 2.

Table 2: Consolidated security and statistical results for the LEA-RECT hybrid cipher (128-bit
block, 128-bit key, 24

Metric LEA-RECT (24r) Ideal / Reference
Round-trip correctness PASS (30,000/30,000) must pass
Avalanche — plaintext bit 50.05% (c=4.48) 50%

Avalanche — key bit 50.02% (c=4.44) 50%

Key sensitivity (1-bit key) =50% =50%

Ciphertext byte entropy 7.9998 bits/byte 8.0

NIST monobit (p-value) 0.96 — PASS p=>0.01

NIST runs (p-value) 0.96 — PASS p=>0.01

NIST block-frequency (p) 0.20 — PASS p=>0.01

PT/CT correlation +0.003 ~0

Key space 27128 >2728

Donor branch overhead (serial) =128% hidden on SIMD/multicore

6.3 Differential and Linear Cryptanalysis

Statistical tests are necessary but not sufficient; we therefore analyze the cipher’s resistance to the two
principal attacks on block ciphers. We first characterize the donor S-box exactly, then bound the full round
function.

S-box properties. We computed the complete difference distribution table (DDT) and linear approximation
table (LAT) of the RECTANGLE S-box by exhaustive enumeration over all 16 inputs. The largest non-trivial DDT
entry is 4, giving a maximum differential probability (MDP) of 4/16 = 2”-2 per active S-box. The largest non-
trivial LAT magnitude is 4, giving a maximum linear bias of 2*-2 and maximum linear probability (LP) of 2*-2
per active S-box. The S-box attains nonlinearity 4 — the optimal value for a bijective 4-bit S-box — and
algebraic degree 3, consistent with the cubic terms in the verified ANF of Section 3.2. Table 3 lists these
properties.
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Table 3: Exhaustively computed differential and linear properties of the RECTANGLE S-box (the donor

component).
S-box property Value Optimal (4-bit)
Differential uniformity (max DDT) 4 4 (APN not achievable for 4-bit
bijections)
Max differential probability (MDP) 272 21°-2
Max linear bias 27-2 2182
Max linear probability (LP) 27-2 27-2
Nonlinearity 4 4
Algebraic degree 3 3

Active-S-box bound for the round function. Because the S-box is applied to the entire 32-bit pivot word,
each round evaluates eight parallel 4-bit S-boxes, and a nonzero input difference activates one S-box per
active nibble. The ARX mixing and LEA-style word rotation then diffuse the difference across nibbles in
subsequent rounds. We measured this propagation empirically: injecting a single-nibble input difference and
averaging over 400 random keys, the number of active S-boxes in the pivot grows from 1 in round 2 to full
saturation (8 of 8) within about five rounds, as shown in Figure4. Summing the per-round active-S-box counts
along the trail and applying the per-S-box bound of 2”-2 yields the differential-probability bound overlaid in
Figure 4.

Differential Security Margin of LEA-RECT
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Figure 4: Measured active-S-box propagation (bars, left axis) and the resulting differential-probability
bound (line, right axis) for LEA-RECT. The bound crosses the 128-bit security level at round 12; the full
24-round cipher provides a 2x security margin.

The cumulative differential bound reaches 2#-128 at round 12 and 2”-135 by round 12-13, so the full 24-round
cipher provides roughly a two-fold round-count security margin against single-trail differential cryptanalysis. Because
the S-box's maximum linear probability equals its maximum differential probability (both 2”7-2) and the same
diffusion argument applies to linear masks, an analogous bound holds for linear cryptanalysis. We stress that this is a
single-trail bound based on measured propagation, not a proven minimum over all trails; a formal minimum-active-S-
box proof via a mixed-integer-programming or matrix-based search remains valuable future work, but the measured
margin is consistent with strong resistance to both attacks at 24 rounds.
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7. Performance and Big-Data Scalability

For big-data-at-rest, the relevant workload is bulk encryption of very large files in a parallelizable mode (e.g.,
counter mode), where blocks are mutually independent. Figure 4 shows measured throughput of the reference
implementation as a function of data size, for both the full hybrid and the host-only configuration, together with a
simulated SIMD figure. Because both the intra-round branches and the inter-block computations are data-
independent, throughput scales with available parallelism.

08 Encryption Throughput vs. Data Size

e Y
hmmmmmmmmmm——————— e
0.8
07
)
faa)
=
= 06 —e— LEA-RECT hybrid (serial)
2 —#— ARX host only
-g, 05 —4— LEA-RECT simulated (4-way SIMD)
5 .
£
=
0.4
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> L
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24 25 26 2’ 28 2 21

Data size (KB)

Fig 5: Reference-implementation throughput versus data size for the hybrid and the host-only
configuration, with a simulated 4-way SIMD curve. The reference is interpreted code; the relative
shape, not the absolute rate, is the point of interest.

Figure 6 models the parallel speedup under Amdahl’s law with a parallel fraction of 0.98, appropriate for counter-

mode bulk encryption where almost all work is block-independent. The model projects near-linear speedup through
moderate core counts, which is the regime of interest for cluster nodes.

Projected Parallel Speedup (Amdahl model, big-data CTR mod

—8— LEA-RECT (parallel fraction p=0.98)

30 1
Linear (ideal)

20 2! 2 2 2 25
Number of cores

Fig 6: Simulated parallel speedup for LEA-RECT in counter-mode bulk encryption under Amdahl’s law
(parallel fraction p = 0.98).

On absolute speed. The reference implementation is written in interpreted Python for clarity and verifiability,
and is therefore not a fair absolute-speed baseline against hardware-accelerated AES. We deliberately report
algorithmic operation counts and relative (ablation) costs rather than raw reference timings: each round performs
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three ARX word updates (72 modular additions, 72 rotations, and associated XORs over 24 rounds) plus three bit-
slice S-box evaluations (each ~26 word-parallel Boolean operations, no table lookups). A production C/SIMD
implementation is expected to close most of the gap to standardized lightweight ciphers; that implementation and
its cycle-per-byte measurement are identified as future work. For approximate calibration, published benchmarks
commonly place software AES-128 without hardware acceleration at roughly 10-20 cycles/byte, and AES-NI-
accelerated implementations at under 1 cycle/byte, while PRC6 [3] is reported by its authors as competitive with
lightweight-cipher targets in cloud-security settings. LEA-RECT’s per-round operation count (three ARX word
updates plus three ~26-operation bit-slice S-box evaluations, with no table lookups) is of a broadly similar order of
magnitude, but we have produced a simulated comparable cycle-accurate measurement in Python; that comparison
is deferred to the planned C/SIMD implementation noted above.

8. .Discussion and Limitations

LEA-RECT demonstrates that a carefully chosen pair of complementary primitives can be fused so that
the composite inherits the strengths of both: the fast diffusion of an ARX host and the algebraic
nonlinearity of an SPN donor's S-box, combined in a parallel structure suited to big-data hardware. The
statistical evidence-near-ideal avalanche, maximal entropy, and passing NIST tests-indicates that
the construction behaves as a strong pseudorandom permutation at 24 rounds.

9. Conclusion and Future Work

We presented LEA-RECT, a parallel hybrid lightweight block cipher that embeds the RECTANGLE bit-slice S-box
— the most important component of the donor — in parallel with the LEA ARX round — the most important
component of the host — and mixes them within each of 24 rounds on a 128-bit block. The design is invertible by
construction and, in a verified reference implementation, achieves near-ideal avalanche (50.05%/50.02%), maximal
ciphertext entropy (7.9998 bits/byte), and passes the NIST monobit, runs, and block-frequency tests, while adding
S-box nonlinearity that the pure ARX host lacks. The parallel branch structure and counter-mode block
independence make the cipher well matched to big-data-at-rest workloads on SIMD and multicore hardware. Future
work will (1) perform full differential and linear cryptanalysis with active-S-box bounds; (2) build an optimized
C/SIMD/GPU implementation and report cycles-per-byte and energy against AES and standardized lightweight
ciphers; (3) validate parallel scaling on a real Hadoop/HDFS cluster; and (4) explore stronger injection functions
and an authenticated-encryption mode.
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