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Abstract:

This paper focuses on a new technique of cryptography in abstract algebra. We first give the
necessary review on Dihedral group and cryptography .We definition a new alphabetic of characters
by additive character “blank” ,thus we have (27) characters {26 letters and “blank” }therefore we
use modular 27 instead 26 such that we use the reflection and rotation which exists in Dihedral group

to change the arrange of vectors of characters in plain text.
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Introduction: Cryptography is one of the most

. . This aper consists of  three
important applications of algebra and number pap

. aragraphs ,where one includes some
theory where the process is to change paragrap

. . . necessary definitions on dihedral groups . In
important information to another unclear one .

. . second, we defined some necessary definitions
The main goal of cryptography is to keep the

on Cryptography. Third includes a suggested
integrity and security of this information there yprography g9

technique and some example and analysis of
are many types of Cryptography techniques Iqu xamp ysi

this technique . The programs of this paper
and we will try to consider some of them in q prog pap

this paper . write by using V.B. language .
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1. Preliminary definitions in algebra:

1.1 Definition [4]:

We say that *: S xS— S, which defined by
(X,y)— X is a binary opration on a nonempty
set Sif itismap.

1.2 Definition[5]:

A group (G,*) is a nonempty set G with a

binary operation * such that the following

conditions are hold:

(i) (x* y)* z=x* (y* z), forall x,y,zeG

(ii) There exists an element e such that:
Xx*e=x=e*x, forall xe G,

(iii) For all x e G there is an element x*in G

such that:

xt*x=e=x*xt

1.3 Definition[4]:

Theset D, ={r°,r, 1% ..., " s sr,sr%, ...,
s'™ } is called the dihedral group and has
order 2n with property ~ sr =r's,

1.4 Remarks[4]:

2. Preliminary definitions in Cryptography:
2.1 Definition[3]:
Encryption is the process of changing the

text of the content (data) to the symbols and
Numbers are difficult to understand using the

many and varied mathematical algorithms .
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2.2 Goals of Cryptography [1]:

e Data privacy (confidentiality
).

e Data Authenticity (it came
from where it claim).

e Data integrity(it has not been
modified on the way) in the

digital world.

2.3 The
Cryptography [2]:

fundamental objects of

e Plaint text is the original data.

o Cipher text is the message changed
by using some algorithms .

e Encryption is the processes which are
changing the plaintext to cipher text.

e  Decryption is the processes which are

changing the cipher text to plaintext.

2.4 Definition [4]:

a;
[ @2 |
Let A= ] be a vector then the

an-1

cryptography transpose (CT) of A is

i

We will introduce a new term in the
following definition, that is the transpose of

element.
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2.5 Definition: P1

M 4 AHB

Qo
Let AJ : ] be a vector and a .
| .| “ lpsz 1, |

lan—lj [Pr+1]
be an element of A, then the | - |

DPan ‘

4-  Apply the Dihedral

operations (r,s):

a;

transport of a, i

(ak)T:a(n—l) —k

We will define a new operation in the k
. o o . _ pp=| ¢ kak“) m°d27] ,k=0,1,...,n-1

following definition, which it very import in (sr%by,1) mod27
our paper.
2.6 Definition: [ 0 1 [P
Let D,={r%r,...... JLsSryenenn. Sr™} be a ! 1 ! +| mod27
dihedral group then we can define the new [n—z .
operation : DnpP = n—15 Pn

. i 0 Pn+17 T

r*a=a+k mod 27 [ 1

r~*a=a-k mod 27 | | | "‘ mod27

n—2 .
sa=a' mod 27 \ln U Ly,

srka=(a+k)" mod 27

For enhanced this technical we must

encryption the first letter of plaintext because

3. The suggested algorithm : the first letter by using this technical stay the
Here we consider the blank is character , i.e the same letter always.
alphabet is 27 chars . Encryption the first letter

i- Encryption process : C1=p;+(2*n) mod 27

1- Take positive integer number
ii) Decryption process:

Pi=Ci-(2*n) mod 27

n.

2- Construction Dihedral group
(r~*ag,,) mod27

D, . D.C=
" "~ @*sBI,,) mod27

3- Cut block of plain text with
length 2n character as : 3.1 Example:
Take plain text="hello”
Encryption by using Dihedral Cryptographic

Technique
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Solution

1-

Encrption

Let n=2
D,=D,={r’r,s,5r},|D,|=4
Hello={Hell}+{o_ _ _}

7
“Hell"—P, = l 141] = [g]

o
HERA

D.P.=

9+ [
Hr [[155]

The first letter:
H—-7— 7+4=11—-L

15
14

“O0”—"0-- —>P2HI } [14]

26

[2] + [26]
42] + [26])T

i Hs

Then
0—14—14+4=18—>8S

D,P,=

26

P="Hello”—C="LFPOSAA-*

2-Decryption :

C="” LFPOSAA-*
C="LFPO” ,C,="SAA-“
Cy:

L — 11-4=7 —-H

> | nrpo=c,

—C,=0AA-
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o]

—+

—+

+

+

DnCZZDn:l

-[1] H‘
RN

-[]
[o]].
k E?H H

14
-1
—”HELL”=P,
2o
-3
Then p="Hello--

—+

+

+

[5]
0
| [1]
C,:
[ [0 14
- [1] + [ 0 ]
_)V’O___V :P
3.2 Example:
Encryption the text:
College of education university of al Qadisiya
Solution:

P=" College of education university
of al Qadisiya"

C=" GPPOIHW
SGAVHVYZXIJIMMDVNRZFJHMU
C SGAZPAKZHJIRBBA"
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3.3 Example:
In example (3.1) and example (3.2) we take

n=1, now we will change value of nand
compare between them;

P="Hello"

n=1 — C=" LFPOSAA-"

n=100—>C="
SFNOSEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRA
ZYXWVUTSRQPONMLKJIIHGFEDCBA
ZYXWVUTSRQPONMLKJIIHGFEDCBA
ZYXWVUTSRQPONMLKJIIHGFEDCBA
ZYXWVUTSRQPONMLKJ"

n=10—»C=" AFNOSEFGHIA ZYXWVUTS"
P=" College of education university of al
Qadisiya”

n=1—C="GPPOIHW
SGAVHVYZXIMMDVNRZFJHMUC
SGAZPAKZHIJIRBBA"

n=10—C="
WPNOILKGWOAVVDUVBLEETVPLZIXZ
QBC KSXVJUCRXJULBFFGHIA
ZYXWVUTS"

n=100—C="

NPNOILKGWOJPPGQPIZFFTOIESCQSIVA
DTLGIUJAMQWGYOSSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRA
ZYXWVUTSRQPONMLKJIHGFEDCBA
ZYXWVUTSRQPONMLKJIIHGFEDCBA
ZYXWVUTSRQPONMLKJIIHGFEDCBA
ZYXWVUTSRQPONMLKJ"

We note that the complexity of cryptography

increasing when the value n increasing.
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3.4 Frequency analysis:

BT R W =
MEI 7 3 N
| s44% ) 0 | 2.20%]
a6 ) v | 2.22%]

Y I -
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m

4 N
FREQUENCY ANALYSIS
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4. Conclusions:
1. The technique consists of an
algebraic  concept

depends on

recycling and displacement in
forming the elements which led to the
raising

Confidentiality and complexity level.

2. technical included some original
ideas, whether in design or
implementation making

Her privacy.

3. encryption keys used random and

difficult to detect.
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