
 

45 
 

Journal of AL-Qadisiyah for computer science and mathematics     Vol.10   No.1   Year  2018 

ISSN (Print): 2074 – 0204       ISSN (Online): 2521 –  3504 

 

 

 

Image Encryption Using Columnar Transportation Technique 

and Bits Reversing  

 

Mohammed Hasan Abdulameer 

Department of computer science, 

Faculty of education for girls, university of kufa, Iraq  
 

 

 

 

 

 

 

 

 

 

 

 

Abstract  

 

Security has become very important aspect during data transmission and storage. Cryptography is used to 

maintain security. Columnar Transportation Technique is one of the most common methods that used in image 

encryption. In this paper, we proposed an encryption technique based on columnar Transportation and bits 

reversing, and named the method (CTR). Different colored images are used in the experiments. Experimental 

results showed that the proposed method is a secure and effective as a color image encryption method.
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I. Introduction 

 

Security of images has gained much attention 

for many years, and the “illegal data access 

has become big issue and widespread in 

communication networks. So that, data 

security in storage and transmission of digital 

images is extremely needed, such as in 

transmitting medical images, military images 

transmissions, and confidential video 

conferencing [1][2][3]. Digital images, 

nowadays it’s a very popular for using in 

computers and other digital devices. For image 

processing applications, it is always worth to 

minimize the computational time and storage. 

There are many studies and techniques to 

encrypt images which were achieved great 

results [4][5]. However, the classical cipher 

methods are still slow to process image and 

video data in commercial systems. An 

algorithm to enhance the security in 

transmission digital images was proposed by 

Rodriguesa et al [6] .Their approach was based 

on Advanced Encryption Standard (AES) 

stream ciphering applied in the Huffman 

coding. Their proposed structure permits 

decryption of an explicit area of image and 

that led to a substantial decrease in processing 

time in encrypting and decrypting process. 

Moreover, it provides a steady bit rate and 

retain the JPEG bit-stream acquiescence. To 

reflect a high level security and features of 

parallel processing with better image 

encryption and non-distortion, Ammar et al [1] 

introduced a new method as an image 

encryption technique. It was established on a 

non-traditional random number generators and 

a residue number system (RNS) sequence, 

which are clustered as a chaotic system. 

Acharya et al [7] have proposed an advanced 

of hill cipher named as (AdvHill) encryption 

algorithm which uses an involuntary key 

matrix.[7]. Their proposed method was an 

effective against plaintext attacks. Singh and 

Nand [8] introduced an approach where the 

image file is considered as a stream of bits. 

These are constructed as grids of variable 

sizes.  

 

 

Their proposed method transforms each grid 

into encrypted grid by applying Helical and 

columnar transposition. This paper proposes 

an approach called (CTR) to simulate 

analyzing and ciphering the entire image by 

re-ordering the data of image matrix; using 

Columnar Transportation technique and bits 

reversing in order to choose an effective key as 

one of available ciphering/deciphering keys.  

I. The proposed Methodology  

The general block diagram of the proposed 

methodology is illustrated in the figure (1) 

below:  

 

 

 

 

 

 

 

 

Figure (1): the proposed Methodology. 

 

1. Image Analysis phase: it is the first 

phase in the proposed methodology 

which comprises many steps as 

described in the following flowchart: 

 

 

 

 

 

 

 

 

Figure (2): flowchart of the image analysis 

steps 
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a) Input .bmp image: In this processing 

step, each image is mapped into the 

popular type of bitmap (24 bit for 

each pixel (RGB)) which is used in 

most operating systems such as 

windows. We used different sizes of 

the applied image from the dataset 

such as (768×512) [9] as shown in the 

table (1). 

Table (1): Some images sizes used in 

 the proposed method 

 

 

 

 

 

b) Scanning pixels: In this step, the 

method scans the entire coordination 

of the image through the width and 

the height in order to get the original 

data matrix. 

c) Decimal to Binary pixels form: In 

this stage, the method converts all the 

pixels’ values from decimal into 

binary form concurrently with the 

previous step.  

d) RGB pixels map division and 

buffering: In this step, each pixel’s 

value divided into three parts of 

colors binary matrixes named as color 

names R, G, and B.  

 

 

 

 

The general equations for the previous steps 

are: 

          

 
          

         
                                                  

To convert the decimal form of value to the 

binary form 

         ∑∑ 

 

   

 

   

                                                                 

 

And for each pixel in equation 2, we get the 

binary form of it based on equation 3 

 

          

 ∑                       

                         

                    

                                                   
                                                  

   

                             

  

   

 

(3) 

                                       

                   

                                                                                                        

 

2. CTR method phase: 

There are two main procedures for this 

phase, the CRT image encryption for 

ciphering each input image and the 

CRT image decryption for deciphering 

each input image that is ciphered. 
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2.1. Image Encryption: 

The general flowchart of CTR image 

encryption as shown in figure (3): 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (3): flowchart of CTR image encryption 

A. RGB sorting step: this step starts 

with sorting all pixels' data by 

organize the 24 bits for each pixel 

into (3*8) array in order to convert 

them to ciphering key in Columnar 

transportation using equation 5: 
               

 ∑∑∑∑                   

 

   

 

   

 

   

 

   

        

 

B. Columnar transportation: Re-

arrange the 8' columns of the binary 

array as to the applied ciphering key 

(length is: 8) for each pixel sorted in 

equation 5 by applying equation 6: 
          

   ∑∑                        

 

   

 

   

             

 

 

 

 

 

 
 

C. Bits reversing (4 highest weights): It 

is a significant step in the proposed 

method that reverse the last 4 bits' 

positions values (5,6,7,8) from 1 to 0 

and verse vise for each pixel sorted in 

equation 6 by applying equation7 

below: 

            

   ∑∑
                          

             

 

   

 

   

            

 

D. Binary to decimal pixels' form: 
after the previous step, we convert the 

24 bit of applied pixel to its decimal 

value for each pixel sorted in 

equation7 via applying equation 8 as 

below: 
           

∑
                                        

     
  
            

                                                       (8) 

E. RGB map buffer output: collect all 

image data as in the equation 9 and 

saving it as ciphered image. 

                                   

                

                                            
 

1.2 Image Decryption: 

The general flowchart for CTR 

image decryption is illustrated 

in figure (4): 

 

 

 

 

 

 

 

 

 

 

Figure (4): flowchart steps of CTR image 

decryption 
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A. RGB sorting: arrange the 24 bits for 

each pixel into (3×8) array to convert 

them as deciphering key in columnar 

transportation step as above in  

equation 5. 

B. Bits reverse (4 highest weights): 

reverse the last 4 bits' positions 

(5,6,7,8) from 1 to 0 and verse vise as 

in explained above in equation 6. 

C. Columnar transportation: Re-

arrange the 8' columns of the binary 

array as deciphering key from the 

equation 7 above. 

D. Binary to decimal pixels' form: 

convert the 24 bit of applied pixel 

into its decimal values as in equation 

8. 

E. RGB map buffer output: collect all 

the image data and saving it as 

ciphered image as in the equation 9. 

 

3. Output Image: it is the final phase 

that shows either the ciphered or 

deciphered image after applying CTR 

method procedures. 

 

II. Implementation and Experimental 

results  

This section shows the experimental 

results of the proposed CTR approach   

for the selected images from the dataset of 

colored images [9]. The figures 5 and 6 

present the images before and after 

applying CTR method.  

 

 

 

 

 

 

 

 

 

      

(a)Original Parrot image with histogram      

       

 (b) Parrot image after applying CTR method 

with histogram   

    

(a)Original Land image with histogram 

 

(b) Land image after applying CTR method 

with histogram 

Figure (5): Two images encryption and 

decryption by CTR method with their 

histogram 
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       (a)Original Mount image with histogram 

 

          (b) Mount image after CTR algorithm 

with histogram 

  

(a)Original Window image with histogram    

   

           (b) Window image after CTR algorithm 

with histogram    

Figure (6): Two images encryption and 

decryption by CTR method with their 

histogram 

 

Moreover, table 2 shows the decimal values of 

the cropped 5×5 pixels of Parrot image and 

table 3 demonstrate the RGB binary values 

corresponding to cropped 5×5 pixels in table 2.  

 

 

 

 

 

Table (2): Decimal values of the cropped 5×5 

pixels of Parrot image 

 

 

 

 

 

 

 

 

Table (3): RGB binary values corresponding to 

cropped 5×5 pixels in table 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Pix4 Pix3 Pix2 Pix1 Pix0 pixels 

14994871 15060664 14929078 14929332 14929332 Pix0 

14929078 14994871 14929078 14863539 14929587 Pix1 

14994871 14994871 14929078 14863539 14929332 Pix2 

15126457 15126457 14994871 14929332 14929332 Pix3 

15126711 15060664 14994871 14929332 14863539 Pix4 
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IV. Discussion 

The strength of the CTR method in ciphering 

is depends on the power of the ciphering key, 

and to explain that; we will summarize some 

points;  

first, the length of the key will be same as the 

size of the bits of each color. That will  mean 

the length will be eight numbers ranging in 

[1,2,3,3,4,5,6,7,8].  Each one of them have the 

same position of the original bit.  When the 

user chooses the ciphering key as the form 

[12345678], then it will be in the same 

ordering of the original bits of the image’s 

pixels. That’s means there is no change in the 

positions of bits for the ciphering image and 

the original image. In addition, the deciphering 

key must be the same to ciphering key. 

Second, depend on the columnar 

transportation of the positions of the ciphering 

key, we will get powerful ciphering key. 

Third, due to the importance of the last 

positions of the binary form of each color, we 

must take into account changing the positions 

of these 4 highest weights when trying to 

choose a ciphering key. Four, the eight digits 

for each ciphering key mean there are many 

transportations between the positions. It may 

get a ciphering key with one transport such as 

(21345678), the decipher keys (reverse keys) 

for the cipher keys above will be the same. 

Table (4) below show that the positions of the 

first and the second bits are changed. 

Changing between four bits means two 

positions changed such as (21435678). The 

changing to six and eight bits also possible 

such as (21436578), (21436587). There are 

thirty-two possible ciphering keys. Finally, the 

power of ciphering depends on substitution the 

maximum transportations, in this case the CTR 

method will be very effective in ciphering and 

this relating with the nature of the original 

image data. For example, the key (37821546) 

is a powerful ciphering key and the reverse 

key of it is (54176823). The powerful 

ciphering key for certain source image may be 

unreliable for another source image. 

 

 

 

Table (4): Bit changing to create ciphering 

keys. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. Conclusion:  

Columnar Transportation and bits reversing 

(CTR) method has been proposed in this 

paper. The method simulate analyzing and 

ciphering the entire image. This achieved by 

re-ordering the data of image matrix and 

choose an effective key as one of available 

ciphering/deciphering keys. Eight different 

colored images have been collected and used 

in the experimental results. The results showed 

high performance in the encryption for the 

selected images. Furthermore, the CTR was 

reliable in analyzing and encrypting variety of 

image features. Moreover, it was an easier to 

manage use of available keys in order to 

investigate the desired cipher sample of any 

color image. To extend this work, we suggest 

combining the proposed CTR with another 

method for more security performance and use 

large dataset to show more stability.  

 

 

 

 

 

 

Bits 

changes 
Ciphering key Deciphering key 

One bit 

change 
2 1 3 4 5 6 7 8 2 1 3 4 5 6 7 8 

Two bits 

changes 
2 1 4 3 5 6 7 8 2 1 4 3 5 6 7 8 

Six bit 

changes 
2 1 4 3 6 5 7 8 2 1 4 3 6 5 7 8 

Eight bit 

changes 
2 1 4 3 6 5 8 7 2 1 4 3 6 5 8 7 

More bit 

changes 

(Strong 

Key) 

3 7 8 2 1 5 4 6 5 4 1 7 6 8 2 3 
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 مستخلص :ال

أصبخ الأمه جاوبا هاما جذا أثىاء وقل البٍاواث والتخزٌه وٌضتخذم التشفٍز للذفاظ على الأمه. تقىٍت الىقل العمىدٌت هً 

ه الطزق الأكثز شٍىعا التً تضتخذم فً تشفٍز الصىر. فً هذي البذث، وذه وقتزح تقىٍت التشفٍز على أصاس وادذة م

الىقل العمىدي وعكش البتاث تضمى طزٌقت صً ار تً . وتضتخذم الصىر الملىوت المختلفت فً التجارب. وأظهزث 

 فٍز للصىرة الملىوت.                الىتائج التجزٌبٍت أن الطزٌقت المقتزدت هً آمىت وفعالت كطزٌقت تش
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