Journal of AL-Qadisiyah for computer science and mathematics Vol.10 No.2 Year 2018
ISSN (Print): 2074 — 0204 ISSN (Online): 2521 — 3504

Math Page 6 - 14 Samaa .F

A New Electronic Voting Protocol Using Secret Sharing
Based on Set of Path Domination

Samaa F. Ibraheem
Applied Sciences Department, University of Technology, Baghdad, Iraq

samaafuad@gmail.com

Recived : 24\12\2017 Revised : 8\1\2018 Accepted : 10\1\2018
Available online : 17 /2/2018

DOI: 10.29304/jgcm.2018.10.2.362

Abstract

For secret electronic voting protocol we always need a secure system. Secret sharing scheme are
proved to be safe guarding through distributing the input key to number of participants then
reconstructing the shares through a secure process. In this paper, the set of dominating paths in special
graph is used to share the votes among a set of candidates, such that, each candidate represents an edge
in the graph. Based on this new technique, we have shown that it is secure and confidential. The
efficiency of the new protocol is demonstrated in terms of time and cost.
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1. Introduction

The theory of domination is considered as
one of the major research area in graph theory.
Historically, the first domination type
problems came from chess. In 1958, Berge[1]
was the first how introduced the concept of
domination in graph. After that this concept
takes high popularity by many mathematicians
and scientists, and it is utilized in many
applications. Various types of domination of a
graph have been defined and studied by many
researchers. In the appendix of Haynes [2]
more than 75 models are listed.

Technical ~ systems  like  computer
communication network, radio station and
traffic management system have a structure
like a graph. These systems needs many
requirements to achieve the security, speed,
accuracy and privacy, for example, we need a
minimum number of computers to control the
communication network, these can be
performed through the dominating set in grapg.
Electronic voting system is one of the technical
systems that required many efforts to minimize
the cost and time while maintaining security
and confidentiality, all these objective are
achieved by secret sharing schemes (SSS).

Secret sharing was introduced in 1979 by
Shamir [3] and Blakley [4], it has important
applications in cryptography as a protocol. A
secret sharing scheme is a method to keep safe
a secret value (key) by partitioned it into shares
and distributes it among several participants in
such a way that only confirmed qualified
subsets of participants can regain the secret by
pooling their shares together. This distribution
increases the safety, reliability, security and
convenience.

In 1987, Benelux[5] was introduce the first
E-voting system that based on secret sharing
scheme. E-voting systems are fundamentally
different but any system should guarantee the
privacy and security to protect the confidential
data. In other words, it must be guaranteed that
no one can discover the identity of the voter .
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During twenty years ago, various
techniques are used in E-voting systems that
based on multiple key cipher[6], secret sharing
technique and zero knowledge protocol[7],
publicly verifiable secret sharing scheme[8],
chinese remainder theorem[9] and some other
techniques. Recently, many researchers pay
attention to E-voting systems that based on
secret sharing scheme and discrete logarithm
problem[10]. In 2014, Pan et al.[11] introduced
an improved scheme in the same field with
high privacy and confidentiality.

The classical approaches that based on
graph theory used to consider the set of
vertices in the graph as a set of participants. In
2016, Al saidi et al.[12] proposed a new
system based on secret sharing scheme that
depends on the edge dominating sets as an
access  structure by  representing the
participants as a set of edges in the graph.

In this work, secret sharing scheme that
based on path dominating set in a given graph
is used to design a new secure E-voting
system, such that, the voter’s identity is
protected, where each casted vote is divided
into shares to be distributed to multiple parties
and each vote is represented as bitwise pattern
according to number of voters. The random
share given to each participant according to
one element in the minimum path dominating
set, without giving any information about the
personality of the voter, that resulted in a
perfectly secure system. The proposed protocol
of electric voting is based on secret sharing
scheme depending on the set of minimum
dominating paths, such that, this system is
represented as a special graph (C,) which is a
cycle of order n, where each candidate
(participant) represents an edge in the graph.

This paper includes four additional sections
ordered as follows: section 2, contains basic
concepts in graph theory and secret sharing
scheme; in section 3, the proposed system is
introduced; implementation and analysis is
given in section 4; finally, our work is
concluded in section 4.
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2. Basic concepts

A major concepts regarding to topics
presented in this work are abstracted as an
overview in this section, for more details, we
refer the reader to see [1, 13].

a) Graph theory

Let G(V,E) be a finite, undirected,
simple, connected graph. The order and the
size of G is the number of vertices V (i.e.
|G|=n), and the number of edges E
respectively. The degree of a vertex v in G
is the number of edges incident on v
denoted by deg(v). When all vertices of the
graph has the same degree, it is called
regular, otherwise it is irregular. An open
neighbor set, N(u)={v|(u,v)eE}, is the set
of vertices that are neighbor to u. A closed
neighbor set, N[u]=N(u)u{u}, is the set of
neighbors of u in addition to u itself. A path
is an alternative sequence of vertices and
edges, beginning at a vertex and ending at
another one, and it doesn't visit any vertex
more than one time. A cycle is just like a
path except that is starts and ends at the
same vertex. The length of a path (or cycle)
is defined as the number of edges in it. A
cycle graph with n vertices is a graph
consists of a single cycle and denoted by
C,. A subset H of a graph G is denoted by
H<G with V(H)cV(G) and E(H)cE(G).

A subset D of vertices in a graph G is a
dominating set if every vertex not in D has
a neighbor in D. if the subgraph induced by
D is connected, then D is called a
connected dominating set. A path P is
called dominating path if every vertex
outside P has a neighbor in P. There is an
efficient algorithm for finding the set of
dominating paths in a graph [14].

b)

1)

2)

3)
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Secret sharing scheme

In secret sharing scheme the secret
information is distributed and shared
among the participants in such a way that
only appointed sets of participants can
reconstructed the secret, besides that, no
one of them has any information about the
secret S. For more details see [15].

In the domain of secret sharing
scheme that based on graph access
structure we'll introduce two types which
are:

Sun et al. Scheme [16 ]: It is
summarized as follows:

Let P= {p1,p2,...,pn} be a set of
participants and I" is a uniform access
structure of rank m on those
participants, where T'g is the basis of
I.

The decomposition of T’y is T'i’s, for
1< i< n, wherel'i={X:X€
'y and p; € X}. Thus, I' =
cl(Iry) =cl(ry) v ..U cl(ry,), then
i ={X:Xu{p;}er;} is defined,
where each cl(I'i*) is a uniform
access structure of rank m -1. The
secret K=(Ky,ka,....k m }, where each
ki, 1< i< m is taken randomly over
GF(@@" ™ ™), which is considered as
the space of the secret.

A polynomial f(x) of degree m.h(m -
1)-1 with coefficients K is selected by
a dealer to compute y=f(i-1)mod q,
for i=1,...n.h(m -1). If one has no
knowledge of any y;, no information
about the secret can be obtained.
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4)

Random numbers ry, ry, ..., r, are also
selected by the dealer over GF(q"™?).
They presumed that, there exists a secret
sharing scheme realizing cl(Z;"), such
that, the secret is r;+y; and the share of
participant p; is S,-(Fi*), which is given by:
S; =

(R, Si(I7"), ., Si(Ii21), S ([ 31), -, Si(I))
. The reconstruction of the secret is done
when the authorized participants collect
their share together.

ii. Al saidietal Scheme[17, 18]: It
is summarized as follows:

1) The set of vertices V={v,V,,...,vo} in
graph G corresponds to the set of
participants P={py,p,, ....pn}, While
minimum access structure 7 is
represented by the minimum
dominating set of vertices (MID)

2) The graph G is decomposed into n—
subgraphs  G; = (V,,E;), i=1,2,...,n,
where V; = {V\N[v;]}. The set I is
also decomposed into n I;'s where I; =
{MID € I, where p; € MID} and the
setl;" ={X: XU {p;} e;}.

3) The coefficients of the polynomial
Fx) = (kyx™ + kpx™ 2 4 o+ k)
are chosen randomly over GF(q™?Y")
and used to represent the secret
K=(ky,ky, ..., km}-

4) The secret K can be reconstructed by
getting m or more y;’s, where y;’s are

computed using y=f(i) mod q,
i=1,2,...,n, and the share for each
participant p; is calculated after

selecting r random numbers ry,r,...,7,
by the dealer such that: S; =
(ry, ST, o, Si(T21), Sy (T1), -, Si(T7))
. When the authorized participants pool
their share together, the secret can be
reconstructed.

Fuad et al. [14] proposed an optimal
scheme based on minimum set of dominating
path in cycle graph C, That scheme
represented the minimum access structure I
by the minimum set of dominating paths in C,.
Based on this contribution, an efficient
electronic voting protocol is proposed in this
work.

3. E-Voting system

The electoral process is considered as one
of the important and sensitive operations that
attract many researchers to work on. The
proposed system for E-voting focus on
choosing the access structure 7, to achieve
high security. For this purpose, a secret sharing
scheme based on minimum path dominating
set of a graph C, is used, and an algorithm that
works for m candidate and n voters is designed
also which is works on a bitwise-pattern
representation votes.

The access structure 7 is a set consist of n
dominating paths each of length (n-3) for more
details see [14]. The electoral process using the
proposed system can be summarized in the
following algorithm in three steps:

Algorithm 1: The proposed E-voting
system

Input: m=the number of candidates, n=the
number of voters, Input k € GF (p?)

Output: The number of votes for each
candidate

Stepl: key generation:

1-Take the number of candidates m and
the number of voters n

2- Find Iy directly using theorem 2 in
[14] after representing each candidate as a
vertex in graph C,, so we have m sets
each has (m-3) candidates.

All computation is done over GF(p),

where p isa prime, p >m
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Step2: The decomposition:

1- Construct the code for each
candidate, which is represented as
bitwise pattern according to the
number of voters and the number of
candidates.

2- Chose a value of k over GF(p?) to
encoding the votes.

3- Construct the polynomial f(x) =
kx + v;, where v; is the value of the
vote.

Step3: The reconstruction:

1- Compute the shares for all candidates
by y;=f(j) for each voter, then send
them to the collection center (CC).

2- Find the sum SCC; of collection
center, then apply Lagrange
interpolation on any dominating set
belongs to I} to obtain f(x).

3- The number of wvotes for each
candidate is founded from the
constant term of the polynomial f(x).

Example:

Let m=5 and n=7 so the related graph will
be Cs shown in Figure 1, then apply path
dominating algorithm to find P;={es,e,},
Py={€2,e3}, Ps={€3,84}, Ps={€4,65}, Ps={€s,e6}

Hence I'y=={~,P,,..., Ps}

Figure 1: The cycle Graph G

Letk = 13 € GF(p?), where p = m.
f(x) = kx +v; = 13x + v;, wherev; is the
value of the vote for candidate i. Since we have
7 candidates, then we need at least 3 bit to
represent code for each candidate. The 21 bit
vote pattern a,oa;qa,g ... Aza,a,a, is initially
set to 0. When a voter votes for candidate 1,
bita, is set to 1, similarly for candidate 2,
bita; is set to 1 and so on for candidate 7,
bit a,g is set to 1.

vij = f(),CC =y

Now if the first voter votes for candidate 1,
then v, = 1.

yi1=f(1) =13(1) +
1=14 = CC, = 14.

yi2 = f(2) =13(2) +
1=27 = CC, =27.

Y13 = f(3) = 13(3) +
1=40 = CC; = 40.

Via=f(4) =13(4) +
1=53 = CC, =53.

Y15 = f(5) = 13(5) +
1=66 = (CC; = 66.
If voter 2 votes for candidate 3,
thenv, = 64,and y,; 0 y,5
are computed
If voter 3 votes for candidate 1,
thenv; = 1,and, y;, to y; 5 are
computed.
If voter 4 votes for candidate 2,
thenv, =8, and y,, to y, 5 are
computed.
If voter 5 votes for candidate 3,
thenvs = 64,and ys; t0 yss
are computed.
If voter 6 votes for candidate 3,
thenvg = 64, and ys, 10 Y45
are computed.
If voter 7 votes for candidate 4,
then v, = 512,and y,; t0 ys5
are computed.
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Now, to find the sum of all collection
centers which is denoted by SCC;, we have:

SCC, =805, SCC, =896, SCC, =987,
SCC, = 1078, SCCs = 1169.

Let, the qualified subset fromTI, isA =
{e;,e;}. Then by applying Lagrange
interpolation on the setA, we have the
following polynomial

805(x —2) 896(x — 1)

f(x) =
(1-2) 2-1
=91x + 714

Decoding the constant term 714 in
binary, we obtain, 000 001 011 001 010.
Each 3 bit represents the vote’s number for the
candidates respectively.

4. Implementation and analysis

The implementation of the algorithm is
done in matlab. A flowchart for algorithm 1 is
introduced in Figure 2. Table 1 gives some
details about the construction of the code for
each candidate and the calculation of theirs
values v;. Table 2 shows the shares generation
for each voter. All results are based on
example 1. In Table 3, shows comparison
explains the running time required to election
with different number of voters and same
number of candidates:

11
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Table 1: Representation of votes
Candidate's code Vote's
Candidate (Bitwise
: value (v;)
representation)
000 000 000 000 0_
1 001 2°=1
000 000 000 001 3
2 000 2°=8
000 000 001 000 6_
3 000 2°=64
000 001 000 000 9_
4 000 2°=512
001 000 000 000 12_
5 000 27°=4096
Table 2: Share Generation
Collectio | CC |CC | CC | CC4 | CC5
n center 1 2 3
Voterl 14 27 40 53 66
\oter2 77 90 | 103 | 116 | 129
Voter3 14 27 40 53 66
Voter4 21 34 47 60 73
\oter5 77 90 | 103 | 116 | 129
\oter6 77 90 | 103 | 116 | 129
\oter7 525 | 538 | 551 | 564 | 577
SCC 805 | 896 | 987 | 107 | 116
8 9
Table 3: Running time (1)
candidates voters Running time
5 7 0:0:001
5 10 0:0:001
5 50 0:0:002
5 100 0:0:002
Table 3: Running time (2)
candidates voters Running time
5 50 0:0:001
10 50 0:0:001
20 50 0:0:002
30 50
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Figure 2: E-voting flowchart
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