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protection from electronic theft and extortion, there are many encryption
algorithms that developed to protect data. Development in the field of
coding (Cryptography) has always been accompanied by a development
in the field of decoding and Cryptanalysis. This led to the Weakness of
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many encryption algorithms. Therefore, the need to develop a new
sequences, attack , methods are necessary. In this paper, a method based on geometric
cryptography, key. series for encrypting data was proposed, where two keys are used, the

amount of the incremental in sequence represents the first key; the
number of terms in the sequence represents the second key. The
proposed model has been tested using a number of appropriate attack
techniques; the proposed model has proved its efficiency and strength
against attacks several technique of attacks are applying on the propose
model, the results proved that the strength of the proposed method. As a
contribution, this paper using a sequence to concatenate the values of
the sequence terms to hide the origin character ASCII code which adds
fuzzy cryptography to guess the correct ASCII code.

MSC. 41A25; 41A35; 41A36.
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1. Introduction

The art and science of ensuring security by secret writing messages to create them
decipherable are known as cryptography. The rapid advancement of network technology has
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resulted in a common data-sharing culture. Hence, you are more vulnerable to data being copied
and redistributed by hackers.

Therefore, info should be protected whereas it's being transmitted, touchy info like credit
cards, bank exchange, also Numbers associated with Social Security must be saved. There are
several encryption algorithms available for this purpose. Within In the last several days, of
communication over the air, encoding acts an awfully critical part in protective information in
on-line transmission, primarily that specialize in wireless technology's security. Various secret
writing techniques are utilized to shield confidential information from unauthorized access.
Encoding could be a quite common technique wont to promote info security. The progress of the
cryptography is heading towards unlimited possibilities. New encryption strategies are being
discovered every day. This document covers some of the recent existing encryption techniques
and their comparison. [10],[6].

In this paper a new technique through using geometric series was proposed, where the new
technique consist of three phases, the first phase is key generation phase and the second is the
encryption phase where the third phase is decryption phase, for evaluating the proposed method , many
cryptanalysis techniques were applied to test the security and the efficiency for the proposed method as
discussed in the result and discussion section .

2-Sequence and Series Definition
Any item or group of numbers may be arranged in a specified arrange, which is called a sequence,

following a certainrule. In case of al, a2, a3,a4, . . . etc. identify the elements or teems
of the sequence, so 1,2,3,4,... .. denote the term's position . The number of elements or terms can be
used to determine the sequence, that is, an endless sequence. In case al, a2, a3, a4, ... is a sequence,

then the equivalent series has the form SN =al + a2 + a3+ .. + aN. A series is summation of a
sequence, for a finite sequence made up of numbers; it is possible to get the series by adding up
individual terms. Series can be found for infinite sequences also.[2].

3-Sequence and Series Types

The following are some of the most popular sequences:

A: arithmetic sequence is a series of numbers generated by adding or subtracting a given
number from the preceding number.

B: Geometrical Sequence is the sequence wherein each item is acquired by divided or
multiplied a particular item by the previous item.

C: Fibonacci Numbers form an interesting sequence of numbers in which each element is
obtained by adding two preceding elements, and the sequence begins with 0 andl.

The arrangement is characterized as FO =0 and F1 =1 and Fn. = fn-1 + fn-2 .

Fibonacci sequence, create an intriguing series of numbers in which each member is created by
adding two preceding items, starting with 0 and 1.

D: Harmonic Sequence: If the reciprocals of all of the components of a number series form an
arithmetic sequence, it is said to be in a harmonic sequence.[2],[5].

4. Literature review
Al-din, B. N., et. al. propose a new algorithm through classify the characters of the message into
groups and exchange the keys between the groups to be difficult on the cryptanalytics to follow the
path of constructing the system, also using the different cryptanalysis techniques to evaluate the
proposed algorithm.[3]
Mansara (AM) and Aldin (BN) use advanced Caesar ciphers by embracing two private
keys connected to character’s positions (that is, odd and even) in order to encrypt and/or decode
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data. The two private-keys are mapped to the public-key and transferred toward the direction of the
receiver. Finally, the results show that the new cryptosystem is inevitable for cryptanalysis attacks. It
also reduces the size of the ciphertext and reduces available memory. The creation of public keys has
shown to be a one-way process that is based on a binary matrix that is created and exchanged by the
two communication parties.[7]

Abed, B. N. et. al. . A new cryptosystem was introduced using a one-variable third-order equation and
by employing Cardano's strategy to solve a cubic equation to make the suggested cryptosystem more
secure and sophisticated. Since then, there are four possible symmetric-keys and a variable equation
formula, several cryptoanalyses have been applied to the suggested cryptosystem to make certain
the reliability and confidentiality of the suggested algorithm, all showing the cryptosystem's resistance
to attacks, as described in the Results section shown in.[1]

Norman, S. A., et. at. New methods of data encryption are being suggested. The suggested approach is
based on the Taylor series and involves selecting a constant value and a Taylor expression as a two
keys. The first key (constant value) then replaces the plain-text into Taylor expression. The
decryption phase is required to calculate the Taylor inversion. Several types of attacks, such as A D F

G V X dictionary attacks, frequency attacks, and autocorrelation attacks, are employed to assess the
suggested method's effectiveness.. The Taylor series makes the ciphertext even more complicated. The
range of wvalues wused to assignthevalue x (range O to n) increases the likelihood of
breaking cryptography, so the proposed cryptosystem is n * n! [9,].[8]

Ansah, R. K., et. al..This paper gives a basic introduction to elliptic curve cryptography (ECC) and its
applications in cryptography. Elliptic curve cryptography has exactly the desired properties that help in
making secured messages hardly to be hacked.[4].

5-Methodology
Figure (1) shows a flowchart that summarized the methodology of the proposed model

| Encryption | I Key generation I | Decrvption I
v
3 Choose two keys -
o n&b ’\{
_)@tq_n do > < fork=1tondo _>€
y n—1
input ¢/t as a character C= Z(fh + 2b)
of the message ¥
J‘ Ch.c=1 mod 128
W
— | C=a+2b |
C = Z(ch + 2b)ymod 128 ¥
| C-nb=ma

Cipher text C
@ -
C—nb
a——
"

Fig. (1): A flowchart of the proposed model
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5.1. Key generation

Int n the first key
Int c the second key // which represent the number of terms in sequence

5.2. encryption

Increment value b
Input ch // character of the message
Input c the number of terms in sequence
Convert message characters to ascii code
forb=0ton—1do

n—1
C= z ch + 2b
b=0

C1 = C mod 256
Do for all characters in the message

5.3. decryption

Input the two secret keys n, ¢
Input the cipher text C1
C1=Y}3(ch + 2b)
Fork=1tondo

C = mod~1(C1)
C= m=*ch+2bgpn_1
C —byton-1 =m=*ch
Ch — C—boton-1

Plain text P

a. example:
key generation phase

let n=4
c=3
encryption
plain text = ARE YOU THERE
ch=A
ascii=65

Cl=65+67+69=201
207 mod 256 =201

201=...
Do for all message characters
Cipher text= ... ' <DC1> U <ENQ> <STX>I| ' 1
Decryption

b=4 ,n=3
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cipher text= ... ' f <DC1> U <ENQ> <STX>I] ' ch.a=1 mod 128
first character ...=201
201=x+(x+2)+H(x+4)

3x=201-6
X = E =65
x=65 A

do steps 1 -7 until end of cipher text
plain text = ARE YOU THERE
end

6-result and discussion

Different attack techniques are applied to test the proposed model, the results shown in the
figure (2), the aim is to test the possibility of breaking a cipher text of the proposed model. By
comparing the frequency of characters in the encrypted text, with the standard character frequency of
the English language, as the results of applying this analysis to the encrypted text, showed a big
difference between frequency values in English characters and the frequency values of the encrypted
text characters, as shown in figures (2.a). Another attack is to determine the most common
double_letters that found in the English alphabet, the results showed that it was no way to specify any
double letter, as shown in figure (2.b). Also, to determine the most common digraphs characters as in
English letters or what is known conventionally, as the results showed that it is not possible to specify
any digraphs, as shown in figure (2.c). the fourth attack is the most common trigraphs attack as shown
in figure (2.d).

[ cighertextiener Jale]c]o[e[r[s[u]1[s]x][]m][n[o]ra]r]s[T]u]v]w]x]¥
| erequency | 5[ 2]26]43[23]51]67] & |32[ 1|35]20] 35| 29[ a5 3014 17|28 0 [17] 2 ]16] 6 [20] 0

The frequency of each letter appearing in the above intercept.

Frequency |as|55|n7|31|4‘|35|35|35|33|3n|za\zs|23|17|17|m\14|1n| [s]s | [2]1]e]0]

5 10
A e LR TR B AR AN T

ABCDEFGH JKLMNOPQRSTUVWXIYZ ABCDEFGH JKLMNOPQRSTUVWX Y Z

The Standard English Letter Frequencies. The letter frequencies of the letters in the dphertest.

a. The frequency attack.
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The most common double letters in the english language are:
SSEETT.FELLMMOO

The most commen double letters in the message are!
BE

b. The most common double letters attack.

The most cormmon digraphs in the english language are:
THHEANINERONREEDMNDHAAT EN

The most common digraphs in the message are:
TART.OFSTARTEEXXT CKACOSENMNG

c. The most common digraphs attack.

The meost common trigraphs in the english language are:
THEAMND,THAENT JON.TIO,FOR NDEHASMNCE TISOFT MEM

The most common trigraphs in the messoge are:
STATARART TEXEXT.OSTENG TRARANANSBLOLOCOCK

d. The most common trigraphs attack.

Fig.(2): Different attack techniques are applied to test the proposed model :(a): The frequency
attack , (b): The most common double letters attack. (c): The most common digraphs attack.
(d): The most common trigraphs attack

5. Conclusion

In this paper, a new algorithm for encrypt and decrypt the information proposed based
on the principle of the mathematical model that used the summation of the sequence, where the
sequence consist of number of the terms that increment by the fixed value, the proposed
algorithm determine the number of terms and the incremental value that used as a two keys in
the algorithm. Using a variety of assault methods to break the ciphertext, all result show that
the cipher text was unbreakable and attack techniques doesn’t guess the keys.
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